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LOCAL USERS - LOCAL GROUPS
CAC BUGC TRIEN KHAL: ’
* Phin 1: Thyc hign trén Window Server 2012 .
1. Tét User Account Control (UAC)
2. Tao f.ocal User Accoﬁnt
3. Chu hinh Log on tu dong bing account dinh sén’
4. Tao local group account
5. Network access
* Phiin 2: Thyc hign trén Windows 8.1 o
1. Tao Local User va Group .
2. Tham khao cdc Option khi nhin Ctrl + Alt + Del R
3. Enabled Account Administrator
4. Tham khio cic Opt'ion cua User Account
5. Cho méy tinh ty ddng log on véi account dinh sin
A- CHUAN BJ
MBS hinh bai lab bao gdm 2 may
- PCO1: Windows Server 2012 R2
- PC02: Windows Server 2012 R
- 2 méy tit firewall. Kiém tra bing 1énh Ping gitia 2 méay
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B-THUC HIEN

* Phin 1: Thye hién trén Window Server 2012 .
1. Tét User Account Coxitrol (UAC)

B1 - Nhén t6 hop phim 3 + X > chon B3 - Nhén vio muc Change User Account
Control Panel hoic nhﬁn phim P ~ Control settings

Make CRANQES 1O yOur HSer AcHunt

B2 - G muc View By > chon Small icons
~» chon User Accounts

Adrpinistrator
Lozl Acdount
Administigrer
Pasuesd protected

l‘:-:'éew Irs . Small icons 'l

€% Language

A¥ Iebwork ae i ater
i Metwork aad Sharing Cente B4 - Cuon thanh cudn xubng cubi ciing Never

M personslization ' Notn“y va nhén OK. Sau d6 khai dong lai may dé
¥ Power Optichs thay ddico hiéu luc.
£ Region Adways notify

vk Tett te Speech ' - -
l?& User azcounts ’ l ;

&9 Windows Update i : - . .

. i
enad™

Hever notify

2. Tao Local User Account

B1 - M& chuong trinh Local-Users and Groups bing cach nhén t& hop phim 3 + R -> g6 lénh
lusrmgr.mse

R e s T e T e e e S T T T T T T T et e e e e e e
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BZ Chuot phai vao muc Users ") chon New User. © B3 - Dién vio céc thong tin sau:
' : » + Username : Ul :

¥ Password va Confirm password : P@ssword
+ B6 check User must change password at next
- Jogon

Sau dé nhﬁn vao nut Create

New User...
View
- Refresh (
: N 3 Patsaps: goocu'n i
EXPDVYLISL» e . : ('Afmmwd Eunnu . E
i Help % . o ’Ww&:ﬁmwmxmm}
..... : ! e
. Y Prstuctsd resves e
B4 - Tuong tu tao thém user U2 véi cac thong sbsau | Dfecauts dms
+ Username : U2 v L i e e e e
S % . e
+ Password/Confirm password : P@ssword . N Tl _ E::mm} o

+ Bé check: User must chan

assword at next lo

BS ~-Logon user UL T ruy cap vao thu muc

C: \Uscrs\Ul uan sat t!zg% profile cua Ul.
. % 25 "ﬁ}?gxﬁ%ﬁs« % £ 8 oy

i i
f* Admirosteator

B6 - Tiép theo thu truy cp thu mye e _»-%»«m'
C:\Users\Administrator, s& thdy bao 15i khong ¢é quyén "~ - o
truy cap vao profile cia user khac -> Cancel.

You don t currently have permzssnon to.
access this folder.

Click Ccntmue to permanently get access to this
folder.

Phlen Ban Thyy Nghiém Lufu Hanh NOi BO 3
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3, Chu hinh Log on tir dgng bing account dinh sin

Bl - - Logon bang account Administrator, nhdn Ctrl + Alt + Del > chon Change Password. Ddi

mét khiu thanh Pstword456 v >
B2 - Nhén t6 hop phlm ”ﬂ + R, g0 Iénh Control B3 - G muc Users for this computer - chon
UserPasswordSZ _ Administrator. Sau 46 bd check & & Users

must enter a user name and password to use
this computer - OK.

Type the name of 2 program, foide, document, or 4ntunu
resource, and Windows will open # for you,

o Pax T LI e the et et o grant o S wsats 26085 18 YO CommAts,
E Control UserPasowords?e » REZy  andHE change pastoends and athe seings.
{‘? This task will be created with adruinistrative priw’legcs. % l{:jULm FRAE N & suser D 22 gazsverd fo s ol iom;u\eni #
Users {ar thits comptten

; § Canced H Browse...

B4 - Nhiip vao mit khéu ciia account Administrator:
@ssword456 -> OK. )

B3 - Kiém tra : Khéi | dong lai mdy. Mdy tinh

LY You can set up yous computes 5o thet users do nethaveto typezuser far dbmg din 1 ang 1t
¥ % neme and peasword to siga in, To do this, specify & user thet will be ong g nhd ap b ng aCCOl o

aviomaticelly signed in helow: Administrator, khdng s hoi password

S User nerge: i Adrministrater

S Password: {"una.
i i

: Confires Passvrords g T

4. Tao local group account

* B1- Nhién t hop phim ¥ + R, g5 lénh lusrmgr.msc

. o e e e e e e e
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* Phin 2: Thye hi¢n trén Windows 8.1
Chuén bi: Ghost may PCO] bin Windows 8.1

1. Tao Local User va Group

B1 - Mo File Explorer, chudt phax vao This PC >

chon Manage

Al Computes Management (Locat) ! Name
B2 - G khung bén trai, bung muc Local Users and - B é’;‘,:"::;‘:‘ " | % Adm
Groups = chon Users. . {2} Ve %ﬁ;ﬁ
& C;::mputer Management {Local) A . ’:;; f:::‘:’::j:: 4 Groups s:JF-TRO
- u System Tools [ Usert | Updd
Task Scheduler T 6o Newlser.
{j Event Viewer P & pefom »
b 3% Shared Folders _ . @gﬁ:j;“’é Reiresh
PR Local Users and Groups :‘a DiskMel pontion.
US ers v fy Services ang
o Groups Ao
» & Performance v

B3 - Chudt phai vao Users > New User

'BS - Log Off. Quan st thiy di c¢6 them user

B4 - Trong cita soNew User khai bao cac thong tin:. account mm trong phan log on.

+ User name: ul .
+ Password: 123
+ Conﬁrm Password: 123

+ B déu check trudc dong “User must Change

Phién Ban Thir Nghiém - Luu Hanh Noi B3

B6 Tlep theo chugt phén 1én myc Groups >
chon New Group '

@! Computer Management (Local)
0 ‘(}’3 System Tools -+
5 (B Task Scheduler -
o §8] Event Viewer
p 5} Shared Folders
. a ¥ Local Users and Groups
2 s JOME
o B
b & Performan
-+ g3 DeviceMa|
2 82 Storage
+ &% Disk Mana
b Fy Services and A
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B7 - Trong cira sb New Group, ¢ muc Group
Name, ban d&t tén group 1a: Boss = Add

B8 - Nhip vao ul = Checks Name - OK

B9 - Quan sat thdy user ul da duoc thém vio
group Boss -> Create.

2. Tham khio cic Option khi nhin Ctrl + Alt + Del
- Nihén t6 hop phim Ctrl + Alt + Delete.

m
8 Phién Ban Thd Nghiém ~ Luu Hanh N6i BS




TRUNG TAM PAO TAO CNTT NHAT NGHE

Mﬁf‘z‘?f’ v B0 TAC PAO TAO CUA MICROSOFT TAI VIET NAM C@\
W & & 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM MicrosoRt Partner
NH:&T NGHE  Tel: 08.39322.735 - 0913.735.906 g

Website: www.nhatnghe.com |

- Quan st thiy céc tiy chon:

+ Lock: Khoa may tinh

+ Switch User; Chuyén qua moi trudmg lam viée ca user khéc ma khé‘;ng tit session hién tai .

+ Sign out: Chuyén qua moi trudmg lam viée clia uéer khéc va tit session hién tai

+ Task Ménager: Ding dé xem cac th(‘)ng s& performance cia niéy tinh

3. Enabled Account Administrator

Bl.- Mé File Explorer, chudt phii vao This PC - chon Manage

B2 - G khung bén tréi, bung muc Local Users and Groups -> chon Users.

B3 - Chuft phai 1én account. “Admmlstrator"-é chon. = B4 - B9 check “Account is disabled” -

_Properties.
& Local Users angd Groups {Laest | Name Full Neroe Destrption
i Gioups 1 g e Set Password,
g«‘-“u‘l . - T Al Tass » '
| Delete 18 _ s
} C © Rensme .
: ! i; Finare
: t Properties i Desaphon: &ﬁhmiwe&wﬁmw
M W«fw
) : Help : ettt o e e 10 s

BS - Log off v4 quan sat account Admxmstra!or da xudt § ’“‘M“’*m
hién trong phén lo - Elmnisdid

4. Tham khio cic Option cia User Account

[ User must change password =t nexd fogon
{71 User cannot change password.

-] Password never expires.

[ Account s disabled

1 1account s ogked out

+ User must change password at next logon : User phzu dbi password trong I3n log on ddu tién

+ User cannot change password User khong ¢6 quyén ddi password

“ Ph:en Ban Thyo Nghiém Luu Hanh Nbi B& 9
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+ Password nerver expires: Password ciia user khong bao gidr bi hét han
-

+ Account is disabled: V& hidu héa Account

~+ Account is locked out: Account tam thoi bj khoéa

5. Cho mdy tinh tir d6ng log on véi account dinh sin

B1 - G& t6 hop phim: 8 + R, nhip I&sh control
userpasswords2

iz Run !

= Type the name of 2 progum, folde, document, of Intesnet
recource, and Windows witl open it for you,

Qpen:

B4 - Kiém tra : Khoi dong lai may. May tinh tu
d6ng ddng nhdp bing account Administrator,
khong héi password.

B2 - Bo check * Users must enter a username
and paswword to use this computer”

B3 - O mue “Users for this computer”™> chon
Administrator
R

l gxa Use the fist below 10 grant of deny Qsers 36058 to your ompater,
P i

#nd to change prssiscrds nd ether seflings,

: ' {]Users ot eniter v wser caroe 30d posieroed te wis this compates, ‘

i U for this computen:

st Baron ’ fireup

Parscord fot Adeninigiator

B Yochenge your pasiwoed, press Cin-Al-Ded and sebocs Change
$5r Pauword

10 Phién Ban Thif Nghiém — Luu Hanh Néi BS
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LOCAL POLICY

CAC BUGC TRIEN KHAT:

1. CAu hinh Local Policy

a. Diéu chinh policy Computer Configuration

b. Diéu chinh policy User Configuration

2. Cau hinh Local User Policy

A- CHUAN BI

- M6 hinh bai Jab bao gdm 1 may Windows Server 2012 R2
- Tao user Teo, Password: P@s |

B- THUC HIEN

1. Chu hinh Local Policy

a. Pidu chinh policy Computer Configuration

"Bl -Logonvio may bing account B2 - Nhén @ hop phxm o+ R, g8 1énh
Administrator. Nhin phim #, chon bidu tuong Gpeditmse -~
Turn Off - Shut down, Xufit “hién bang
Shutdown Event Tracker. Nhén phxm A gé
quay Iai méan hinh Desktop

B3 - Lin luot mé theo du(mg d5n Local
Computer Policy = Computer Configuration
- Administrative Templates > System. o]
Administrator & b L * khung bén phai nhin double click vao Display
Shutdown Event Tracker.

Cnoose a reason that best descnbes ﬂhy you ss.ant
0 shm towa :h:s computer

l Other (Unp!anned) v i

. &:; De not atomatically ancrypt files moy
Continue . § Do hut tum off system powar sftera ¥

Enable Persivtent Tinw Stamp
Activate Shirdown Event Tracker
Dicplay Shindas nFrens Tal oy
&5 Bo not display Manage Your Server
Spacify settings for optional sompaned
35 Turn off Data Executicn Prevention for|
2 Mo and Tockbnt 2 osict ottty Gorafe HTML Help

j tera
} z».‘ z’MMCﬂ eits Restrist these programs from beng Iy

B4 - Chon Disabled = OK

BS - Thit kiem tra nhén phim 38, chon bitu
tuqng Turn Off < Shut down —) Khéng thiy
xuat hién bdng Shutdown Event Tracker nita.
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b. Didu chinh policy User Configuration
B1 - M& Control Panel - Truy ¢ap thanh cong.

B2 - Lin lugt mé theo dudmg din: Local Computer
Policy -> User Configuration > Administrative
Templates -> Control Panel. & khung bén phai,
nhén double click vao Prohibit access to Control

Panel and PC Settings.
l;:i:e Acﬁcn_ Vu:w He), ’

4 5% User Canf’gumon

3 Softeere Senings
W mdom Sdtmgs\
A i £ T
Centrol Panst
Deskiep
Netwerk
Shared Folders
Stass Menu and Tackba
Systeen
B  Windews Components

AAAAA : Al Settings

"~ Programs
~. Regional and Language Ogtions
. Hide spacified Control Pand items.

6091
L A1l righrs

Nbreranfidninistravor XGpuplate Fores
daring policy. ..

wter FPolicy apdate hax conplete
Folicy updare has conpleted o

B8 - Quay lai ctta s6 Local Group Policy Editor. Mg
theo dudng dén Local Computer Policy -> User
Confi iguration > Administrative Templates >
System. O khung bén phai, nhn double click vio

Prevent access to the conimand prompt -> Enabled
S Software Settings ini Setring

Dosmicad missing COM comporg
Cerdunry whopedation for Year 4
Restrict these progranss from beirn
Do not display the Getting Staned

¥ 5% Windows Settings
4055 Mministrative Tesnplatd
& {8 Controt Pand

o |
75{ 3 Preverd secess o regoty :(fd:ng .
g Dewit run specified Windows app]
G et Bun only specitind Windows agp! . .
R U dene Windove Avtomatic pdetes
m
12 Phién.Ban Thif Nghiém - Luu Hanh Ngi B
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B3 - Chon Enabled -» OK

B4 - Kiém tra: Truy cép vao Control Panel,
xuét hién thong bao 18i chén truy cép.

B5 - Quay lai cira sb Local Group Policy
Editor. Mé theo dudng dan Local Computer

- Policy - User Configuration =

Administrative Templates -> Desktop. O
khung bén phai, nhin double click Remove
Recyele Bin icon from Desktop = Enabled.

£ local Compeer Pohcy : Betting

2 & Compuler Corfiguztion | e Bemove the eabtop Cieanup Wizard
b T Softwars Settings Hide intemar Bxpfoses icon on desiden

inders Settings

; Adminiztrative Templates
& B, Urer Lonfiguration

- Sefteare Settings

; Phmdews Settings
Adrinistrative Tempistes

Rarnos Comnpuarer iten on e demltop
Remuve My Docomenty idon pniie des
Hude Hetwork Locations izon on deskdey
Remvve Breparties front the Compuder
Rayngwe Propénties frore the Documents)
D¢ net +dd sha(u of secently cpEned 4o

)
Remvve: P{cpmu: rom the Recycle B
Don't save settingt at exit
Yhin.ofl een Sk windsue robuieeded

vz Shared Pelders

B7- Klém tra: Log off va log on !al may s&
thdy mét biéu trong Recycle Bin trén
desktop.

' B9 Truy cip thir vio CMD s€ thiy bi bio
16i. »

B10 - Sau khi thuc hién xong, trd cac policy
vira thiét lap vé mic dinh nhu hic dﬁu.

B S
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2. CAu hinh Local User Policy

B1 - Nhén t4 hop phim @ + R, g& 1énh MMC B3 - § khung Available snap-ins bér tri, chon
' Group Policy Object Editor > Add

B2 - Cira s Console 1, vao menu File >

Add/Remove Snap-in. .. hodic nhin 3 hop phim ' i .
Ct I+M P PP e Ywmseledsnapmforﬁvsconso&cﬁmmosemahbhonyw
A . . ¢ extensible snap-ns, you tan configire which extensions are enabif
File'; :i Action View favoites Window Help . % Avalable snapns:
New ' CtieN § Sospin A ~ Verdol A
:Opest.. Culs0 ﬁbewm Manager Micros¢
“Bave CireS g 25 Disk Mansgement Moost
- Save As.a ' 2 3] Event viewer Microst
- ; i Mirost
| AddiRemove Snap-in., Y ;; = tros =
; Gptions... o 5 1 m Sen:m Moritor Micros¢ e
. l CX\‘Andows‘systemBngpedn o W 1P Senirity Policy Management Microse [:.:.Md ke J
bt - % v tink to Web Address Micose
B4 - Nhin Finish C BS- Txép tyc vao menu ?ﬂe, ctfgn Ad@/Rcmove .
. ‘ - Snap-in... = Group Policy Object Editor > Add
B6 - Nhén nit Browse

B7-Qua tab Users 2 chon Non-Admm:strators ->

B8 - Tuong ty, vdo menu File, chon Add/Remove
Snap-in... > Group Policy Object Editor.> Add -
~> Browse > Qua tab Users, chon User Teo.

Quan sit thiy c6 3 policy vira add {rng véi timg
a6 tucmg Computer Policy, Non-Admmxstrators B
Policy va Teo Policy

Phién Ban Thd Nghiém -~ Luu Hanh Noi BS 13
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* TH1: Chinh Local Computer Policy x6a Recycle Bin trén Desktop

- Mé theo dudng dan: Local Computer Policy -» User Configuration - Administrative
Templates -> Desktop. (3 khung bén phai, nhin double click Remove Recycle Bin icon from
Desktop -> Enabled.

; P . Remove My Documents izon on the desktop
b & Computer Coﬂﬁsufﬂum  Hide Netviotk Locations icon en desitop Hot confige
45, Uf‘e' Configuration emove Propertiss from the Computer icon contedt menu Net conﬁgf
£ Remove Properties from the Documents icon comted meny Bot cc’nfigg;

Software Settings

Windows Settings

&dmmmmwe Templates
: Centret Pand - Bin conten m

. Don't save setings st &xit .

. Tum off Aero Sheke viind inimiting mouse gesture

. Pimient adding, dragging. Sropping and cloying the Taskbar..
Prohibit 2djusting desktop tootban

"~ Shared folders
', \ Start Menu snd Taskbar

< b ; e ’ i s
' Bxtended Asunderd 5

- Kiém tra: Log on User Teo, kiém tra thdy biéu tugng Recycle Bin bj mét trén Desktop
* TH2; Chinh Non-Administrators Policy khéng x6a Recycle Bin trén Desktopg }

- Log on Administrator. M theo dudng din: Local Lomputer\Non Administrators Pohcy >
User Configuration > Administrative Templates -> Desktop. G khung bén phm nhén double
click Remove Recycle Bin icon from Desktop - Disabled.

- Kiém tra: Log on User Teo, kiém tra thdy biéu rucng Recycle Bin KHONG bj mét trén
Desktop -

* TH3: Chinh Teo Policy x6a Recycle Bin trén Desktop

- Log on Administrator. M& theo dudmg din: Local Computer\teo Policy <> User Configuration
-> Administrative Templates -> Desktop. O khung bén phai, nhn double click Remove Recycle
Bin icon from Desktop = Disabled

- Kiém tra: Log on User Teo, kiém tra thiy bidu tugng Recycle Bin bi mét trén Desktop
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WM”MW

.LOCAL SECURITY POLICY
CAC BUGC TRIEN KHAL:
1. Password Policy
2. Account Lockout Policy
3. User Rights Assignment
4. Network Access
A- CHUAN B
- M6 hinh béi lab bao gdm 2 may
* PCOI: Windows Server 2012 R2
* PC02: Windows Server 2012 R2
- 2 méy tt Firewall -> Kiém ira dudmg truyén bing Jénh PING
B- THU'C HIEN
1. PassWord Policy (Thyc hign trén PCO1)

Bl - Log on Administrator - Tao user bang B2 - M@ Server Manager, vao meny Tools 2>

password : 123 - bao lo; khéng thé tao duqc Local Security Policy
do khéng théa yéu ciu vé o phirc tap ctia
password ‘ , I P' Manage Tools  View  Help
B3 - M& Account Polices - Password Policy. |~ c“"“P"”’_"t Services -
Quan Sd.t cft bén phai ' Computer Management
| Defragment and Optimize Drives
® Event Viewer
eimompemntt iSCs! Initiator
st i prisword age . —
WindowsFrtnshmith dvancedSei] - pesmenny '"’“::::wb:. ; ;. LOE‘ Security Policy
o 2 e b nog et o | O0BC Data Sources (32-bit
{1 5 Aapicnion Contr o : ODBC Data Sources (64-bif)
: t&wwufbhﬁmm\oalw . o G
£ b 5 Advunced Aud Poicy Configunti : Pertormance Monitor

+ Enforce password history : $6 password hé théng luu trit (khuyén diing: 24 )

*+Maximum password age : Thoi gian sir dung i da ciia 1 password (khuyén dung: 42)

Phién Ban Thi Nghiém - Luu Hanh N§i BS
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+ Minimum password age : Thoi gian sir dung 18 thiéu cta 1 password (khuyén ding: 1)
+ Minimum password length : D dai t5i thidu cia 1 password (khuyén ding: 7)

+ Password must meet complexity rcqulrements Yéu ciu password phiic tap (khuyén ding:
Enabled)

> Chinh password policy : _

B4 - Password must meet complexity requirements - Chon Disabled
BS - Cac password policy con lai chinh gid tri vé 0 = OK

B6 - M& CMD - g5 lénh Gpupdate /Force

B7 - Kiém tra: Tgo account Ul v6i password : 123 = Tao thanh cong
2. Account Lockout Policy (

B1 - M& Local Security Policy. Truy cép
theo dudng dan Account Policies =
Account Lockout Policy

i File  Adien View Help

Secunty Settngs
5 g Atceunt Policies
? 1 0% Pessword Poliny.
% b & AccountLocket Polisy
- % Lotst Policies ]
b o Vandows Firewal) with Advanced Secel
o Hebeeotk Uist Manager Policier g
= Public ey Pelicies
cftwarg Rectriction Policies

‘ Policy ’

: Ageunt fockout durstion
[Acrcunt lockat thiesheld
Reset ascaunt lockout counter wfter

B2 - Quan sét cée policy bén phai

+ Account lockout duration: Thiri gian
account bi khéa

+ Account lockout threshold : $4 1in nhdp
sai password trude khi account bj khéa . ware .
+ Reset account lockout counter after : thoi || Y ;p;;;mcc;z:i:?c:;&mpute
gian chuyen b dém vé gid tri 0 44 7 kduanced dudn Potiey Configuuatien]
- Diéu chinh théng sb cac policy :

+ Account lokout threshold : 3 B3 Kiem tra: Déing nhép sai password 3 lin >

+ Account lockout duration : 30 khong thé dang nbap tiép. Chor sau 30 phat = ¢6
+ Reset account lockout counter after : 30 thé dang nhép lai.

3. User Rights Assignment

Yéu cdu:

+ Log on bdng quyén Ul - shut down mdy tinh - khong dugpe
+ Thay déi ngay gio hé théng - khéng dwge

BI - - Log on Administrator - M local security policy - Local Pohcaes ->» User Rights
Assignment - cft bén phai: Quan sét 2 policy

+ Change the system time: Cho phép user/group ¢ quyén thay dbi ngay gidr hé théng
+ Shutdown the system: Cho phép user/group cé quyén tht may

M
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BRI AT A B R4 T T

Secuity Setting
NT SERVCOALL SERVC..,
Adminigtraont

Wodify firmware environment values Adeministrator
Peform volume msintenance tasks Admioistraton
Profile single procesy Adminivtratory
Profile system pedormance Adminiztrators NT SERVL.,
Remove computer from docking station Administraorn

Replace 2 process mveitoken LOCAL SERVICENETWC..,

1% Restote files and directories

Take swnreship of fitee or ather ehjects fdministraters

Ty

B2 - Didu chinh théng sé policy

T ——

SRR ARSI e ]

+ Change the system time: Pwa group Users vio

+ Shutdown the éyqtem’ Dua group Users vao

B3 - Kiém tra: Log on Ul - Shut down thir —} thanh cong. Thay d8i ngay gi hé théng -> thanh

cong
4. Network Access

* Trudng hop 1: Classic

- M& Local Security Policy - Local Policy > Security Options -» Double click Network access : -
Sharing and security model for local account. (Mic dinh Windows Server chay Classic).

i Security Setungs
£ b “§ Account Policies
g 475 Local Policies

o | 3 .& Audit Policy

¥

“5 ;J:;R:ghol' s Ausignment i, Network access: Do not allow storsge of passwords and ere..  Disabled

? b “V?n dnw:gr ﬁz hl:mth ad % Network access: Lex Everyone permiksions apglyto anofym... Dissbled

"\ L" % Network List M:n;m porﬂn“d Sec Network access: Named Pipes that csn be sccessedd anonym.. v
g’ b 1.:3 Public Key Po‘mugu e Z2 Network secess: Remotey accessible registry paths o SystemiCurentControlS...
% b i1 Software Restiction Policies Hetwork access: Rem?&ely accessible registry paths and s‘ub.. System\CurtentCortralS.,.
% b 2 Application Contrc! Potities Network access: Restrict snonymous access to Named Pipes.. En;bkd

|+ & 1 Secrty Poliies on Local Compuad, < Nebwork access: Shars thatcan be sccessed arommmously  NotDefined

1 p L3 Advanced Audit Policy Configurati Network attess: Sharing and secutiy modet fos local adcou.2. Clasur = et i s

Nebwork atcess: Mllow anany SIDHame kanslet Disabled
Nebwork access: De not allow anenymous snumeration of S, Enabled
Network access; De not aliow snonymous enumesation of ... Dissbled

Network security: Mlow Locs! System to use computer ident., Not Defined

¢4

£ Network security: Allow LocalSystern NULL session fallback | “Not Defined

Phién Ban Thir Nghiém — Luu Hanh N§i B3 17
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a. Classic: 2 may cing password (Thye hién trén cd 2 miy)
- Dbi password administrator 1a 123

- Thye hién truy cap b%mg URL tir May PCO1 qua May PC02 va ngugc lai

va password

- Nhdin xét : Khi truy cdp vio PCO2 néu account ding dé log on trén May PCO] trimg user name
va password véi I account trén mdy PC 02, thi khi network access s& khong bi héi username va
password

b. Classic: 2 may khac password (Thuc hién trén cd 2 may)

- Déi password administrator May PCO1 thanh 123, password administrator May PC02 thanh
456 -> Log onvdo PCO1 bing account administrator

- Thue hién truy cap bang URL tir May PCO1 qua May PC02 va nguge lai

- Tai PCO1 : Nhén t8 hop phim 81+ R, g6 \PC02 > Hién thong bdo ddi User name and
password > Khai bdo username va password May PC02 > OK -> Truy cép thanh cdng qua PC02

Enter netwark credentials
Enter your credentisls to connect te: pedd

1 Adninistrator

p i PHEEONS

Domain: PLOT
[} Remember my credentials

é:} The user name or password is incorrect,

* Trudng hop 2: Guest only (Thyc h:en trénca2 may)
- May PC02: Enabled user Guest.

- M& Local Security Policy < Local Policy = Security Options = Double click Network
access: Sharing and security model for local account => Guest only — local users avthenticate as
Guest.
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R

o [ oot [ s ],

R R S O A

! [loca Sty Seting | E,q,;ami
§ Network access: Shating and securty model for local accounts
i - : : 5
5 Classic - local users authenticate asthemselves . 7 . w
o Class:c loca! users authenticate as xhemse%ves ' ;
§:

- PCO1 truy cdp vao PC02: Khong hoi username, password. Mic dinh chiing thuc bing account
(‘uest

- PCOZ Disabled account Guest. PCO1 truy cip vao PCO02 s& bj hoi User name va password tuy
nhién di nhép account Administrator cung khong thé truy cap duqc vi chi c6 thé truy cp bing
bing account Guest (Dﬁ bi dxsable)

& i 2
¢ Enter aetwork credentials
: Enter yoir predentiaistn conneet 46: pold

H Use another account

e:ir The user name o1 p2asword i inconect.

MWMW =
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NTFS
CAC BUGC TRIEN KHAT
1. Phén quyén thu muc bing Standard Permission‘
2. Phan quyén thuy muc bing Special Permission
3. Take OwnerShip
4. Xét quyén khi di chuyén dit liéu
A- CHUAN B
- Mb hinh bai lab bao gdm 1' may sir dung ban ghost Windows Server 2012 R2

- Tao cdy thu muc nhu trong hinh:

- Tao 2 group: Kefoan, NhanSu
- Tao 2 user: KT1, KT2, Add 2 user nay vao Group KeToan

- Tao 2 user: NS1, NS2. Add 2 user niy vio Group NhanSu

B- THUC HIEN _

1. Phén quyén thir myc biing Standard Permission
bPhan quyen  cho cdc group nhy sau:

- Trén thu muc Data: Group Ketoan va Nhansu ¢6 quyén Read
- Trén thie myuc Chung: Group Ketoan va Nhansu cé quyén Full
- Trén thur muc Ketoan: |

+ Group Ketoan c6 quyén Full. Group Nhansu khong cé quyén
- Trén thu muc Nhansu:

+ Group Nhansu c6 quyén Full. Group Ketoan khong c6 quyén

B T T T T e T e e e T e i e S et e
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a. Phin quyén trén thuw muc DATA i
BI - Chubt phai 1én thu muc DATA B2 - Trong tab Perrmssxons > Chon Disable
-> Chaon Properties = Qua tab Inheritance
Security - Nhan nit Advanced
’S : M CADATA
" Gmows: Asvinimymon, PO Asinetotory 8 Shange
R G gy oy e .
:::m“:"m"qmu'-- Yo medly xy i 7. 16k St i 7 prabenie. :
Trer  Poocpd Ty hayited feven gpterr 5
’%5"57?-“ . gjx mumam«.w‘ :::m :: Ki::ﬁmz:;
k2 7, Administraion PLATASmcren) i DR Mo Uan ot La06 8 ereire T Thtleteg tobfeidis v fies | .
aé’,u;m POE ) LR Moo U PO L7720 < The fesder wndsobletdeons !
R SR . R 83ow  CREATOR OWNIR Rkt oroet <, Sottulden: axd ir by ,
?emswuiuvmmﬁ ;
OVWHER -
Fdl coremd g
Hodty - e S
Read § mwcds . S K o
st tokder conterits i
— . .
| Vide
_g';ﬁ',ﬁ“m““m”ﬂm ‘ B3 - Trong cira s6 Block Inheritance, chon Convert
inherited permissions into explicit permissions on this _
object > OK L -

: - . A What would you fiké to do with the aurrent inherited perm‘ssxons" 3
B4 Qua)’ 13.1 ctra 56 DATA r o You aee sbout to block inheditance to this ehject, which means thin pesmizsions ‘, -
Propert]es '9 nhan nut Edlt 9 inhesied ﬁamapamxvb;MWancimgabupphedtoth\s shject, : ’
: B
§ +* Convert inheri‘.ed permissions into explich permissionson. - ;
- this ob)ect H
: "
: ) + Removt all mhemcd pesmiissions from ;hxs object
: 8. CREATOROWNER ’ ; : oy
4 svsTan . i : : [Gmen ] 2
&Wmn POGIVAIntcatons) o s o R T ——
B PO
i , 2 .. F
o thange pemsssers, ek 5, BS - Cira 56 Penmssnons for DATA -» nhén nit Add
Feonizsiors for CREATOR
OWNER Mow  Dew
Lryewen ] B6 - Nhap vio: ketoan nhansu - Chon Check Names
Raud b wescats i-E
& 1 doider cortenis }
Fuad i
Wite v

¥
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B7 - Quan sat 2 group KETOAN va NHANSU -> ¢6 3 quyén Allow: Read & excute, List folder

contents, Read.

Objettrame:  LADATA

Group of user rames:

| | BLCREATOR OWNER
B@s*srm

U e e

; 54, Users (PLOT\Ssers)

Admbiwalus CF’CCI %‘h&tﬂm}

Penmssions for KETOAN

Fut control

Modty

Read & execute
Lt older contents
Read

A R T ST

mini

3]

I
N

FIMY

PTREAT

e AR I I R P i L e DU SRS Sty

%
N B L P AR e

E;z,,asaww Qwuss
2 systen

8 adon FOUT A
52 KETOAN (POOT-RETONN
sz HHANSY PCOLNHANSLY)

§:’.;.“
g

30

QK

TR

H

P TP RN P S D SN T

Object name:  CHDATA

(oup o user names:
33, CREATOR OWNER
53, 5vSTEM

S, Adviristratovs PLUTNAGmnistrators)
2;’ KETOAN {Pcm\xzro N

T N T A e e O
Rttt v

S&Usere z?cmxumz

e o

A A R W s R SN Syt ooy oot

Permissions for NHANSU Ahow Dery

Fuft control 0 o
Hodty 0 g 1
Read § exensite ] I
List folder corterts i I
Read ] 0 %

Lok 1| comesl | [ emy

e s

T BN Lo B B AL O TR

B9 - Kiém tra; . .

+ Lan lugt log on vao may bang quyén KT1,
NS1 - M thu muc C:ADATA - truy ¢dp
thanh cong

+ Tao Folder bat ki - xudt hién bao 15
khéng ¢6 quyén.
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s

b. Phin quyén cho thir muc Chung

Bl-logon Admm:shator -> Chudt phai Ien thu muc Chung, chon Propemcs -> Tab Security
-> Chon Edit > Lan lugt chon timg group KeToan va NhanSu = Cho quyén Allow Full Control
> OK - 0K,

L5 Objectnams:  CADATACHUNG 1] Obisctname:  CADATANCHUNG

Group of imer rames, 1 Geoup orusernames:
&1, CREATOR OWNER 1 §2,CREXTOR OWNER
H,5v5TEN CiBIR | BLSYSTEM
&E,KETDAN {PCONMETONG 2 KETOAN (PC2 TJ(ETOAN}
S NHANSU FCOTNHANSLY AT e voon

| 88, Adrirustraton PCOVdminising ors)

+ Lz‘m luot log on vao bing KT1, NS1 > truy c@p vao thu myc Chung -> truy cép thanh cong
+ Tao, x6a folder bt ki trong thu muc Chung -> thanh cong
¢ Phin quyén cho thu muc KETOAN

B1- Chuot phai lén thu muc KETOAN -> Chon Properties > Qua tab Security = Chon
Advanccd

BZ - Trong tab Permissions -» Chon Disable Inheritance

B3 - Trong cira 56 Block Inheritance, chon Convert inherited permissions into explicit
permissions on this object = OK

B4 - Cira s6 KETOAN Properties > Chon Edit

Phién Ban Thir Nghiém Luu Hanh N NOi B 23
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B6 - Chon Group KETOAN -> Chon Allow
Full Control ~> OK‘—)V OK

B5 - Chon group NHANSU -> Remove

Object name:  CADATAKETOAN
. CADATANKE

oresser , Ohjest name gt NKETOAN

52, CREATOR OWHER

52, SYSTEM

&gxsmm Pcm NKETOAN)

Giroup or Lser riamas:

H2 CREATOR OWNER
3? SYSTEM

Permissiors for WHANSU

Fut cortrol

Moty

Read § execute
{ist folder conterds

ooolg

TN

B7 - Kiém tra:

- Lan luot log on véo bﬁng‘KTl » NS1 > truy cp vio thu myc KETOAN -> chi ¢6 KT1 fruy
cdp thanh cfng, con NS1 khong tray cip duge.

- User KT1 tao, x6a file, folder bit ki trong thu muc KETOAN -> thanh cbng
d. Phin quyén cho thw myc NHANSU

B1- Chuft phai 1én thw muc NHANSU -> Chon Properties - Qua tab Security ~> Chon
Advanced -~

B2 - Trong tab Permissions = Chon Disable Inheritance

B3- T'rbng cira s6 Block Inheritance, chon Convert inherited permissions into explicit
permissions on this object > OK :

B4 - Cira s& NHANSU Properties - Chon Edit
BS - Chon group KETOAN - Remove
B6 - Chon Group NHANSU -> Chon Allow Full Control > OK = OK

MWM
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B7 - Kiém tra:

4+ Lén Iugt log on vio bang KT1, NS -> truy cép vao thy muc NHANSU ~> chi c6 NS1 truy
cdp thanh cong, con KTI khéng truy ¢dp duge

+User NS1 tao , x6a file, folder bét ki trong thu muc NHANSU -> thanh cong
2. Phén quyén thir myc biing Special Permission

Phin quyen theo yéu cdu: File do User néo Iao ra User do mdi xba dugc

B1 - Chudt phai Ién thu myuc KETOAN - ‘B2 - Trong tab Permissions = chon Group
Chon Properties > Qua tab Secunly -> nhin KETOAN - chon Edit
vao niit Advanced Mame CADATAKETOM »

Ownenn - i -.u tors PCONAdmini & Change

* B3 - Trong cira sb Perm;ssxon Entry for
KETOAN, nhén vao lién két Show advanced

Pomidons | padting [Hlecivepcenst -

penn l ss 1 ons. For sddticrat in!rfmagion double-glick ¢ peronssion eatry, Yo enodily 8 pensitsion
. ) Pesrnizsion entrigss
A ¢ z - . Type  Principad Acgess . Inharited)
B4 - U muc Allow, tit ddu chon o 6 Delete - 8, Hlow  CREATOR OWHER Foll control None

subfolders and files va Delete <> Chon OK 4
lan

KEYOAN PLOREETONN St a piingigat

Eatines vy
This folser, subloldess and ez vg -
AN [ ade ] [ Renove |{" & ]
F— . R e e N e m—
i Enzbleinberitance ;
besissions: : o
{.3¥u comet B Wike lsibates £ Rephace 2t chitd object permission entries with inheritzirle permivsion enties front

2 Travesse folde ¢ execute file
FEUM Il £ veadt dnte.

W Wirite extended mibribotes

Seed strbites .

¥ Reas mtended anbaes i Riead permivsivas
8 Crevte Shes 2 ke dite " A Chenge pemiviiany
B Creatbolers ¢ append dnty Wi Take ownotbig

B5 - Kiém tra:
+Lin luort log on bing KT1 vaKT2 > truy cép vao thu‘ muyc Ke Toan
+ KTl tao file KT1.txt, KT2 tao file KT2.txt

- Log on bang KT1 - xoa file KT2:txt > bao 16i khéng c6 quyén xda . Xéa file KT1.txt -
--thanh cong ’

- Logon bang KT2 - xoa f le KT] Axt —9 bao 161 khong ¢b quyén xda . Xoa file KT2.txt >
thanh cong
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3. Take Owner Ship -
B1 - Log on KT, truy cp vao folder B3 . Tab Secur ity -> chon Edit > Remove tit ca
KETOAN - tao folder KTlfile céc object, ngoai trir KT1 (Full Control) -» nhén

QK_ 2 l_fm
E‘% e

B2 - Phan quyén NTFS trén thi muc
KT1file. Chudt phai the myc KT1File
> Chon Properties = Qua tab security
-» Chon Advanced -> Disable’
Inheritance

B4 - Log on Administrator, truy c¢ip vao
folder KETOAN. Truy cdp vao folder
KTlfile b bao 18 khong thé truy cap >

Chudt phai 1én folder KT1file, chon
Properties <> Qua tab Security, chon
Advanced

Dopcknane:  CADATAMETD:
B Yo post heve Bend pecrsasions {0 view Iha propaties of this
Qe Sddvanced 1o taetinug

For speuia! penmistans o advented sebings, “
ek Bdvarsed fueced

R SR

. BT - Dénh déu chon vao 6 Replace owner on
B6 - Nbdp vio Administrator > Check b oontainers and object - Yes> OK > OK déng
Names > OK céo cita sb.

B8 - Kiém tra: Chut phai vao folder
KTlfile, quan sat thdy Administratorda | CADKTAKETOANYT the

c6 quyén Full Control ' e dminshtor (PO Adminitiriod. Crings
. k: Lﬁi«pbce oants o subcontabnees and objects]

4. Xét quyén khi di cbuyen data trén citng Partition

a. Copy
- Trong 5Ctao 1 foldertén la A
.- Chudt phai 1&n C:\DATA chon Copy > M4 thu muc A -> chudt phai chon Paste

Mmmmmm
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- Kiém tra quyén ctia thu myc C:\A\DATA - cc quyén NTFS bi thay ddi

b. Move | ' _

- Trong & C tao 1 folder tén ]'f‘x.B

- Chudt phai 1én CADATA chon Cut - M& thu muc B - chudt phai chon Paste

- Kiém tra quyén cia thu muc CAADATA > céc quyén NTFS khéng bi thay dbi
* Nhdn Xét : | |
- Khi di chuyén di liéu trong cimng partition > quyén ciia data khéng bj thay déi.

- Khi copy dit liéu véo noi khdc cimg partition thi quyén ciia data vira copy bi thay déi phy thujc
vdo noi dén.
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SHARE PERMISSION - ACCESS BASE EMULATION (ABE)
CAC BUGC TRIEN KHAI | |
1. Share mét Folder
2. Thyc hién Share An
3. Map Network Drive
4, Share 1 folder véi nhiu tén
5. Quan ly cic Shared Resources
6. Access Base Emulation
A- CHUAN BI
- M hinh bai lab bao gdm 2 méy: .
+PCO1: Windows Server 2012 R2
+ PCG2: Windows 8.1 Enterprise
= PCO1 tao account ul véi password 1a P@ssword ,
- PCO1 tao folder ThucTap trong 6 C:. Trong thu muc ThucTap tao 2 folder DuLieu va BiMat
- Trong cac folder tao file Abc.txt v&i ndi dung tuy y

- Trén 2 may tit Firewall, UAC, va kiém tra dudng truyén bing Iénh Ping

B e et S
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B- THUC HIEN

1. Share mgt Folder (Thyc hién trén PCO1)

B1 - Chuét phai 1én folder DULIEU chon B3 - Péanh déu chon vao 6 Share this folder
Pcrmssxpns

o ;. Y

Share with = Advanced sharing... -) Chck vao

L
v&&g«a&m

B2 - U tab Sharing -> Nhén vio niit Advanced
Sharing. ..

B4 - Check vao Allow Full Control - OK =
OK - OK

Uit the number of simuitaneous users to:

Comments:

| Pemissions 11 Cadg |

e

Paomoyzons I Evetyone
R Coreet

Charge
Rexd

B5 - Qua may PC02, nhén t5 hop phim 8 +
R, £6: WC01 - OK. -

i

Lo M cond 10w |

AC—

Typethe name of 2 progiam, folde, dotument or Intumet
reseurce, and Windows will apen A for you.

\‘\PCO‘!

’“f This task will be crented with adnumistrative privieges.

B6 - Hop thoa; yeu cAu chimg thye khi déng
nhip > D &n vio ul/ P@sswor

¢ Enter network credentials
Enter your credentisls (o connect to: 18216804
#

- B7- Truy cip thanh cong thiy Folder
[ ' | ‘ DULIEU =

n | [seevoras 7

Domain: PCO2
{3 Remember oy mdenthts

ﬂOesktop oA
f& Downloads

i OK ig’ Can;: NE _ e,?,«fﬂ::empixu

ii:f The wsername or pasmwd s incotrect, -

EPEs vat v
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~ 2. Share 4n mdt folder (Thye hi¢n vtgi may PCO1)

B1 - Chudt phai thu myuc BIMAT - Chon B3 - Pénh diu chon vao 6 Share this foldcr'. O
Share with = Advanced Sharing mue Share Name, nhp vao BiMat$ - Nhén
vao nut Permxssnons *

B2 - O tab Sharing > Nhén vao nit
Advanced Sharing. ..

A ey

NN

B4 - Check vao Allow Full Control = OK
- OK -> Close

BS - Tai may PC02 nhan 5 hop phim &+
R, £6: WPCO1 > OK -> Truy cap vio khong
thiy folder BIMA T.

B6 - Tét cira 56 File Explorer = Truy cép
lai WPCO1\BIMATS

k4 Run

o e s s gt o S L,

RS L e o ot R SRR, VPR (SR, O 2y

TR R

¢

s Typethename of 3 progrem, feldet, docunent, or Intemet
’ rezource, and Windows will open it for you,

% SR

Quen iveommfasrs T T T v
Th.xta,ksﬂlbe created vdh dm stsztive mvia a5 ,
e I i B7 - Truy cip vao thu muc BiMat thanh cong
BER =

i g BCH s bimath v ¢ SenshuEed

£ Daskzop LI ST
3 Doanlons:

: S Uematina
&, Recent pleces

3. Map Network Dnve ‘

- B1 -~ Qua may PC02 -} truy cip network access vao . B2 - Hop thoai yéu ciu chirng thuc khi ding
may PCO1. _ , : nhap > Dién vio Usemname va Password
' cia Ul-> OK

B3 - Tai man hinh truy cap, chudt phai 1én folder

§
£

DULIEU < Chon Map Network Drive.. Erter network credentials
ﬁ Mmt Snare View ‘ ‘ - v hsuynwnmwhlxw:onmw?;ul
s ¥ ‘s Hetwork » PCOY ’ ) A | Sewrn G %
i
X Faveriter : i ‘,
£ Desktep Open
T Dowrlozds {Openin newwindow {pneene
FE Recont placs . Norgys avrilsble dﬁnt .
. heus v
M Th PC Pirito Start g £ T use nems o pasaword s ncopest
% Nutwork : lMaiui4 vork driven « % e e e e e e e
]
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Microsoft Partner

@y a3 Learning

B4 - D& mic dinh c4c options -> Nhén Finish,

G Map Newveor Drive

Waat netwiirk folder woulld you fike to map?

pecy the drive etitr for re Conaoctian 4 it foidae 1 you wak 1 toonectte:

Lives v

Fider: . © o fagnee
Example AservePshere
T Breannect txigeem

T Cennect usng dfierent feedartialy

SREnri e = YOS SN T5 w0 San ke da gima s v dnrangere sad ates s

B6 - M& CMD, 5 1énh Net use Y:
WPCOI\BIMATS

D1 2
0FL Carpuirat

2:4:.!’,«:«‘!.,1

runRARingsiratue s

B5 - M& Computer kiém tra dé ¢ 6 dia
mang DuLieu_ (Z)

“ Caspu

View  tunage

B Recet places

g@ & S ¥:5M1W) v & e
i

a3 Eavorites » Devices and drives {3)

M Dektop ‘j;]

R ...~ 65 Pioppy Dk Drice 63

; & Dovmicads g PRY

i

&%
¢ W Netwodk . iZa) ovoDive D3
: ki

# Newvork locations {1}
., Dutiey {UPCOT
‘8

B7- Klem fra tren PC02 mo File Explorer
thy xudt hién 3 dia mang Y:

My TG . ¥

5
i

f & Faveirtes - + Devices and ctives {3}

] B Drinp - .

; Ji Dowedonds g Floppy Bek Deve (&)
§ - B Recent placer )

4 - E g locat Dk 83

i ] g B

i 1% THPC b ViR

5.
@ Heterork . Iﬁ VD Diive (1)

» Netwark tocations {2}
BMRISIPOORIY.

EE R DR e ey
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4. Share 1 folder véi nhidu tén (Thuc hiép trén PCO1)

B1 - Chut phai 1én folder DULIEU - Share B2 - Khun
with = Chon Advanced shanng > e
Advanced sharmg -) Nhan vao nit Add,

TN

<
vﬂj"&.

h are name nhép vao KeToan - OK

* 7 share this folder
Settings
Shorg name:

R N P A i BEEHE

BS - May PCO2 truy cap server kiém tra két qua

B3 - Kiém tra trong hop thoai Advanced thiy c6 2 folder duge share véi tén KeToan ,
Sharing, phin Share name c6 2 tén DuLieu va - Dulicu

- KeToan. : g
m Home Share gy

T % Network » pell » v

. 7 Share this foldor
L Satbngs

Shace name:

W Favorites
B2 Desktop
% Downloads

. Dulieu

{Ketoan
1

. ) . %5 Recent places Ketoan
B4 - Nhén vao nit Permission - Phén quyen
lai v6i Everyone = Full Control > OK =

Close

5. Quién Iy cie Share Resources (Thuc hién trén may PC01)

B1 - M& Server Manager > chon File and B2-0 khung bén trii chon Shares - Quan
Storage Services sat bén tay phar cac dit liéu hxcn dang duge
c}ua se tren may tmh

SHARES
& s i3 ol

S P
i Dashboard -
™ | g Swrage Po... Snae
| ] "
2 B Llocal Server i R st o PLOT (R
: i' All Servers oasCH . S TapASae
n-:- © Work Folders Duliea CaPaxTagDiding
£ File and Storage Senvices b L C5ThuscTagiadieu
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e )

6. Access Base Emulation

B1 - Tao Folder C:\Nhat Nghe

B2 - Trong C:\Nhat Nghe tao 2 thu muc :
Kythuat v& TroGiang

BS - Tao User u2/ password: P@ssword
B6 - M Server Manager - File and Stofage

Services - Shares -> Chudt phéi 1én
C:\NhatNghe = Properties

- . Fom SHARES
B Seves .. abuitz 24
i Yodumes ‘ .
i Fiser
fisks i
Storage Posls {nane U Lemitan |
§ s peotiy ) .
iSC51 Y CATwcYariBd
Work Folders Didisy LA Taniy
i i
{ feveun -CAThucYepils
i Siopsmmg
i O;en Shate
E : | Propesties

B9 - Tuong n; PCO2 truy cép network Access

vao PCO1 bing quyén U2: Truy cfp thy muc

Nhat N ghé quan st thay chi thiy thu muc
~TroGiang, khong thay thir muc KyThuat.

il w1 Nh
Home ~ Share View
: @> 5”}}“. * b R« peot » NhatNgH_e

BB Desktop A Nome

i Downloads
Tyt

‘=4 Recent places

Wi Trogiang

g 2L

A G 7 .
B RNy
: steg jom Esgiegs ordy e s aet Ko it

B3 - Share Full thr muc C:\Nhat Nghe

B4 - Phén quyén NTFS ;

+ U1 ¢ todn guyén trén thu myc KyThuat, U2
khong ¢6 quyén

+U2 ¢6 todn toan quyen trén thu muc TroGiang,
U1 khéng ¢b quyén

B7 - Chon Settings -) dénh dé"m chon vao 6

Mmmkmc:mﬁ ﬂum«%vﬂ«wxhny!uélum«q
AU For 3 Taiows, Windowws haen 7 Koider hant the e s v

B8 - Kiém tra : PC02 truy c4p nctwork Access
vao PCO1 bang quyén Ul:  Truy cép thu myc
Nhit Nghé quan sit chi thiy thu muc Kythuat,

khéng thiy thu uc Tronang

View

Share

Home
* 1 « pcdl + NhatNghe »

) E Desktop A Mame
18 Downloads

£ Kythuat

&) Recent places
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DOMAIN
CAC BUGC TRIEN KHAI » .
1. Néng cAp Domain Controller
2. Join mdy Workstation vio Domain
3. Cu hinh Policy trén may Domain Controller

a. Céu hinh cho phép dat password don gian

. b. Q_éu hinh cho phép Group Users duge log on trén DC

4, ;I;go Domain Group va Domain User

5 Cai Remote Server Administrator Tools cho may Client

A- CIIUAN BI

-.Mo hinh bai lab bao gdm 2 may:

+ PCO1: Windows Server 2012 R2

+PCO2: Windows 8.1 Enterprise

- Chinh password account Administrator cho ¢i 2 may 1 123

- Disable card CROSS. G& bb Protocol TCP/IP IPv6 trén card LAN

- Kiém tra 2 may lién lac voi 11§1au bing 1éph PING

A
mm-mm
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1. Néng cip Domain Controller (Thyc hién tai PCO1)

B1 - Mé Control Panel - Network and Sharing B2 - O myc Preferred DNS server, tr6 vé
Center, chon Change Adapter Settings. Chudt phai IP cﬁa chinh minh > OK

1&n card LAN, chon Properties - Chon Interet Son A (Ce)
Pmtocol Vers;on 4 (TCP/IPV4) -} Nhan Properties.

voucange IF seltngs mdwmmh ¥ your network suppocts
$his topadiity. Uthersise, you need 1o ak your network sdvanistator
fr the sopropviate I settngs.

2 Clstaie 2 TP adcbess autoratzaly
S @ tive the following IF eddress:
%¥ Mrzutolt Hyperd! Helwork Adapter ¥ { Padaesn

o
This connection uses the falowing tems: Detolt gaseuny:

B2 Clert for horouak: Hetworks . E T Gl DS pre o 48 00 oMLY
1 ¥ Bk and Prcter Shacgfor isrosot Nerworks i 3 e e foloving DS serves addrasons:
! Q05 Packet Schedudar ! / T " s
-3 Biermsoh Nebwork Adepter Hiiplesor Prolocad |- g LI ENCIREE
S <. Lnk-Layer Topology Discovery Mappie LD Diiver i | st xSz S, !
¥ . Lnic-Layer Topology Discovery Fesporder
% -4 Itemet Protosal Veicn § (TCP/IPVE} i | [vetae setiogaupon et

Trarmission Cortrol Protooo! : pa ’ »
e ans ek mm:mgf m ma:fn“ _ B3 - M¢& Server Manager, vio menu

e Manage, chon Add Roles and Features

B4 - Man hinh Welcome -> Next

‘ BS - Man hinh Select installation type >
B6 - Man hinh Select destination server, giir nguyén chon Role-based or feature-based

nhu mafic dinh > Next - installation > Next

Sere insrallation type
B7 - Man hinh Select server roles, danh ddu chon vio nstallation ty;

0 Active Directory Domain Services

Suiace e iaxpianen e ToU CAn ek rles wes desios v e s
s G° 04 4% U YR 0T BLEATG
- Mmmm

Lenligare 3 singi By wkdng

Select server roles BS - Cita s& Add Roles and Features

Wizard - nhén vio nit Add Features =

Befors You Bagin + Selactone or more roles 1o install on the saled N
instanaen Troe © Reles ext
Sarver Seisttion -

L3 sctive Directory Certihca “ B9 - Man hinh Select features, giit nguyén

nhy mic dinh - Next

Features {3 Active Directory Fedesation Services
. #
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B10 - Man hinh Confirm installation selections, danh ~ B12 - Man hinh Deployment

déu chon vao O Restart the destination server Configuration, chon Add a new forest.
automama!l) if required > Nhén not Install , muc Root domain name, d3t tér
Confirm instalfation selections ' NHATNGHE.LOCAL

. Deployment Configuration
T inutali the following ries, rofe sarvices, or Featuras b1 sefe

- |2, Restert the dactaation server sutomatically 1 regured

Cptonsl featares (ach 21 aministeation toeig might be Jis
been sefected putamaticaliy, ¥ you do 663 wan to install thed
. thalt chech boves

cyvert Sodige ation

Setu the siasiymont speration

i A4 o domain comrrolier 12 an esiinng Sammn
5 AR ee Sorain t. 0% eaisTng foren
& Bd's ey et

Servar Koled

" Speshem domain informenion for s cpenaits

Frenpadirus Lana

B11 - Qua trinh cai dt dién ra. Sau khi cii dat xong, ~ Rt rame Aok
nhén vao myc Promote this server to a domain _ )
confroller B13 ~ Man hinh Domain Controller Options,
fnstaliation progress : & muc Specify domain.controller
' capabilities, danh dédu chon vao 8 Domain
Views fnstetation progress Name System (DNS) server. G muc Type
O Fovemuinion the Directory Services Restore Mode

(DSRM) password, nhép vio mét khiu
P@ssword > Next

Active Directory Domain Sarvices ")'\n ain Conuoller {}f SHIATS
Additiona! stens are required 15 make this maf

Jeromete thinsenar to3 domain contratier]
Geoup Policy Mansgament

Setest fonctinne! tevel of the naw fpmst o0 o4

Remote Server Administration Toels Ferest inptions: Tevel {4
s Demspin funstions] level: fwm

B14 - Cic budce con lai, nhin Next-thed mic dinh.
Man hinh Prerequisites Check, khi nhin dwogc thong

- bao All prerequisites check passed successfully nghia
12 qud trinh kiém tra didu kién de l1én DC 84 thanh
cdng <> nhin nit Install dé bt dAu cii dat

Specily durnain sgnstalisr caoubBbes

¢ Sypaee (DN server

¥
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2. Join may Workstation vao Domain (Thuc hién trén PC()Z)

Bl - Mo Control Panel - Network and Internet = B3 - Chinh Preferred DNS server ve P May
Network And Sharing Center -> Change adapter settmgs PCO1-> OK > Clos
-> Disable card Cross

B2 - Chugt phai card Lan - Properties. B ddu check
Internet Protocol Version 6 (TCP/IPv6). - chon Internet !
Protocol Version 4 (TCP/IPv4) - chon Properties

Ywmwxwuwmmwy#mmwimts
his capabity, Otharvrse, mn&dwa&wmkuﬁmnh
for the sppropriste 1P setings.

{0bter an 1P ackress sutomaticaty
1P aekbepssi
Sbrel pagia

B4 - Nhén t6 hop phim # + R, g6 lénh Sysdm.cp!

BS - Trong tab Computer Name, nhén Change

Defoudt gatevay:

i Cataln DU sar v e pddeses pattinabnni
@ Use B foiovang DHS server sddresses:
JPretered DS servers 888, 0 3 )

Compder Nare. | Hadore | Advanced | Sytom Prtcton | Remcle |

. .4 Windows uses 1he folowing iformation to dertfy your computer

"‘"‘x onthe net Alternate DS serwer!

LCompder descriplion: . {Tivadat setings upos exit
For mpie ’iGtohen Compuer’ or "Mar,

Ful computer name: P2 Vrorpmagama

Workgrup: WORKGROLP

. B6 - & muc Member of = chon Domain,
Touse & wizardto foin a domain or workgroup, cick " Nebwok ID... sau d6 go tén domain NHATNGHE.LOCAL
Hetwork 1D. AN TR 30K _

To rename this ccmpder or change s domain of
workgmup. chek Change,

Yois can change the name and the mermbeship of this

o computer. Changes might affect access 1o network resources.
B7 - Cira s6 Windows Security, nhap vao Username va k
password: Admxmstrator/llB . I TRE, e i
BS - Qua trmh Jjoin. domam thanh cbng, khdi dong lax . é Fullcompater nama:
mdy tinh pree }
Member of
- i

;‘ OWW
. \‘an‘%‘S@bP

I OK i Cavel

- Wﬂwwmw;«»e@ Amproniep e

OB T N E R Y E MRS

g i

b A A
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3. Chu hinh Policy trén miy Domain Controller
a. Cau hinh cho phép djt password don gidn

B1 - Quay lai may PCO1, m& Server Manager. B2 - Lén lugt bung cac muc Forest:

Vao menu Tools, chon Group Policy NHATNGHE.LOCAL -> Domains -
Management. NHATNGHE.LOCAL -» Chuét phai Default
' ‘ ' Domain Policy, chgm Edit

» Manage | - Tools Viev:

- ,a, File kmon View Window Hdp -
gAc!ive Dirertory Administrative Center x ! 7] f;ﬂ

{ Active Directory Domains and Trusts A Group Policy bhanagement

i Active Directory Wipduls for Windmws PowerShell 4 £, Forest NHATHGHELOCAL

e . , 4 % Domains

i Active Directory Sites and Services i 5 KHATMGHELOCAL

Active Directory Users and Computers

Domain Controflers | EdRt... ‘

| ADKI Edis :

CADSHEdi [ Group Poficy Objttt{  Erforced :
; . N p t )
! Companant Senvices ) 4 ‘;:M H ‘;;“ iy } Link Ensbled :
: Computer Management b B Sorer PO ‘
| omp 5 b i Stes i SeveReport. :
| Defragment and Optimize Drives e B Mt

: DNS

B3 - Lin lugt mo theo dudng din Computer
Configuration -> Windows Settings -> Security
Settings => Account Policy -> Password Policy =
double click vao Password must meet complexity
requirements

; Bvent Viewer

‘ géroup Policy Management

B4 - Chon Disabled = OK
- ; Policy

&4, Enforce password history
Maximum password age
Mmtmum password age
ord length

B6 - O muc Password will not expire, sira gia trj

thanh “0” -» OK . . BS- Quay lai cira sb Group Policy Management
Secutty Policy Sefting ;_g,«@igﬁ 1] Ed;tor, nhén double chck vao Maximum password
Wiaximum password age] i gPollq - —
& Enforce password hnstory
[ Define this policy setting S ' ’
Password wif not explre. 8 Mxmmum password age

£ Minimum password length
& Password must meet complexity reguirements
&4 Store passwords using reversible encryption

k4

38 Phién Ban Thu‘ Nghiém ~ Luu Hanh NG&i BO

¥ >




TRUNG TAM pAo TAO CNTT NHAT NGHE

»éi%v pOI TAC DAO TAO CUA MICROSOFT TAI VIET NAM
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B7- Quay lai cira s Group Policy Management B8 - G muc Do not keep passwords remember, sira

Editor, nhin double click vao Enforce password gia tri thagh “0” » OK

hxstory

Maxirum password age
Minimum passé/ord age
Minimum password jength

Password must meet complexity requirerments

Securlty Policy Setting | B(p!am |

g’ Enfpres password history
[} Define this policy setting

Do not keep password history,

0 =2+ passwords remembered

b. Ciu h_inh cho phép Group Users dmfc log on trén DC

B1-Lin lugt bung cac muc Forest:
NHATNGHE.LOCAL -> Domains =
NHATNGHE.LOCAL -> Domain
Controllers -» Chudt phai Default Domain
Controller Policy, chon Edit

d; file  Action va \l‘mdcw Hdp
ozl 5
2 Groop Poliey Mmtgemmt
2 4\ Forert NHATNGHELOCAL
475 Domaing
4 F5 NHATHGHELOCAL
off Default Domain Policy
4 d: Domlxn Controlers
4! Delauit Domain Contr offers Poly
3 Growp Poliey Objects hid
b i WhOFiRer Enforced
b i Suanw PO Uink Enabled

B2 - Md theo dudng din sau Computer
Configuration - Policies 2 Windows Settings
~> Security Settings -> Local Policies = User
Rights Assignment = double click vao muc

- Allow log on locally

Microsoft Partner

i Ledrtung

iﬁle Action View Help

4 2 Computer Configwation ~ i Policy

& % Poheies Accers Credemtial Mansy)
Aczess this computes frof
At vy pant of the operati
Add workstations to dony

5 Name Retokution Policy
{55, Stepts (Startup/Shutdown)
4 3 Security Seétings
b 55 Account Policies
4§ Luca)Policies
b3 AudtPulicy ;
+ 3 User flights Assignment .

Allow Ing on through Re
Back up files and dizector
Bypass inverse chacking

b 3 Secudity Options
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B3 - Nhin vio ntt Add User or Group -> nhap vao Users > OK - OK

B4 - Sau khi chinh policy xong, md CMD, g8 {énh: Gpupdate /Force.
4. Tao Domain Group va Domain User

B1 - Md& Active Directory Users and Computers. B3 - Chudt phai NHATNGHE.LOCAL =
Chudt phai NHATNGHE.LOCAL - New - New -» User
“Group
& “""’E, e Bdp i i e o) B4 - Full name ; Ul
A n name : Ul -> Next

nmclmén )
Faleet 1o zbure yuusr fvs.]

ETHHE.... Remurke.
!‘zle;m eyt

Find. @ coson HUTNGHELOCAL
Chiasge Dumain... : W5

: Doengirs Lorar,

" Forelgedeveny
Mﬂmsvd!mv Chunge Dorman Contscller.. : BT e NN SSRGSV RRpSPOR SO

% Goers Raise domain fonctionn ek ; it e ) | bt |
Opearions Kasters... : b
Ne';v e Lot oy [
‘AIT::h . Bl naom: {m
| Refresh .
. Uerkogonnere:
. , o | {ENRATRGHE (O0AL
B2 - Group name : Nhat Nghe > OK erlogonrane fe-indows 2000
o PEHEDGHR jin
Create it NHATNGHE.LOCAL]
Broup name:
| hathighe
; : BS - Password/Confirm password: 123
Groupname (re-Windows 2000 Bo dAu chon & 6 User must Change
| Nathighe o password at Next logon - Next
40 ' Phién Ban Thit Nghiém ~ Luu Hanh Ngi B3
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Microsoft Partner

<2 Learing

B6 - Quan sat thdy Domain Group va Domain User

vira tao

Ve tgr TH
o1 2}?53&

Type Description
b  Builtin buiitinDomain .
G 4 Computers '~ Contdiner Default container for up...
- 37 Domain Con.. Organizationsl.. Default container for do..,
b -::- Computers .. ForeignSecu... Container Defaylt container for sec...
i Bomsin Controfiers anaged Se.., Contamer Default container for ma..

ForeignSecurityPrincipals
Managed Service Accounts
% Users

Default container for up..,

B R R A T e e T

R i e

5. Cai Remote Server Administrator Tools cho mdy Client (Thue h ién trén PCOfZ)

B1 - Log on NHATNGHE\Administrator. B4 - Panh déu chon vio cac muc nhu trong
Truy cip Server, 'chép source Windows8.1- hinh;

s s

- KB2693643-x64 vio 6 C: va chay file ndy aé
cai dat

B2 - Md Control Panel, chon Program and
Features
G - 1 B Conte s MC.

Adjust your comp.ﬂer s setti ngs

&,3 Phone and Modem

;Qg[_q‘ g ang Egﬁ‘k Fes

lm_,_.....,.., .

f ﬁ‘g

B3-0 gbe bén tﬁii, chon Turn Windows

% Tutn Windows features on or off
¢ Te 1um & festure on, sefect ity check box. To tumn a feature off, clear its

check bov A filled box means that only par of thefesture is turned on,
wote Ditfereatial Compressmn Al S@pnn o "

11 Remote Sever Administation Toels
@ {81}, Feature Administration Tools
3 (81§ Role Administration Tools
@ Mg 5 -Active Directory Castificate Services Tools
e (B3] ADOS and AD LDS Tools .
¥4 Active Directory Module for Windows PowerShel
& Wi ADDS Tools
W 3 Active Directory Admintstrative Center
{41 AD DS Snap-ins and Command-line Tools

{15 Series for NiS Tools

L7 OHCP Server Tooks

{35 DNS Server Tools

N

features on or off
Control P2nel Home

View instelled ypdates

?Inmm:mu

!nst;ﬂ aprogram from the
network

T R
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B35 - Chon Group Policy Management Tools
= OK -> Close

WAL Connaction Mansger £dminidation KAACHAR
Remote Diffarantiol Compression AP Suppor
3 Remote Saover Ademuristration Yool

Address Management (PAM) Client
s Metwerk Lead Balancing Tools

$HC Teaming Yook
olg Adrainistration Toclt

B8 - Truy cip vao Active Directory Users and
“omputers thanh cOng

File duton View g

B

R/EYTER
Type Destipties
2uRnlernavs

15 Aetors Doty Users and £

Comtains Defrtt cantine: s 0.
Gomain Len.. Oiganiationsl.. Defauk comtanes for do
ignfecitne Contaviny Dafautt conramn: for ses.
grdfa. Conbrinee Defank tontemee 16 2
Hootlghs  Setiby Gmcp.
Eid
Fil e Somtapas Bl uall zestimer foe up

B6 - M¢ Control Panel, chon Administrative
Tools
Adjust your computer's settings

Figaw by larpriconz

ig;’; AustoPlay

% Bittacker Drive Encryption

B7 - Mo Active Directory Users and Computers -

Home Shrere Wiz

2 4 s ANControl Penel ems + Administeative Tooks
T Faverites Haee
& Dettdop. &j Active Directory Administrative Certer
J6 Downloads 75 Active Ditectory Domains and Trusts
5 Recent places ¥ Actioe Divectory $Acdule for Vindsws Po...
5 Active Directory Shes ad Servces

& This PC li‘ Active Disectory Ustrs and Computers l
27 ADY £t
& netwerk i Conificaticn Authosity
B9 - Kiém tra:

+ Trén PCO2 tao user U2, password 123 > tao
thanh cong . )
+ Trén PCO1, md& AD kiém tra thay c6 user U2

mmmmm
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- DELEGATE - DOMAIN USERS, GROUPS, COMPUTF RS

CAC BUGC TRIEN KHAI

1. Delegate
a. Delegate cho Group
b. Delegate cho User
2. Domain Users
a. Tao — St dung User Template
b. Lam viéc véi Multi Users
¢. Xem toan bd thudce tinh cha User
3. Domain Computers
A- CHUAN BJ
- Mé hinh bai lab bao gbm 2 may
+PC01: Windows Server 2012 R2 DC (Domain: NHATNGHE LOCAL)
+PCO2: Windows 8.1 Enterprise Stand Alone -

B1 - Trén PCOI, tao OU SaiGon. Ti rong OU Saigon,

tao 3 group Sep, Linh, Ketoan. Tao 3 user teo, tiva ~ | Sehfonatiea
5 7:;(-"’2' ’: — Ry u"?" »~ ‘ : " . ) ‘
T Adm:Dm::my Users and Computess || Name Type . i ok S {
b i Seved Queries 82, ketotn Security Sroup... : ST .
4 $5 NHATNGHELOCAL 1 T SR R R
1 b 22 Buitin R unh Security Group... ; )
3 b i Compiters Bsep Setority Group...
&3 Domain Contepllers Lo User . : :
§ b 2 FordgnSecurityPrncipals Ly Uses s
” - CF L s ) e
: . o ot |
B EEE——
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BS- Chon Create, delete, and manage user
accounts 9 Next :

. B- THTU."C HIEN
1. Delegate
a. Delegate cho Group
Uy quyén cho cdc thanh vién trong group Sep dwpe phép tgo mdi, xéa va chinh siea thdng tin
user trong OU SaiGon
B1 - M& Server Manager -9 menu Tools = chon - B2 - Chudt phai vac QU Saigon <> chon
Active Directory Users and Computers Delegate Control..
i B R 3 Fte Actwn Yiew Help
: Menage -~ Tools  View . Belp ; j X U x"s £
ﬁ;:'tfva Df’“; o Adm?n‘imal;ue Center 7 ctive Dicectory Usérs and Compiters | Name
Astve Dizectory Domaing and Trusts N S;\ ed Queries 8 kdoé
Active Dirgctary Moduls for Windavs PowsrShell P :?; NHQTNGHE LOCAL 5” W
Astive Dirsctory Sites snd Senvices  Builtin ;%‘ Link
“ Actve Ditectory Uses and Compisters Computers . f&é:&p
 ADStESR Dorasin Controllers 2‘ o5
Companant Services i FereignSecurityPrincipaly 24
Computér Menagement o Manag;d Sefvice Actounts
‘B3 < Man. hinh Welcome - chon Next “Delegate Controh. 1
' ' Move. :
Find...

B4 - Man hinh Users and Groups -> nhin
Add, g6 Sep > Check Names = Next

© Gelgate e lowg coommiks: B6 - Man hinh Completing > Finish

e . deete 2odl LA ACTOUNLS.
i ; Reas pdor paaswords and forse pasncond chadpe at nesd Jogon
D Frad b unet rlsonaton

B7 - Kiém tra, trén PCO1, log off

¢ Administrator, log on Teo. Nhén tb hop phim
# +R, g6 DSAMSC.

44_. .
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B9 - Man hinh UAC, g5 username v password . .~ B10 - Tao mé6i User be > Kiém tra tao thanh
clia Teo > Yes

gl  Progumosme  Mitrosoh Manegement Console
W Vedticd publishr Mitsosoft Windis
file ofigin: Hard deiet on this computer 2% Bukin Lt User
: Computens & Linh Secutity Goxvg .
T6 vontinue. type an administryios Pessword, and then ik Yes 4 Demain Controliers A 5ep Secutity Grovp,.
. : ForeignSecurityPuincipats 3o User
i Py | q thgcd Service Accounts L Usas

S = ;

Domain: NHAYNGHE

@ 9‘\5;» 4;1,55 . §~~;§:—;:g E;N.c,._
b, Delegate cho User

Uy quyen cho user kil dwge phép Reset Password va doc thong tm 1ai khoan user trong OU
SaiGon

B1 - Log on Administrator. M& Active B2 -Quatab Secumy —) chon Group Sep =2
Directory Users and Computers -> chudt Remove —) OK
_ phdi vdo OU Saigon - chon Properties

B3 - Chudt phai vao OU Saigon = chon
Delegate Control

w2 Active Directory Users and Computers || Name

b & Saved Quesies 2 pe
4 4 NHATNGHELOCAL B vetonn
p I3 Buittin 2w

Computers % Linh

Domain Controlters 8,5 v
ForeignSecurityPrincipals 2 tec ;
LostAndFound .;j & g'
Manzged Sendce Accounts i
ngum Dats i1
2

i ey 0 v

?);g Deegate Contol. i | | nete st ctid o

b 3 Users | Maves | | | e o chkd ofocs
b 53 NTOS{ | Find.. ! &

For spacial parissions or advanced sattings. click

B4 - Man hinh Welcome - chon Next
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B5 - Man hinh Users and Groups, nhfin " B6 - Danh déu chon vao 2 6 Reset user passwords

Add -> nhdp vao user ktl -> Check Names and force password change at next logon va 6 Read

= OK -» Next . all user information - Next

B7 - Man hinh Completing - Finish

Tasks to Delapde
You can select comamon tasks or cusiorize your own.

B8 - Kiém tra, trén PCO1, log off ) 1 o

Administrator, log on KT1. Nhan 0 hop ® Defogate the following common tasks:

pb,im =+ R, gﬁ DSA.MSC. {7 Creade. deleie, and menage user sccounis

v} Resel user p ds and focca p d changs at naxd bagon

N S - ~ O & ?
B9 - Man hinh UAC, g6 username vi . Bead of uner iamatian
y T 1 Cremte. delote and misn )
password cua ktl > Yes :

B10 - Chudt phai vao user be > chon Bl;wf Nha %Xa,o % assw@%%}é&%’ cho user be
Reset Password > ey L

Haw pessword; [seeses
Conlam password: 3f""'
User Add ta a group... - {7 Usermus! changs password at ned Jogos ‘
churfty’_; Dizable Account Tha ey must logoff and ther fogon agein for the changs ts ke dfect.
Semrit)f JReset Password... Aocount Lowicout Sists on this Domain Controler: Unfocked
User | :
u } : Move.. 7% Undnok the user's accowrd
ser i i OpenHome Page -

Lok Bl canest |

B12 - Quan sét thdy thay dbi password
thanh cong.

6 Phi&n Ban Thif Nghiém — Luu Hanh N&i B§




TRUNG TAM PAO TAO CNTT NHAT NGHE

e é,m L&, pOI TAC PAO TAO CUA MICROSOFT TAI VIET NAM % u
i % 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM wcmsoﬁpartner
NHAT NGHE Tel: 08,39322.735 ~ 0913.735.906 ey

Website: www.nhatnghe.com-.

2, Domain Users

a. Tao - Sir dung User Template

Add user nsl vao roup nhansu

BI - Log on Administrator, m¢ File Explorer B3 -
2 Trong 4 C: tao 2 folder Homes va -~ - B
Profiles. Share 2 thu muc nay véi quyén: -
Everyone - Full Control

B2 - Mé Active Directory Users and
Computers. Tao thém group nhansu va user -
ns] trong OU Saigon

3 Acwg Directory Users and Computers | Name Type
b L7 Saved Queries Lbe Uzer
i § NHATNGHELOTAL Hkaoan Security Grtvp.
$ 05 Buitn g,m Usne
» Lomputen ; oy Geoup..
t i Domain Contretlers lmh SnuntyCroup
. b 1% ForsignSecurityPintipals y 1
$ .5 tosthndFound Py N
b 1% Managed Service Ateounts :;{'Sw Zt:”"‘y Group.:
¥ .33 Piegrim Denr ;Im . X nsl
Saigon L6 User
P 75 System
, Pausyord Regheston | Dalin | Obiet
BS - Qua tab Account > phan Account : _Fviooert. | Sessons | Rewote cortrl
options - danh dau chon vao 6 Account is
disabled = OK
Accourt options:
[ Password never expies
{1 Store password using reversib!e morypﬂon
[V Accound is disabled
f]Smml candis requxmd for inkeractive iogon
B6 - Chudt phai vao user nsl > chon Copy

R Name ™ " Type Description

) e User :

Lteo tser .
. ) . :

' % : S“fmmeuP B7 - Full Name ns2 > User logon name: nsZ >
£, nhansy Security Grou Copy - N nhén Next
B Linh Security Groug - Ad 16 2 group... -
g%‘:e; g:f oy Grow ';"""“ Mappings... B8-GS 123 trong, 2 phén Password va Conﬁrm
2 be " U‘:my O jEbledcout password - B6 diu chon Account is disabled >

' : i““ Pussvord.. | Next - Finish

Aw a
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B9 - Chudt phai vao user ns2 vira tao = chon  B10 - Qua tab Member of > thay user ns2 di
Properties ->Qua tab Profile, thdy di duge dugc add vao group Nhansu
dmn san Roaming me I‘e va Homc, Folder "

Rerrote Desiaop Serviees Profie | COM» | Fobue Bdtor
| General | Adgen | decout | Frofle | Teetoors | O
| [ Pubishad onfates | Henber OF | Pesemord Fapheaton | Dt | Obied

i
Ll e

Profile patiy:
Logm soript,

Horme feidee
3 Lol pagiy

Lot ’3: T o ,‘\\mgi\tmm\taf.‘

Trere 1 no reed 1o ghange Prnay procg wiess
i youhave Mesrlosh dherts or FOUSIoompla
appanieny

Bi1- Thyc hién tuong ty dé copy NS1 thanh
account NS3/password 123

b. Lam viée véi Multi Users

B1 - Giir phim CTRI,, 1an lugt click chudt chon B2 - Qua tab Account -> Dénh diu chon truge

¢4 3 user nsl, ns2 va ns3 > Chudt phai chon dong Logon hours > Nhin vao niit Logon
Properties. hours
e brer Berrdl | Acoourt | fakiness | Profle | Orgariadionn
. : To change 8 propety for multipls objacts, first select the checkbox to
; Md toe gwuv» > enable the changs, and then seled the chzme :
: Disable Account :
52, nhizruy Security i Enable Account :
$Linh Security Group‘}  Movee. [Pk et .
Lt User : . e
e : Gpen Rame Paga . H
Bketean - - Secuity Gvoup  Dpen ame A {4 Logers tows: !
% User i Smd Mac ST ;
-3 i e g ;
)\Il Tasb ’ [ICompter restictions: ]
Pe*‘“ N 1. B3 - T6 xanh ving tir 8h — 5h / Sunday - Friday
Propetie ] -> Chon OK - OK
‘Help % ; :
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B4 - Kiém tra : Iin luot m& Propertiesciacd3  BS - Quan sét thdy ca 3 user account nsl, ns2, - ¢
user: nsl, ns2, ns3 > Qua tab Account > Chon - ns3 déu duoc chinh thai gian duge phép d&ng
Logon Hours. .. nhép vao may tinh.

a» ,v m ¥  2 ; m'

Remotecontrol | Famote Detitop Serviees Protle | COMs
Mimim;mﬁelv:: f"-_ "

< i Userlogon rama;

-~ = ]I @HNHATNGHELOCAL v]
Lises fons vt fore Windaws 20005 .
{(HHATHGHE, s

L logontbus., || LogOnTo.. |

D tvock acnourt

LReR e

¢, Xem toan bd thudc tinh ciia User

B1 - Tai chuong trinh Active Directory Usersand B2 - Chudt phai vao user ns3 > Chon

Computers - Chon Menu View > Chon Properties

Advanced Features - .
Fie Acion | view | Hep . . ] B3-Chon Tab Attribute Editor > Tim dén

o] 2] AddRemoveCotomez.. | myg homeDirectory va ProfilePath > Quan
S aveDrd  Lrgeleons A sit thy gi4 trj trong 2 dong nay gibng trong
b Sed 5‘"’“""“‘\ tab Profile
4 5§ NHATY

¢ :E Buil 3 Deta;l ‘ .

$.03 Cort S —— st i Nhan xét ; Moi lhupc tinh ctia user account
b 7 Do Uuu, Comacts, Groups, and Ccmputen 133 wmmnevs d th d ] h 5 Ll' at ’

> __: for Avanced Femtores éu co thé uoc xem va chin 4]
M e T Attribute Editor
b Usd Curtomize..

3. Domain Computers

B1 - Chudt phai vao OU Saigon > Chon New ~> B2 - Myc Computer Name: nhp vao PCO5
Computer - > Change
Mwwwvsmmdcmm Hare ¥ Type Desen g -
2% Seved Qoenies Ly Usae s "
4 é‘a NHATHOHELOCAL Lo e A omce s
? 55 Butn 5o Seconty Groupn : o
13 ea,a Computery - ‘! 3 Uset —
b 57 Domain Contreliers Loz il o : I
4 a ForeignSeconityPrindpats 2 st Cear —
B 7 LostAndFound %m ¥ Se(urilyﬁ . Letrpuyes vamt ¢ SNeviov B0k
¥ £3 Msneged Sanvice Atenints 'u nw S c'wp.‘ : Hed
5 &t: u‘:"' WP o kg o o oo W e
Security Groop.. Vg prouen = )
, L ] e,
3 Gw’tmwuammwwun
LE! " : . .
Tompider -
s Cean : : R Pae ) TR
mm e ———— -
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B3 - Nhip vao user ns2 - Check Names - OK 2 ~ B4 - Quan sét thdy trong OU SaiGon ¢6

. lan . account computer PCO5 duogc tao ra.
v Fuh'. Achon Yiew Hclp

BS - Kiém tra: Trén PCOS, log on Administrator. [ % 2. ¥ 0] ®&

M@ File Explorer > Chudt phii vao This PC 2 f?;ﬁ‘;ﬁ:’:’“’ nd Comit,
Chon Properties. O muc Computer Names, chon # 5 NHATHGHELOCAL :
Change seftings ta g:f;m
Compites aame. domarn, and weihgroup seimgs- 3 ffv) Domein Contsoliers
Loenputer name: pooy Glbange setings
’“m‘::‘z‘;:; Fem B6- Tab Computcr Namc > Ch‘mg,c
Viehgrovs: WORKGRO  Comnte e Aoctie | ot

+ .ﬁ Warsores m shefelowng infomason 1 identfly your compiter

hES - 8

Compasegosemons .
Fww ”demcmw i Mt

B7 - Trong phin Member of: Chon muc Domain

Fut comater e PC"‘S

: i = Wk grewn. VIORESROUP

¥ You can change the name and the membership of this ; . : .
H ol . T ji Ve i k 2t S X : e M
- computer. Changes might affect access to network resources, e amiadie oo deninwunhimin % ok 0.

T reriame fhs coapidee o thangh By Boman o
ohgees, Gk (g,

Comwter name:

B8 - Hién bang Windows Security > G ns2

;:u;; wwﬁme . e password 123> OK
PCOS '?

- B10 - Kiém tra: Trén PCO1 m& Active
Hember of - Directory Users and Computers -> M&

@ Domaif: . Container Computers - Quan st khéng c6
computer account duge tao ra.

Nhan xét : Néu trén Active Directory Users
and Computers da tao trudc computer
account trz‘mg én vai may client truece khi
client join domain, thi khi mdy client join vao
domain, hé théng sé kh&ng tao ra thém
computer account niva va sé sir dung
computer account dd tgo tricoc Jo.

B

2
8

| v _
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GROUP POLICY MANAGEMENT

CAC BUGC TRIEN KHAT )
1. Tao va link Policy vao QU
2. Block Inheritance cho OU -
3. Enforce Policy
4. Chinh order cho Pol icy
5. Security Filtering
6. Xem céc setting cita policy
;7. Modeling Wizard
8. Item Level Targetting
9. Disable mt phin ciia policy
10. Khio sat noi chira po]iéy templates
A- CHUAN BJ »
M hinh bai Iab bao gdm 2 may
+PCO1 : Windows Server 2012 R2 — DC (Domain: NHATNGHE.LOCAL)
+PC02 : Windows 8.1 ~ Join Domain |
- PCOI : |
* Chinh Policy password don gian
* Chinh Policy cho phep group Users ¢4 quyen log on locally
* Tao OU Cha. Trong ou Cha, tao OU Con v
* Trong OU Cha tao user ul, u2. Trong OU Con tao user u3, l;4 ‘
* Trong Domain Nhatngﬁe.local tao group i’EST, add 2 user ul va u3 vio group
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“untleaming

B- THY'C HIEN

1. Tao v link Policy vao OU (Thyc hién trén may PCO1)

B1 - M& Server Manager > vao menu Tools =
Group Policy Management

B2 - Bung Forest - Domains =>
NHATNGHE.LOCAL -> Chuft phai vao Group
Policy Objects -> chon New.

B3 - Pit tén cho-GPO & khung name “An
Control Panel” > OK

= F_ﬂe Acﬁon V?cw Wi Help
& S?' z &

! Group Pe\hryhunagamem ’ Group Policy Ob

A
4 g Domaing

& %3 HHATHGHELOCAL
3 Default Domein Policy
4 Che
Domzin Controliers

4 & Fosest MHATHGHELOCAL T Cortorss |

¢ % G Filiers Hew {
b -3 Stecter GPOs H s2ck Up Al
b " Sites i Manage Backups..,

B35 - Bung muc User Configuration = Policies >
Administrative Templates - Control Panel, chudt
phai vio Prohibit access to the Control Panel and
PC settmgs chon Edit.

W

+ & Computnr Cootigurion
> {.‘, Peiices

3 5% Predecencer
PE Um(fxaﬁgwn:m .

Regropat pnd Laogosge Dpvarm

. Shir oty wpa et Contict Banel kevms i

Hide specfind Cortrod Pand et LERTT A
> & A2C ¢, 4 03 Contiotw, Bt cnnligun

ke On
il Optoond...

by b

B7 - Quay tr& lai méan hinh Group Policy
Management, chudt phai vao OU Cha, chen Link
an Existing GPO..

[ fir Action Veew Vimdon Hdp_ T

| Groug Policy Management,
4, Forests NHATNGHELOCAL
# 1§y Domuing
« 3 NFRATHOHELOCAL

| Conate 3 GPQ n iis domala, a0
Uk &h Giting GPO..
i Block inberkanas

B4 - Chudt phai vio GPO “An Control
Panel” vixa tao, chon Edit

Group Palicy Objects in NHATHGHE LOCAL
Mm!s | Befegation |

WH Fler

" GPO Status

B6 - Chon Enabled > OK - Péng clra s6
Group Policy Managemem Edltor

4
By
&

E} Prohibic access o Control Pane and PC seitings

£ ) NotConfigured . Comment:

"
% @ frablad

() Disabled




%

TRUNG TAM 'DAO TAO CNTT NHAT NGHE

"' U POI TAC DAO TAO CUA MICROSOFT TAI VIET NAM £\
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B9 - Quan sat thdy GPO “An Control Panel” da- BI10-Kiém tra: Trén PCO02, log on l'a‘“m lrot
dugce link vao OU Cha vao cac user ul, u2, u3, u4 > Bj mit
B fe st Ve e M i .. & Control Panelg

2 3y WIATRGELOCH
««‘ * Datash Deman Pasicy
- Che
46 P Controt Oand
3 & Cen

Je

2. Block Inheritance cho QU (Thyc hién trén may PCO1)

B1 - M6 Group Policy Management, chuét phai B2 - Quan 54t OU Con, thiy c6 biéu tugng
viao OU Con, chon Block Inheritance dAu chim thang
£ Fle Anion View L, Group Policy Management
| 4 £\ Forest; NHATNGHELOCAL
4 iF} Domains
s 3 NHATNGHELOCAL
3] Defautt Domain Policy

4, Forest NHATNGHE LOCAL
o § Domany
 Fi HHATHGHELOCAL
AN

-4 -5 Cha
e e : ;/ An Control Panel
b Domaie  Create 2 GPO in this donuin, and Link it hizre... : : é&;’
& G'WPF  Uink an Exigting GPO_, . . 'W:*'"!
¥ ¢wmrnx[ ST , &4 Domain Controflers
|3 ;gsnrw( - oy ‘o ie .
| L mae " Group Petny Updren , : b 5t Group Policy Objects

B3 - Kiem tra: Trén may PC02, an huot log on user u3, u4 - s& thay ch Control Panel
3. Enforce Policy (Thyc hlén trén may PCO1)

Bl - Mo Group Policy Management, chudt phai B2 - Trén may PCO02, log on user u3, u4 >sE
vao GPO “An Control Panel”, chon Enforced thay bi mét Control Panel -

¥ Gmx;p Policy Mepagement H1An Control Panet
4 ), Forest NHATNGHELOCAL ‘ §f"m“"?“’“"}‘“""“’"
4 3 Dorning s ,§ &&i el
a8 NHATNGHELOCAL , s
if Oelautt Domain Palicy f i ke in i ocaton:
P 34 Cha ; i Thwicdowing sies, domaing, &
il -
i Edte
P i ;,5 gomlm Contreliers | Enforced
p 2 Group Policy Otje 1Y
b (5 WM Fitters L | inkErabied

b (51 Sarter GPOS _ [SayeReporta.
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4. Chinh order cho Policy (Thirc hién trén may PCO1)

B1 - Mé Group Policy Management, tit Enforce B5 - Kiém tra: Trén may PC02, log on user
Policy va Block Inheritance trén OU Cha va QU u3, ud > s thay Control Panel
Con.
Nhin xét:
B2 - Tao thém GPO “Hién Control Panel”, link ' -
GPO nay vao OU Cha. Nhu vay lac nay OU Chacd  * Trong cimg 1 OU néu dp chung 2 policy

2 GPO “An Control Panel” v “Hién Control (khéng Enforce) thi policy nao co gid tri
Link Order nho thi s& cé dg wu tién cao
LR hon
@ W"??«h}'“w Cha _—

| Lrires ey Py Cveks oy hadrcs | Dwpeon’

o IR e * Trong cimg 1 OU néu ép chung 2 pm’zcy

- Y e 3: (ca 2 policy déu Enforce) th pohey nao Co

sl | gid tri Link Order nho thi sé c6 d6 wu tién

cao hon

B3 - Nhén vio OU Cha, & gbe tréi ding 2 biéu

twong mii tén Move Up vi Move Down, di chuyén * Trong cimg 1 OU néu dp chung 2 policy

GPO “Hién Control Panel” 16n vi trf déu tién, (1 palicy E’ff"" ce va 1 policy 3""{7"5{ N
cha Enforce) thi policy Enforce € ¢6 46 wu tién
‘Linked Growp Policy Obiocts | Group Pelicy Eiwtancs | Dalegeaion | hon
LokDrder GPD Enforced  Link Enabled]
| ] 4 RenCorkol Pandl  Ho Yes 1
‘ A o 20 Cocdrel Pans! o Yes H

=

B4 - Qua tab Group Policy Inheritance, cht y myc
Precedent, Precedence cang nho thi d¢ uu tién cia

GPO cang cao.
" [Cha

{ Linked Group Palicy Dbjocts | Growp Poicy Fretence | Delegation |

This bst does nat include ey GPOs inked 1o skes. For mome detals, see Hep,

ﬁ&MDommPoﬁcy NHATMGHELD.. Ersbled

o e e e e e T e T T S L O T T e e e e
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S. Security Filtering (Thuc hién trén may PC01)

B1 - M6 Group Policy Management -
Chuyén policy “An Contro] Panel” lén Link

Order bing 1

Users = Remove = OK

fox
,m;

B2 - Chon GPO“An Control Panel”, bén dudi muc
Security Filtering, chon vao group Authenticated

l .

Microsoft Partner

£ Learmng

P Aien View Wedos T |

_izleis

ke e . B L
B3 - Quay tr& lai man hinh Security B o A Coniid Fanat .
o R M | Seron ; Duiohs L Satin ] Enloption
Filtering, chon Add - Add Group Test vio bt i o _
'9 OK “&za- : Mbbrgmwwmf::::(!f; o
Secury oy ) 1

The mn!»&mm«bmwﬂ:f%w.m.mmm;
& * "

11 R ) s

B4 - Kiém tra: Trén may PC02:

s &Wiﬂm
D Pate Gy
+ .3 dem
A Group Prhey Neddmy
S fesup Pohey s

+ Log on user U1, U3 -> mit Control Panel
+Log on user U2, U4 -> hién Control Panel

6. Xem cc Setting cita GPO (Thye hién trén may PCOI)

_= Md Group Policy Management, chon GPO “An Control Panel" qua tab Settmgs -2 Add »
Add - Close = Quan sét cac thiét 18p diroc tao ra tren GPO

4, Groip Policy Management
1 4 gh Forest NHATNGHELOCAL
q a4 & Domains
NHATNGHELOCAL

Group Policy Objects
b % WM Fitters
b 73 Stanter GPO:
b {38 Sites
§7 Group Policy Meadeling
& Group Policy Results

An Control Panel

Delogation |

I{: Scope | Detals | Setings
i | An Control Panel
i

Data wofected on: 4/22/2014 2.32.37 P
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7. Modeling Wizards (Thire hién trén may PCO1)

B1 - M& Group Policy Management, chudt =~ B2 - Cac budc déu tién nhén Next theo mic dinh.

phai vao Group Policy Modeling, chon Man hinh User and (,omputer Selection > Pé xem
Group Polciy Modeling Wizard... : OU Cha bj 4p polxcy gi, trong 2 phin User
i@ fle puson View VAdow HOR ‘ lnformanon v Computer Information, chon

Browse dén OU Cha '},N"’“

i, Gioup Palicy Managenient Group Pclicy Modeling
2 A Forst: HHATNGHELOCAL

4 {55 Domaing

Lisar and Compuloe Sebection
4 5 HHATRGHELOCAL You o viers emd&e& pokey eetirgs for o setoched user b & Corktabner witiumer
S5 Default Domain Policy fr WER oomRter

& 2 Cha
An Centiel Paned

Bxarplo cortar namie cn-m,oc-uwmiw»mw

s Yomin Centlierg Saiatuild a #dﬂm“ i
S roup Prlicy Objects Seraiie pokoy vetings {orthe (olowing:
E3 A8 Fifters User iloomation
;: 13 Sterier GPOs & Conlgirwr: 10U D0» NHATHGHE DIWLOTAL j
Group Pobey Reuls { Greup Pelicy Modeling Yimd.. L
View . ) Covpnder bomation
New Window frem Here : #; Cortaiens: Ol DCRBATHGREDC-LDCAL i
oo '
B3 - Man hinh Advanced Simulation |
Options -> Chon Default-First-Site-Name e e e o
-2 Next e Ry [ Ee 1
Yot tont sehact RSQ cxtion sk g . . cox A P - PRY S LW
[ e .44 B6-Quan st thiy bang bao cdo chi tiét ve céc
S . Pohc duqc ap len OU Cha
35 i, o oo, adeinp 5
{iooghock prorasey

Y lmmlmmu
L G

s «uxm st

B S Foboy B

B4 - Man hinh Computer Security Groups,
chon Authenticated Users - Next

- Cée bude con lai nhén Next theo mic
dinh <> Man hinh Completing...-> Finish

B s o e e e e e e e S e T e e e e e s
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8. Item Level Targeting (Thye hién trén méy PCO1)
B1 - Md Group Pohcy Management, chuét B2 - Bung muc User Configuration - Preferences

phal vio Default Domain Policy, chon > Control Panel Settings, chudt phai viao Folder
y - po
Edit.. ‘ Options, chon New > Folder Options (at least
Windows Vista)
B3 - Muc Hidden files and folders, chon {2 bewnbomsn wwr»cmwumawanI :
‘ c\' Cempm Configuration
Show hidden files and folders. Tat diu b 15 b !
check ¢ 2 muc: 2 3, o Confgureion { e
T Pedicins o we0o
+ Hide extensions for known file types A ::fomu - ;
*+ Hide protected operating system files " 1 Comrpontoems 2
{Recommended) o s §
. ;gm..msm, o reiny o ptiedom
s I » [ oo Optom Gmises Winaows )
ﬁf"’”":?"" vawr 4t Openwah

B4-0 khung ben phii - Chudt phéi vao Folder
Options -> Properties

7y Fies aod Foders

3 sy shaw ons, neves thorboads
0 Ahwsmmn
£2) Dy fie koo o0 Enntrins:
waloy oy Be size ofoeraaton n foider tos
E%kmthm@mmx
ﬁﬁﬁg}hhﬁe&hhb&b&!&g};m&g
£ Mcden fles and foiders,

73 Do o6t shove hidkden fles s folders

e T T

§  Stop proceising Bems in
E edgnsiononzron L
$ . Puiin Lies's conteds
B e F oot epplied:
Sopkonce

411 8 separate progess.

. Remanber each folder‘x Vi gt
L Fitored dirctly;
g_m_.%ww__.m £ Citered by ancestor
Showdye ety Dizsbied ditecty -

8 Bisabled by antaston

st

- . B6 - Tai mén hinh Targeting Editor - Chon New
BS - Qua tab Common, danh déu check ftem > User
vio muc Item-level targetmg -> chon

Targetmg. . ’
. et 34 Battery Peesent
B . Computer Name
 Options corvmon bo s ifems - - T o m ‘CPU Speed
- L35%9p orocassng ttems n this extension f aa eor occues. ’ g Date Match
A Runin logond on user's securty ot (use peliey opton). ool
E b Fapcve P fan whan its no tongar appied, &3 Disk Space
200ty once 2l do not renppty, .
Y oy ? Dornain
User
[T, File Match
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B7 - Trong myc User > Browse > Add - B8 - Kiém tra: Trén may PC02

User ud 2> OK > OK - OK +Log on user u4 -> M9 File Explorer, kiém tra thiy
= i) céc file An xult hién va hién thi duéi

file. -

+ Log on user u3 -> M¢ File Explorer, khing thay

cée file 4n.

........

Btinb by
] R Usertgerng lnun Bl ¥ eefentace nien 16 D KEphed 19 seen Ty € 28 procmsing vmr e
t Aath g et Gt e

' 9. Disable m§t phén cita policy

Do khi ta chi sir dung mot phén trong ciia GPO (vi du User Confi guratzon) dé ting (éc qud
trmh xir Iy GPO, ta nén tdt nhitng phdn khéng ding dén.

- M& Group Policy Management, chon GPO “An Control Panel” = Details, & myc GPG Status,
chgn Computer Configuration settmgs disabled = OK

10, Khao s4t noi chika policy templates

B1 - Md Group Policy Managcmcni B2 - Truy cép vao &
chon GPO “An Control Panel”. Qua  C: \Wmdows\SY&VOL\SYSVOL\nhamghe local\Policies,
tab Details, cha y dong UniqueID ~ s&thiy c6 thu muc giong Umque ID ctia policy “An

el”

An Contro) Panel Contr I P

Churpaz: = Torais Advis (NHATHGRE Doman Adment

[ Crented: 42272018 51745 Py e : ”
- S Favartes 4 N‘"" )
Hodhed: L2t TR Bt o] ]
¥ Dusktop A {BACYIROC- DV A IDE-035F OCOAENA.:
| Usecromion: TR 1EYSOL 3

& 13IBZF3-D60-1ID2-M5F 0OCOAFRGRL..
] (095565% AIAT-AND-AEDS- STACLEAL. -

 Comusrsene: G303 BisYSiSY
 Josn i LSRR ATV AEDSRETECE A2

[ GPO St gmmuuw;mm ~7f ;

mns s 2 &‘msl o

B3 - Mé thu muc triing véi Umque

ID - User -> s& thiy ¢6 ﬁle , B4 - Mé fi lc Regxstry poi bang Notepad quan sat néi
Registry. pol Thong tin v& Policy dung bén trong

duge hru vio file nay. L

mw_m
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GPO CENTRAL STORE & SECURITY FlLTERING

CAC BUGC TRIEN KHAI

1. Tao Central Store

2.Tao GPO

a. Tao Starter GPO

b. Tao GPO tir Starter GPO

c. Kiém tra

3. Security Filtéring

A- CHUAN BJ |

M hinh bai lab bao gdm 2 may:

+PCO1: Windows Server 2012 R2 - DC (Domain: NHATNGHE. LOCAL)

+ PCO2: Windows 8.1 Enterprise dd join domain »

- Trén PCOI tao group IT va user Teo. Add Teo lémvt:hémh vién cta Group IT.
. Chinh password don gian va cho phép User Account Log On Locally

B THU’ C HIEN

1. Tao Central Store (Thyc hién trén méy PCO1)

B1 - Mé File Explorer, truy.cip vio du&ng din B3 - Nhén Double Click vao folder
C: \Windows\PohcyDcﬁnmons Chon 0an bg - PohcyDef nitions vua tao > chuot phai chon
18p tin va thu myc c6 trong folder nay -} chudt - Paste -

phai nhin Copy :
. ' - B4-Kiém tra: Mo Group Pohcy Management
B2 - Truy ¢dp vdo dudng dén Editor. Chu6t phai vao Default Domain Policy
C: \Windows\SYSVOL\sysvol\NHATNGHE L - chon Edit -
OCAL\Policies < Tao md&i Folder, dittén- i Pl Action View Window ~Help
PolicyDefinitions # en zploXEalla
Home  Share  View 4 Group Policy Management - {{Domain Controllers
» o : 4 £, Forest: NHATNGHELOCAL j"m
© v+l C,\Wndcws\SYSVOt\syml\NHATNGHi.LO@L\Pd;m | d i Domaing |
e “ 4 3 NHATNGHELOCRL -
v Pvores P Name ‘ J Befach Bomain y,,y & [k ST N
¥ Desiecp 51 i {6ACITEEC-DIBF-11D2-925F-DOCDHBIA.. _ : 31 ; ‘p:::yomu ::“d i
s 6 - izt Qrpup Poli )j + Enfor :
3 Downlosds J,\ {3182F340-0160-1102-845F-00C04FBO8A... » 55 WWiFiRes ?unk Ersbled
& Recent phaces & PolicyDefinitions A58 St GO i
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BS - Bung myc User Configuration ->
Policies, Quan sat tha) muc Administrative
Templates: Policy definitions (ADMX files)
retrieved from the Centrdl Store” -» Pong cixa

56 lai
2. Tao GPO
'; a. Tao Starter GPO
B1 - Quay lai Group Policy Management B2 - O myc Name, dit tén 1 3ntemct Explorer
Editor. M theo dudng dan Forest: Restricitions > OK

NHATNGHE.LOCAL -> Domains -
NHATNGHE.LOCAL, Chudt phai vao Starter B3 - Chudt phai vao GPO Internet Explorer
GPOs =2 chon New Restricitions vira tao, chon Edit

| 2 File View  Window Help 5 Fle Sclon View Windew Hep
S - . S - b

4 G:mp Bedicy Mmagzmem

i Starter GPO P :,‘ Forast: HHATNGHELOCH

. i & 1% Domsine
Cortents | L § HHATHGHELOCAL

The Stater GP! Defasait Dorarins Policy

ilinternet Explorar Retrictions

¥ Peicy
2 q Forests NHATHGHELOCAL
< 3 Domaias
4 &5 HHATNGHELOCAL

ERY

. Adera]
1 Dernain Contiollers
Default Domain Policy Gick enthe bu o baler Obiue 23
Domain Controllers P iy VW Fiers
ER- 35 2%
: b o See f .
¢ R e Greup Policy Medsling : Few GPO From Stater GPOw.
> Sites 1 New.
# Gmp Pelicy Mod¢ ™ pc U AL, , . x : . »
. Group Policy Resuf Manage Backups B4 - Md theo dudng dan User Configuration =
; ava Y - 3 .~ h h
Administrative Templates, chudt phai vao All
T o .z R Settings - chon Filter Options
1 B3 - Dénh dau chon vao Enable Keyword cLng 9 P

4t Filters. Myc Filter for word(s), g6 vao General
Pdgc Khung ké bén, chon Exact. Bo ddu chon
G26 Help Text va Comment > OK # 4 Compute Cenliguation
: - _— b i3 Adninistrative Template

: : : 4 3%, User Contiguration

T ez belect optons brow tn srubde and changn squmnmm # £t Administrative Temglate
o viibeacpied 1o the Admiislstie Templstes rades. .

3 Intimet Explorer Retricions {vc

125 Shated Folders

b 0% Start Menu and Task

b 5% System

¥ 22 Windows Compone]
g\.i Al Seftings}

“

R o ok {GencratPege HETY

| e G

%
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B6 - Double click vao myc Disable the " B7 - Chon Enabled > OK
General Page '

o WTJ B B
% &} Intemet Exploter Retrictions [PC
_: Py =2 Cempuw Confi guratmn
b 5§ Adrmini T
¥ 4 R, User Conﬁgunhon
:.7 £ draini Temp!

P

pl

s Componer

b. Tao GPO tir Starter GPO

B1 - Quay lai cita sé Group Policy Managent B2 - G muc Name, dt tén IE Restrictions. O
Editor, chudt phai vao NHATNGHE.LOCAL muc Soure Starter GPO, chon Internet Explorer
-> chon Create a GPO in this domain, and Link Restrtctlons -) OK :

it here.
aﬁk I-:tum View  Window Help

Ay
& ga:p%ﬁtyl‘hmgmm . liHH&TNGHELOGA‘-
- erest HHATMGHELOCAL
PR i S | Linked Grocp Pokcy Obiects | G
« THGHELGLAL ! |

Defaut Comain L Create 2 GRC in this duimain, and Link 2 here..
o . v

¥ 3 Domain Carnu Link an Bovting GPO..

b5 Group Pediey Ot  Bloekh nhesiinc

PR E7Y. 91 -

“w rEIR B

k- "w@ Foboy Marageren
4 3, Fondk BHAINGHELOCA.
" $ Doy
2 53 THATHEHELOCAL
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i
v &,:2'\:\

»mimmu.w;;. 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM mcfosorIrPartner
Website: www,nhatnghe.com
e Kiém tra
B1 - Trén may PCO02, log on user Teo B3 - O muc Internet Options > chon Change

. your homepage
B2 - M6 Control Panel - chon Network and | ax Network and Sharing Certer

Internet L » \:af» Artwork watur end ks .Cuaneutc & nttgecth
Niewo nevsotk semputans and davices

Adjust your computer’s settings ' QR HomeGrovp

Cheoose hamegr“u; anti shenng eptiony

- tatemet Ophons

3 System and Secur tt}’ Y51 Connedtis heJnteme 2 oy homensge]  Blansys bioraar sddom
) Review yeur COMEUter's $iEtiss Deeie bravaing Mistory ang codnes
§ Seve backup cepies of vour files with
Fite History 11 oAy han 13 Lha
ey B4 - Quan sat thay bao 18i khong cho phép thay
Fimd and fix preblems 2. 3 v ,
i d6i Homepage (vi tab General bj khéa)

o, FNetwork and internet]
Q“lii Connent e theintemel
2. View netecork shstus and tasks
Choose homegroup and sharing
sations

Ac:e s Yo this feature has been disabled by » rastriction sef by
your system 2dministrator, -

B5 - Tiép theo md Internet Options, quan sat
thiy khéng c6 tab C eneral

j Seauity "prvacy | Content | Connectons ¢ Programs | Advanced

Select & zore to visw or change seturily settings.

@ / O

Local ntranet  Trusted siles  Resbricted
sites

3. Security Filtering (Thuc hién irén may PC01)

B1 - Qua may PCO1, quay lai Group Policy B2 - Nhén niit Add
Management. Chgn vao poltcy IE Restriction,

qua tab Delegation > nhin Advanced
{E Restrictions

62 Phién Ban Th& Nghiém - Luu Hanh N&i B




TRUNG TAM PAO TAO CNTT NHAT NGHE
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105 Ba Huyén Thanh Quan, Quan 3, TP.HCM

VMWMWWMW

&HAT NGHE Tel: 08.39322.735 - 0913,735.906
Website: www.nhatnghe.com

B4 -Tim dén muc Apply Group Policy - B5 - Kiém tra: Qua may PCO02, Iog on user Teo.

A
AS
7.

Microsoft Partner

Lt Ledrning

dénh ddu chon vao Deny - Apply > OK > M& Internet Options, quan sat thiy c6 tab General

70qeamhowpa9etabs,(ypeead:addressmﬁsomkn

Use qurrerst

s
1%
i id

Yes
& S@,w o mqmrnmmm Achiim) s P
- § 32, Ertepite Advios HRTHGHE Erteptse ki 5;’?
- sg‘sm.m’mse DOMANCONTROLLERS )
L8 IY (NHATNGHENT)
Permissions for IT A
Wite 0
i1 | Creste s chid objecis o
5 Delate 2 chitd cbjects 3
: Powlmwbw J
i
11 Forspavial paris shvonced seitngs, |
L O |
£
5%
.
3
L,
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,/,,Ggféﬁ%i% pOI TAC PAO TAO CUA MICROSOFT TAI VIET NAM i
&L < 105 Ba Huy@n Thanh Quan, Quan 3, TP.HCM Microsoft Partner
i Website: www.nhatnghe.com - :
GPO FINE-GRAINED PASSWORD POLICY
CAC BUGC TRIEN KHAY .

1. CAu hinh Fine-Grained PassWord Policy

2. Kiém tra

A~ CHUAN BI

M3 hinh bai lab bao gm 1 rﬁéy:

+ PCO1; Windows Server 2012 R2 DC (Domain:

B1 - Tao OU Manager. Trong OU Manager,
tao group Sep va user Ul.

Fie  Adion

ive Directory Users and Computers

Saved Gueries

NHATNGHELOZAL

b oo Builtin .

b 1 Computen:

p 2 Domain Controliers

p ¥ forignSecurityPrictipals

b 10 Mansged Service Arcounts.
o5 Users

3 Mdanager

B- THUCHIEN -
1. Ciu hinh Fine-Grained Password Policy

B1 - M& Server Manager - menu Tools <>
chon Active Directory Administrative Center,

B2 -  khung bén tréi > chon NHATNGHE
(local) > & khung Details, nh&n double click
vao System,

Bl e

B8 Opngk Arzans oet > RO

. .
W Asstertiton s

64

NHATNGHE.LOCAL)
B2 - Add User U1 13 thanh vién cta group

. | Genera | Merbers |

X

B3-G khung Details; chubt phai vao Password
Settings Container ->»chon New = Password
Settings

System (853 Toske
:S’dég,e o & ;?y - {5: 5 ] .
o | Frianord Sextngs Sonteine ~
- . . ‘ o]
T s X
M Moreorbis Cortaines i Gl
T3 Passvore Settings Contine * Searsh undes this node
Polkini Contalner Propertes
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#wlE"

mmummmw

NHAT NGHE

105 Ba Huyén Thanh Quan, Quén 3, TP.HCM
" Tel: 08.39322.735 ~ 0913.735.906
Website: www.nhatnghe.com

Microsoft Partner

i Learning

.

B4 - Man hinh Create Password Settings: Manager PSO -> Khai bao c4c thong tin sau:

+ Name:

+ Precedence:

+ Minimum password length:

+ Number of passwords remé;ﬁbcred:

+ User must change the péssword aft‘er (days):

+ Dénh déu chon vao § Enforée account Jockout policy
+ Number of failed logon attempts allowed:

+ Reset failed logon attempts count after(mins):

+ Chon 6 Until an administrator maﬁually unlocks the account

+0 khung Direct Apply To > ohén Add

Create Password Settings: ManagerPSO

Passworg Settings p\,-w,ofd S_\_.‘.,qqs

St R e

Directly Applies Yo
arner # ManagerPSO

Precadence: 30
i¥: Enforce minipwm password lenglh

Wink 3 th {rh: 3 vg ’o.
i Enforce password history

Nurber of passwords temembered: ¥ 20

RO

e

Password age opvons:
¥ Enforte minimum password e
Usersannot crange the prsswor withi. b4 t
I Endore masimim paswyord age
Usts must changa the passerord sher L. 3
f; Enforce sccount fockout poliey:
Number of failed bgor

ManagerPSO
10
15

20

30

.30

v 1 ISECTIoNS v )

{Tasns

.?‘,»x.?:

slowed:. W

TR

2 Pessword must mest zcmpiexny requiremsnts

{1 Stose o Using b yp
F
B [ Protect from accidenta! deletion

Description:

Dnre»:ﬂy A;:-phes k.

o S i e

Hame

tonie

nm;v».ﬂ

Raset fafied logan attempts count ahter {m., 3 30 o
é.cwn' will be Jocked out

O For s duration of {minsk s

& Unth an administrator manually sniocks the atcount
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C#U&"L @ 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM
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1 Se&mmaob}ccbn
¢, {Usen or Growps
1 trom s Jocation,
EPXSAYNG”HE.LOC%L

Erierthe chject nemevle asled framedng)

2. Kifm tra

B1 - M& Active Directory Users and Computers = B2 - Nhip password chi 3 ky tu, vd: 123
Chut phai user U1 > chon Reset Password. OK

Narne Type Description *

Security Group i‘ ! s
- B | Hew passiiond i b
| covmmpmanet: [
Addto 3 groug. : £ Wser misst changs pastwond  nent logan
; " Disable Account The user mustiogofl and thenlogon agaia forthe changeto teke effed,
) ‘ Rerct Paceveord., | oot ocked St i Do Corveer Ucked ?
i “Wove.,, {75 Unsogs the usare aceount _ § :

B3 - Hop thoai bao 16 khong dap G tng yéu cau
chmh sach bao mat (phai dit mét khéu i thiéu 10

> . Yand ™ Hew pasayvord: Euuno”u

cannet ¢ d change for o7 because:

E The password dors nat meeCthe puswou! policy uquxumems Che:y
the minimuns pasvword length, p pi

histoty requirngsments, .

| Corfim d i

. ] Usermust change passwiond 3 bast fogon
¢ The: usec nxsst oot and then logon again for the change 1o take efiect.
| Actaunt Lockout Status o s Domein Corirober: Uniosked

ﬁmmw 22

i Wmmwgg«w
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W,g:ji;{i&’g' pOI TAC PAO TAO CUA MICROSOFT TAI VIET NAM EEIN
bl 105 B& Huyén Thanh Quan, Quan 3, TP.HCM Microsoft Partner
NHAT NGHE Tel: Q8.39322.735 - 0913.735.906 ]
Website: www.nhatnghe.com

GPO ADMINISTRATIVE TEMPLATES - DEPLOY SOFTWARE
- —FOLDER REDIRECTION

CAC BUGC TRIEN KHAI

1. Cau hinh Administrative Templates

2. Céu hinh Deploy Software

3. Céu hinh Folder Redirection

A- CHUAN BI

- M6 hinh bai lab bao gdm 2 may | .

+PCO1: Windows Server 2012 R2 DC (Domain: NHATNGHE.LOCAL)

+PCOS5: Windows 8.1 Enteprise d4 join domain

B1 - Trén may PCO1, tao thw myc C:\SaiGon. B3 - Truy cép vao Server, copy source cai dat

Share Everyone — Full Control Office 2013 Administrative Templates (ADMX).
Chay file admintemplate_64bit.exe dé cai dat

B2-Tao QU VP SaxGon tao user Teo va m Home " Share  Vew  Namage

move mdy client vao OU niy Ty {g,, » ThisPC » Local Disk (C)
fe Acon Vier Hep . J B I '
P < Y] e . ) . *
2 mbui:;ytzmli\d:mp«; Nape :,:;e : 3 Favorties ?\.kme
g o [ B Desktop 4 Perdlogs
s Somptes 3% Downloads B Program Files
3% Recent places & Program Files {x88)
a2 e 4t Snegit
3% ThisPC & Users
R -k Windovss
- € Network &) admintemsplates_64bit
& Deploy

B5 - Nhiin OK sau khi ¢ai xong.

1o sux e extracied Ses

vk Pngamﬁks ‘:
»i5 Prograi Faes 08) I:
% Segon’
& Smge- i
25 Mo kit

A B6 - PCO35 cai dit Microsoft Office 2013
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;,?g&;% 2% pOITAC DAO TAD CUA MICROSOFT TAI VIET NAM <
A oallonliid 105 B& Huyén Thanh Quan, Quén 3, TP.HCM Microsoft Dartner
NHAT NGHE  Tel: 08.39322.735 ~ 0913.735.906 fitiolos

Website; www:nhatnghe.com

B- THU'C HIEN

1. Chu hinh Administrative Templates (Thyc hién trén may PCO1)

B1 - Md File Explorer, truy cip vao dudng
din C:\Office2013- Admx\admx\en-us 2
Quét chon toan bd, chudt phai nhin Copy

B2 - Mo theo dudng din
C:\Windows\PolicyDeéfinitions\en-US, chudt
phai chon Paste

B3 - Quay lai dirsng din, C:AOffice2013-
Admxladmx =2 Quét chon toan b file
* .admx, chudt phai nhan Copy..

B4- Mo theo dudng din
CAWindows\PolicyDefinitions, chudt phax
chon Paste.

B7- (,huot phai vio policy vira tao, chon Fdlt

Q Fﬂn Astion’ View Wm.)ow Help

= Gmup Policy Mznagmm&
¢ 4\ Forest NHATNGHELOCAL
a [ Bomaing
& $5 HHATNGHELOCAL

#! Default Domisin Plicy

Domain Controllers

P _Saigon

Group Policy Okjects

2t Defavk Domain Contrallers Policy

s _
b3 StenrGPOs | . GPOStatus v

B9 - Chon Enabled > OK.
> Déng cira sb Group Policy Management
Editor lai

‘BS - Mé& Group Policy-Management -> chuft
phal Group Pohcy Object > chon New

Hdp -

Gtoup Poficy Managmm
4 £\ Forést NHETHGHELOCAL
4 55 Domaing
& 35 NHATNGHELOCAL
@l Detagt Domin Policy

|| Group Policy O

1 onrain Contreliers

3 . Saigon

» oup | pc(,(y Chx! Vo imisimmii

b % Wil Filters o e

b iR Starter GPOs "Beck Up A,

B6 - O muc Name, dat tén Office2013-Admx =>

¢ Nama:
. [Ofice2013Adem

Seurce Starer GPO.
! inone)

BERT Ty OO 00

B8 - Bung theo dudng din User Configuration -
Policies > Adminisirative Templates >
Microsoft Word 2013-> Word Options >
Customize Ribbon, double click vao muc Display
Developer tab in the Ribbon

B10 - Chudt phai vao NHATNGHE.LOCAL,
chon Link an Existing GPO

gﬂle Action.  View Wi
e 208 0% ’ .
3R Group Policy Mansgement HNHATNGHE LOCAL
. _@ Forest: NHATNGHELOCAL 5 TR Ty
§
g‘,« & Defsuit Domein ) j!amain, and Linkit here.,
b & Domain Contraf ™™ T3k 3n Ertng GPO
» 5 VP_Srigon " Biock inheritance
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M,gi,éﬁ 1 pBITAC DAO TAO CUA MICROSOFT TAI VIET NAM ' ECiN
“jiim = & 105 Ba Huyén Thanh Quan; Quan 3, TP. HCM - Microsoft Partner
NHAT Né’;}E Tel: 08.39322.735 ~ 0913.735.906 eaing
Website: www.nhatnghe.com
B11 - Chon Off 032013-Admx 20K BIZ - Quan sat GPO dd duge link
e - saeiGp : 4| |5 File Action V'ew Window Hdp

@@f"“

&, Group Policy Management
4 A\ Foresk: NHATNGHELQCAL
4 %3 Domains
4 35 NHATNGHELOCAL
% Default Domain Poficy
;;? Office2013-Admx

N

&

Ummas rrm s

! Ol\_‘__! H "Md_j

B13 - M6 CMD, g6 1énh Gpupdate /Force

B14 - Kiém tra: Trén may PC05, Jog on user
Teo > M& Word 2013

2. Deploy Software (Thyc hién trén may PCO1)

Bl - Truy cp vao Server, 'copy file ' B2 - M& Group Policy Management, chugt phai
XmINotepad.msi vao C:\Deploy. Share Folder _vio OU VP_SaiGon -> chon Create a GPO in this
- Ever_yone Full Control - _ domain and Link it here

M Fle Action View Window BER i

Home  She :
¢ re VSEW .5 Group Poficy Management

~ 2 {E » ™hisPC » Local Disk () ¥ Doy | |4 23 Forest NHATNGHEL OCAL
4 % Oomaing
-~ ¥,
i . ‘ 4 45 I:IHATNGHE_.LOCAL
Y2 Favorites ame : &I Defautt Domain Poficy
B Desidop & XmlNotepad ] Office20N3-Ad
ii Downloads b % Domain Controfiers
§ {37 VP Saigond

% Recent places ., »«j Group Pol} . Create 8 GPO in this domain, and Link rthue«
b 03 WM Fiker. ;{Linkan Bisting GPO..
. ?Lgimwﬁp »5 Blocl:!nhﬁtﬁn:e o

B3 - O muyc Name, dit tén Deploy XML
Notepad > OK

M—m
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“””’?I’E ¢%  pOITAC PAO TAO CUA MICROSOFT TAI VIET NAM - 4k
m{f.;mwwi,, 105 Ba Huyén Thanh Quan, Quin 3, TP.HCM Microsoft Partner
NHAT NGHE  Tel: 08.39322.735 - 0913.735.906 hermg
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B4 - Chudt phai vao GPO vira tao, chon Edit. - B5 - Md theo dudng din Computer Configuration

& He  adion “View Wiedow " Help T > Policies => Software Settings, chudt phai
i _ Software installation -> New -> Package
A5 Group Policy Menagement LHVP_Saigon e Amn View Hep
# 44 Foret: NHATNGHELGEAL tikod Grogs Poicy 4 e
F] ﬁ; Domxing - :
4 55 REAINGHELOCAL Lk 4 Deploy XhL Notepsd [PCOLNHATNGHE Name Versi.. Daploy
@ :
it Default Dornain Pelicy 1 Py Compme Configurstion | There até ne g
Office2013-Adenx
Domgin Controlinn
i i _b ] s Vindows Settings NAGW : + lvh:t;!gt.'.
Group Prlicy Objects i Edit. v * ;:d:t;:wme Tempb - S
LR ::::égés Vi ::::‘dmd : + 1. s Contgution S i
= 02 b % Policiés i Refresh

B6 - Trd dudng dén

Vpc01\Deploy\XMLNotepad.msi = Open B7 - Chon Ad""f“"“ 2 Ok
. ’ ;‘. Nm%g e e

B8 - Dénh dau chon vao 6 Instal this 3 Select de,,b,mw, method:

application at logon =2 0K , :

U Rdthed
2 Pasigned
Deployment type . | ® Advanced

Generai Deak’)'me’ﬁ

¢ Select this opfion in canf}gmethe Published or Assigned aphms
%, and to apply modfications 1o 3 package,

@ Assigned
Dcp%oymem optiong
i
| Shodrstal ihg anpinangn by e
o {7} Uninstalithis application when 13 . B9 - Quan sét thay Software Installation vira tao.
: r::anagemem File Acbon ‘ftew Hdp
: LUt displey this poankage in thd
; pangl v TR
f FSZ Install this applination at logon ’ »ﬁ' Deplo/y XML Notepad {PCO1 NHATNGH!? Naroe “
| . - 4% Computcr Configuration 1 (3 ML Notepad 2007
&30 Policies H :
B10 - Kiém tra: P
2 I ﬁ Software instzllation
+Qua may PCOS5, Restart lai may. b 7 ¥in dows Settings 5

+Log on Administrator, m& CMD, g6 Iénh
Gpupdate /Force -> Restart lai may

+ Log on Teo, quan sét thay may Client d3
dugc cai dit XMLNotepad
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e 5 105 Ba Huyén Thanh Quan, Quan 3, TP.HCM Microsoit Partner
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3. Ciu hinh Folder Redirection (Thue hién trén méy PCO1)

B1 - Md File Explorer, tao thu myc

C:\FolderRedir. Share Everyone — Full Control:

B2 - M& Group Policy Management, chudt
phai OU VP_SaiGon -» chon Create a GPO in
this domain and Link it here.

B4 - Chudt phai vio GPO vira tao < chon
Edit

;‘-, Fﬂe Action View Window Help

4, Group Belicy Management
4 3y Forest NHATNGHELOCAL
4 g Bomains i
4§35 NHATHGHELOCAL
X! Defauk Dominin Policy
Office013-Admx
emzin Conteotiars

B6 - Chon Basic - Redirect everyone’s folder
to the same location.

BS- Kiém tra:
+ Qua médy PC0S5, Restart lai may.
+ Log on Administrator, m& CMD, g& lénh
" Gpupdate /Force -> Restart lai may
+ Log on Teo, chudt phaéi vio Desktop -> chon
Personalize

B3 - G muc Name, d3t tén Folder Redirection >

[T (o )

S R e e ey

B5 - M§ theo dudng din User Configuration =
Policies > Windows Seftings - Folder

‘Redirection. O khung bén phai, chudt pha: vao

Documents -> chon Propertics

pOaFoaning)
b Poligies

2 Striphs fegondopet
¥ 3y Secuity Seteings
» O FolderRedirection

B7 - G muc Target Folder Location = chon
Create a folder for each user under the root path.
& myc Root Path > b \\ncOI\FolderRedtr ->
OK -9 Yes

F) . You ranaptcty e ocwion o Due ocarsers ket

Seog:  [Besc - Rederes ranucesickicricbe someboann w)
Treabohder el be redvicked tu the siolied bostion,

3 fmw,w et ettt ettt e i
§]mnm«taud;wmnwm v |
£ 1 ow Pt '
>f§\peerma

hwﬁn&%ﬂhmﬂo
\Wwwt
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é’é “ £ 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM McmsoftPartner
NHAT NGHE Tel: 08.39322.735 ~ 0913,735.506 iteming
Website: www.nhatnghe.com '

. B9 - Chon Change desktop icons B11 - Double click vao folder Teo trén Desktop.
Chuot phdi vao Documents > chon Properties

« Appeatancd

BlZ - Quan st duon%gén & muc Locatiqg’

W’%"ﬁ:

Contral Panel Home

Change desitop icons

Changr mouse pointers

- B10 - Danh diu chon vio 6 User’s Files -

OK
: LprBT FoldeRadedes |
Desidtop kons P 531 bytes 531 bytes}
Deskion jcons Seondisk: 4 BUKB (086 tytes)
i¥i Recyde Bin 2Fies, 1 Foiders
E}CQ"“O{ Panel - S
% Today, A 23, 2014, 2 miniaes ago

o
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& 105 Ba Huyén Thanh Quan, Quén 3, TP.HCM Microsoft Partner
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GPO SECURE MEMBER SERVER — AUDITING — APPLOCKER
—~ ADVANCED FIREWALL *

CAC BU’GC TRIEN KHAX
1.Sir dung Group Policy dé bac mét Membe_r Servers

2. Auditing

a. Gidm sat truy cép File hé théng

b. Gidm sat User Log on trén domain

3. CAu hinh Applocker Policy

4. Chu hinh Windows Firewall

A-CHUANB]

M6 hinh bai lab bao gém 2 méy:

+PCO1: Windows Server 2012 R2 DC

+ PCO3: Windows Server 2012 R2 d4 join domain

+PCOS: Windows 8.1 Enterprise 4 j join domain v

- Trén PC01, tao OU MemberServerOU, move Computer PCO3 vao OU nay va tao thém Group
Server Admins .

| File  Action View >|-lelp

gw nf| 4 0j %

533
“‘g ﬁcme Disectory Users and Computers || Name “Type Description
?’_ b U5 Seved Quesies 1Xipcoz Computer ' ’ s
‘:m’ 4 §3 NHATNGHELOCAL 82 Sever Admins Security Group..,
F b Buikin C e
w3 Computers

b 123 Domain Controliess
b i3 ForesgnSecumyPnnmpals

Zf;ﬁ'ﬁz‘hﬁfﬁmﬂaﬁﬂﬂﬁﬁk«'&?ﬂ?ﬁz?ﬂ S S R

~ Tao User Teo.

a~n a
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B- THU'C HIEN

1. Sir dung Group Policy dé bao mit Member Servers (Thyc hién trén PCO1)

B1 - Mé Group Policy Management - Bung
Forest: NHATNGHE.LOCAL - Domains =
NHATNGHE.LOCAL. Chudt phai vao Group
Policy Objects, chon New.

.z File Action Wi

4 Gmup Pohcy Mamggmem
4 3\ Forest NHATNGHELDCAL
2 & Domainy
& F5 HHATNGHELOCAL
7 Defanlt Domein Policy

i-Gmup Policy O

: Dorpwin Conteollers

% New
3 Srarter GPOs H fack Up Afl..,

vv«'.-vv

B3 - (‘hu()t phai vao OU MemberServerOU, chon
Link an Existing GPQ.

5 Sreup Pehcy Haragervent
y Forest NHATHGHELOCAL

Tink an Bt GP O
;e Sluckiphentance

BS - Chugt phai vao Default Domain Policy =
chon Edit

B7 - Nhén Browse, nhép vao Administrators -2
Check Names = OK

B8 - Khung Members of this group > Add =
Browse
e éﬁfé&é@?

g

i | Configurs Membarship for Adwiistrators |
Members of this group:

i £This grotn shauld portein no mambacss

|

{M Remove |

B2 - G muc Name; d3t tén Member Server ->

PHATNGIE LOCA ' ¥ o

7 Grouo Polky ferts: 1

B6 - Mo theo dudmg din Computer
Configuration = Windows Settings =
Security Settings. Chuft phai vao Restricted
Groups 2 Add Group

4 @ Computer Configuration
# .5 Policies
b i Software Settings
4 33 Windows Seltings
‘5‘? Namg Resolution Policy
@t Scripts (Startup/Shutdown)
4 ,g, Stcumy Settings
» :5 Account Policies
b 3 Local Poficies
b i Eventlog

3{ Group Name

s Efmme o

,g Systern Seances { Open
» £3 Registry Add Groupa, .
» ;3 File Systern Copy - g
b 25 Wired Network 05 :
b 5% Windows Firswall Pedte
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B9 - Nhap vio: Server Admxm Domain Admms

-9 Check Names -9 OK 3 lan.

§an Semsu\wu Gootgs, «mmmm

£

From i Joeation;
. [HEATIGHELOGH T Locain...
‘ Eriterthe obert names fo sslect {mrampen):

B11 - M& theo duorn‘g dan Computer

Configuration = Policies > Windows Settings

= Security Settings - Local Policies -> User

Rights Assignment. Chudt phai vao Allow log on

locally, chon Properties.

| [ e | {

& R .mum(em;unm
{7 Poli

:, Seripts StaupSintgenn)’

“ &S«mkmgr
s,-&émm%m
4 F Loced Pesiche
».3 Fudt Pukicy
¥ o§ User Rights Assignment
o 2F Secuity Gotimax

!'d ¥ *

cess Lredendsal Kiscnges ax e trusted calles
cersthis sorapites fiom the sdtwork

AR a1 past of the opeceting svitem

S Add worksirtisns 1o donwin

~

P2

P01 TAC PAO TAO CUA MICROSOFT TAI VIET NAM
105 Ba Huyén Thanh Quan, Quén 3, TP.HCM
Tel: 08.39322.735 ~ 0913.735.906
Website: www.nhatnghe.com: . -

R

7

L4
£1eap

Lsaming

B10 - Chudt phéi vao GPO Member Server
<> chon Edit

. gﬁe Adtisn, View Wndcrw Hép

s RE

13 Group Po¥ioy Mamgement
4 [ Farest: NHATNGHSJ.OCAL )

+ ) Domaine
o F MHATNGHELOCAL

37 Doenain Controliers
HembeSenOl

»

¥ Defauk Demain Pohey

Mambtr Server

paticiid

T

emlw o3 |
3 4 quv Polcy Oby
b {5 Wi Finers

p b St

$ <) Starter GROs Lok Enabled

Enforced

Sxve Reporta,

B12 - Nhin vio niit Add User or Group >

“Nhép vao Administrators, Domain Admins ->

Check Names -) OK > OK

g v trough F
rupfismd ded.  Hep

;?;,Cnmge he syt tinw.

i
L BAprs tpetse ehagingg T

B13 - Tiép tuc & khung bén trdi > chon Security

Options. Khung bén phai - Double click vao
User Account Control: Admin Approval Mode
for the Built-in Admmlstrator account, chon

Propemes

o & Cmcmig-mﬁm
53 Poitus
52 Sebrunre Settings
. ??; WindowrSemigr.
¥ 2 Nome Reseiutien Polity
% Sormts SutupShordanny
» B Seasity Settings
$ 3 Acconm Poktier
43 LoealPokiies
+ 3 AudtPoicy

¥ :% Séomity Opfionn

b U Bights Acignmems

in 5 fekey

5 »www:wumn

bS 353 Symem wettings: Ure Ceviificne Ritkes oo
3 e fvcnnomt Lamrnk Adfyla Appranaald|

Fiither Account Cevtrok: Abow UAccess K

3 ok B b g
3 the

"3 & U decouk Contscl; Sehevion of the dd

550er Accoant Conmrek Detest appheation

B16 - M& Server Manager, vao menu Tools
-> chon Computer Management

B17- Bung muc Local Users and Groups >

Groups, double click vio Administrators -

e Adion View Hep

o nEIRE:

& vammmgmarn Name

a 51 Sysem Yook
b {33 Tk Schadule
$ 48 Evert Views

pope
{ix
4
:

" B14 - Chon Enabled - OK

BIS - Kiém tra: Trén may PC03, log on

Administrator. M@ CMD g6 lénh Gpupdate

/force

B kkﬁu(u&e{h i Mmd\mgwwmw

{2 Conficme Senier ... heotbess of this group are 94
"1} B Coyptographic Opetat,, Members ave suthariced t6 pof
5.3 2 Distributed COMUsers  Membary ave sftoreed to Lin]
| v Lom Readam ... Mamben of thi Ssoup gt 14)

Description

B19 - Log off Administrators, log on bing

user Teo.

Sl

Microsoft Partner
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B18 - Quan sét thay nhém Domain Admins va
Server Admms oo q u en uan trg trén local

2. Auditing
a. Gidm sét truy cap File h¢ thing

B1 - Chudt phai vao GPO Member Server >
c‘:ﬁon Edit

3 &
z
5
| i
" o
; ot -~ e DRp— [
7 Desorst e acncd d apcess i
§ 1o the compuaer/domain 3}
i 4
4 2
‘,(: 32
. 4
7 Changes to 3 uses's groap mambenhip

4 oare pet eliective unti the pest e the

3, File  fction  View Wmdcw Ht!p

el np Ka

L2, Group Policy Mamgemmt

B20 - Quan sat thiy user Teo khong duge
phép log on trén may PC03 dugc.

S Ay e
LHPer Jser

B2 - Mé theo dudng dan Computer
Configuration > Policies = Windows Settings
-> Security Settings -> Local Policies > Audit
Policy. Chudt phai vao Audit object access -2
Chon Properties.

2 53 Forest: NHATNGHE! LO’;J.
45 Domsins
< 44 NHATHGHELOTAL

b 5 VM Fien

B3 - Panh déu chon vio & Define these policy
settings, sau d6 chon 2 6 Success va Failure -
OK :
Sty ol Sei [Bien | |

i
i g

Audk these ghiempte:
¥ Suctesy
i Faloe

<y
Audh sscount ipgen teems
Aydd acxount mantgement
Ak direttory senite gceest
Rusgit g feerts

‘9‘; Serigns CCtartpShitdewn!
+ B Sexucity Semnge
¥ 15 Recount Policies
£ 33 \nxel Poficus
8% At bokyy

B4 - Qua may PCO3, mé File Explorér, tao thu
myc C:\Data. Chudt phai vao thu myc Data ->
chon Share with ~> Specific people.

B6 - Chudt phai vao thr muc Data = chon
Properties > Nhén Advanced

B7 - Qua tab Auditing -> Nhén Add

o n
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BS - Share user Teo -» Read/Write > Share > B8 Chon Sek:ct a principal
Done T : =

e . Persn Leved
- 3 Admiintcees ReadWiute v

H,Adﬂ\tﬁ“uﬁﬁ'! R - Canes
Read % 7Y veaa

B9 - Nhap vao Domain Users - Check Names
7 OK ‘ B11 - M& CMD, g6 1énh: Gpupdate /force
B10 - G muc Type 2 chon All. G myc Basic ‘

permissions -> Panh d4u chon vao 6 Write = B12 - Kiém tra: Trén PCO5, log on

Administrator = M CMD, g6 1énh Gpupdate

OK 3 lan e
Prncipat, - ominUxm HATUGHD Donnain Usen)  Soezts pntsinst orce
Type jan : v
! B13 - Log off Administrator, log on user Teo.
Egptiestor | Thit folder, surfolders snd fites vl

Nhén 1§ hop phim 38 + R, g6 \\pc03

Epsit pmissions

B14 - Tao file tailieu.txt trong thu muc Data

Home  Share  View

 } F » Nebwork » pe03 3 Data

{iSpecn! pevniioar

- _ : g Downloads A ame .
BI5 - Qua may PC03, mé Server Manager > || i Recentplzces

i w uihieu
menu Tools ~> chon Event Viewer . . . X

B16-0 khung bén tréi chon Windows Logs >
Security. Nhan double chck vio event Auadit

! Otjec Nome: e

i Hongis . .
H 7 v +
] e { Beernt Viewer (Locan | Socuty _tumberof evers uomm
i -~ .

ey Same Sesumiy by Custom Views" : ——
 Sevren Hhersset Lopged 7p 4% Whindows Logs oy Dxund‘ﬁme
fown s ek Caggny, Pyt & Application Y 2 S 9/2/201A G5 DM
;e Information. Repawcde.  hudit oy 14 o EY " "
o s o o ——_as B Security & Audit Success 472372014 64236 PM
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z3

L
1%

Microsoft Partner

ot bawtung

b. Gidm sat User Log on trén domain (Thuc hién trén méy PC01)

B1 - M& Group Policy Management > Chudt
phéi vao Default Domain Policy > chon Edit

B2 - Mé& theo dudng din Computer Configuration
->» Policies - Windows Settings -> Security

Settings > Local Policies - Audit Policy. Chudt

phéi vio Audit account log on evenis -» Chon
Propemes

13 b
#au 4LCoUE M a;mcr'

-« Jards Bty tovKe ITTeE
dugslogen tovws

daxdis obpecs azctsr N
Ltk prbey chings X
" it pridlagr un N
' Sani? prucess facking N
1 Pard ETYs et +

E '3 Vver Ragtns dasigeom
¢ 5 Seominy Sy §

B7 - Qua may PCOL, m& Event Viewer = chon
Windows Logs Secuntxes Quan sat thiy event
Pao ser teo kh g thy duqq

FeRa0s pit Julherhifstion ailed.

Serzarirfoenasions
: Sepuriy £ BHATHOME e
Koy Kamne tew

i S —

L legeme Seavty
3 Srepusk Vimdoos sacokyLeggid. A7230W LA O
e L] Fak Cnepory:  Saerbetos Alttnilicatinn Senvice]
b lecel Peanatin Kewtede BodeFane
aidd it
. User (- Compuren BLOTEMATHOHEZ 00N,
I tgtods s

| Mo riooute G isploiasiie

B3 - Danh diu chon vio 6 Define these policy
settings, sau dé chon 2 6 Success va Fa:lure -
OK~

B4 - Md CMD, g6 lénh Gpupdate /Force

BS5 - Kiém tra: Trén may PC05, log on
Administrator. M& CMD, g6 1énh Gpupdate
/Force

B6 - Log off Administrator, log on user Teo
(cb tmh nhip méit khiu sal)
{co

HHALE

RIT IAVERY

B8 - Qua méy PCO05, log on user Teo, nhap
diing mét khéu

B9 - Qua miy PCO1, kiém tra Event Viewer,

» thiy event Audit Success do user Teo dang

nhip thanh cbng,

B T T R T T I e I T R R T IR R,
T T e e e e e e )
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3. Céu hinh Applocker Policy (Thyc hién trén PCOT)

=y

B1 - M& Active Directory Users and
Computers, tao OU ClientComputerQU, sau
- d6 move computer PCOS vio OU nay.

B2 - Mé Group Policy Management = Chudt
phii vao Group Policy Objects = chon New

4 file Acton View Wmﬁow ﬂdp

Fie Adion View Help % il By
" " & Group Palicy Mmagemml Group Policy §
4 ;25 Forest: NHATNGHELOCAL | m”"“!l;;e;é
. t ﬁctfve Directory Users snd Computers & 7% Domaing P
i3 Seved Queries a 4 RHATHGHELOCAL i Hane
P g&g NHATNGHELOCAL # Defautt Domain Policy = zgw
P 55 Builtin ‘ b 5 ClentCompuerOY S

L2 Computers
b 3 Domsin Controliers

IS ;f_“ Domsin Controflers
=

E b 4 ForeignSecartyPrincipals -
& » 7 Managed Senvice Accounts il
b ¥) MemberSenaiU - Back Up AL,
21 Usees
2 CientComputerOy B4- Chuqt phai vio GPO vira tao, chon Edit.
. ' ‘;5 Fde et
B3-O muc Namie, d3t tén Software Control ol

g Group Pelity Mlmgemem
&, Foiest NHATNGHELOCAL
- g; Demaing N
£ NHATNGHU.OCRL .
5 Defauk Domiin Policy
& 3 ClientComputerOU
v 3 Do Controflens
3 ;; MemberSeverOU
a5 Group Policy Objects
it Default Domain Controflers Polscy
Defavh Domain Poticy

Group Foﬁcy c

it
GPO Smtas ’

B5 - M§ theo ddng diin: Computer
Configuration -> Policies = Windows

B6 - Quan sat thay céc Dcfau]t Rule duqc tao

i Settings - Security Settings - Application RN — .
3 - T PR
Control Policies > AppLocker. Chuét phai e
12 Regiiyy £ Crtrh Koy A Gonshastotintra ...
\ vao Executable Rules => chon Create Default b i s R s
H T BTN, Efectibua) 32 tin
Rules -
) Pa_Adan Vaw Heo N
. e zEE B | o
(=) :.rumchke inilAdion  ther
LA toon ﬁ Towear] ,
.gmmn«mmmpm? S ey c.
b 53 Windows Firewntt weth Advanced . - e
35 Neworklm Mamager Polices B7 - Thue hién tuong tu tao Default Rule cho
] gwmuwmeumpoé

! Public ey Pakcies i

Soltwars Restriction Pokeciey i

Netwrock Avenss Protaction [

P Aepbeston Santt Poicies E
o
i

- Windows Installer Rules; Script Rules, va
Package App Rules.

K Cremte New R,
- »‘L’sw:nm * Actomaticatly Genswie Ruies,
b B Prctaged app Rl ticaly ul

13 Qﬁ&eamtybvkeon . M“‘m -
.75 Ady Rusdit P - View - . ’
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BS - Nhin chudt vao AppLocker > G khung B9 - Danh déu chon vao Configured => chon :
bén phéi chon Configure rule enforcement : Audxt Only -} OK
i Flk hﬂm *
e Networt QIEE S00.55 Poticies |1 | Vst Hhe oolbccemant actings b oy

Windrao Firewatiwith Sdvanted $ % gﬁ:&« ¥rseato

Nexweslint Manages Pohties

Wueless Netanrk GEEL 62131 Polx H

Pultic Yy Posicies I [ ]
Software Restrction Folices 3 i e
Netwark Secess Protection

Anplitation Contepd Relitiey

Specky whether 2pplocker wies are enfocced for sach nie
com‘ X,

Exscutable ndzs;

v 175 Batutatie Pustez
+ £ Windows fegater Pules

B10 - Mé theo dudng dén Computer B11 - Dénh d4u chon vao & Define this policy
Configuration - Policies > Windows setting -) chon Automatic > OK

Settings = Security Settings. Chudt phai vao ' z
Application Identity -> chon Propemes

Ton St ww Hrip

Securty Policy Sefting ‘

“Frvaven |
Heingd
Mot BaaCbond
s bt .

% Application Identty
7 .

A thn e Gttena

Ko Daptopias Vo, NolDetens bt N;u: IM l g Define this puhcy se(img]

peantberspea . RetDeined  NotDetond

Shrdpeamt Tuki it Ho e M Deeat Select service sia fup mode
VT @ Automatic
B12 - Chudt phai vao Executable Rules - : -
chon Create New Rule + (3 Manal
fig Moo Vi My Ll o . > Dissbled
"5 System Services 4-{ Adtion User . . . .
i Regity Gratow toeryone B13 - Man hinh Before you begin -> Next

%, File Syzters Goatlow  Bveryeme
& Wied Nebwork UBEE B0LD Polisie £ 5 s UL, : '

} Yondovs Fremall vrith Advaoted » ¥ F
Network Listbarages Pelces. © | B14- Man hinh Permissions = Select

i

P 54 Wirsess Nerwok GEEE 80213 Pl
P ) Pubihic Key Pelicies
¥ o5 Softwate Pestrichen Pokm
m»;a;mm«mnm whie s kit x:«-pmﬂxu
fetromrureres. "
b 32 Ereckabis Ruer ; ) g
s ﬁ Windowstnstati] Create New Rule.. el
b # SeAptPutes 1 Automatically Generte Rules. © How
~ 3 : . Wrrorgoopm L
B15 - Nhip vao user Teo > Check Names > . . Em | T
OK - Next ‘ .
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B16 - Man hinh Conditions > chon Path > B17 - Nhin Browse Files va tré dudng din dén

Next _ . file iexplore.exe = Next
Londitions ' . {‘q Path "
Felon YeuBagin :“"f‘_’“""‘ Seincnthe Gt urtoléer prts iz fters ¥ you spasty ¢ fe LU
aty 4 . Peveisions .@mwwpmmma«wnmm
B R Temiliore.
Seci . - Pan
Yo "hemepdione, ; i & ket Epharet evgiore o }
¥ ,'"‘ H Browse £ins... 1 2 Beovers Faitrt, H
be L P, ¥ a2 R T, St treeiori a0
f3der 92 be P actus by o e,
Al oy
St spienty on |- ~B19 - Mén hinh Name = dit tén Deny IE -
terdenrdianan

- Create
B18 - Man hinh Exceptions -> Next

BZO Quan sat Rule vira tao. L }m% Name and Description

5o
G G

T i Before You Begin
2 men Tngue w.gmumm-mm : - Enter a nan]
Gter  trugpee w.l. L Pumissiony
Bilon BATHIM. Derak Rk Hikes o 5
ooy WUTOK. ek . Conditions
Pathy - Hame:

{Dm)' iE

Descriptiol

Exceptions .

B21- O khung bén trai chon AppLOCLer -> B22 - Danh dau chgn vo céc & Configured ->
nhén vao muc Configure rule enforcement chon tht ca ]a Enforce rules -9' OK
KLonfigure Rule Enforcement. . :

. Fotﬂwéppwd(erpoiw!nbeu!omedonacmemhew

Uss the ekt et !or eath ke cok 1o sk whesher nes are
m«mrm&wmmmww‘mamdam

lg& Lorlizore ode prforamant '
£3 vore oot ns eforveant

B23 - Chudt phai vao ClientComputer OU “)
chon Link an Existing GPO

_&Fﬂ‘e M View Window Hedp .- ]
sz O/ REBHR -

&, Group Policy Management : 1 ClisnCompinteroy
4 D) Forest NHATNGHELOCHL i
« % Domuiny o
4 5 NHATHGHELOCAL . I
1% Defe Domun Pofiey % } 2%

v o %2 Domein Controter - 3 Create a GRO Inthils dornaley and Link 7 here...

' P I MemberSener O
__..__.L.t.,w

B24 - Chon Software Control GPO vira tao =
PrT—— 5 . ‘ .
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B25 - GPO da duoc link vao OU. B26 - M& CMD, g6 1énh Gpupdate /Force
w & File  Action V'ew Vindow Help | o
: . B27 - Kiém tra: Trén PCOS5, ng on user Teo, mG
T Group Policy Wamagement CMD, g8 lénh Gpresult /R d€ kiem tra policy ap
2 B, Forest NHATNGHELOCAL 1én Computer nay.

s &5 Domaing e
4 55 NHATNGHELOCAL
! Default Domain Policy

4 ClientComputerQU
‘il Software Control GPO!
Lt vy e
B28 - M& Internet Explorer = nhén duoge g T i stion

Site Mane

thong béo 15i

Citire isadnfe b trator HHATNGHE
ziou fink?:

6 Vour symhens stmisteotts hat bitcked 1145 pregrren, Sot mare afermabion, comtactyour
syRem pdovnistuter.

ZHi oe jater
Appii

tuare Contral CPO
Befault Danain Palic s

4. Chu hinh Windows Firewall (Thyc hién trén PCO1)

B1 - M& Active Directory Users and Computers, tao B2 - Chudt phéi-vao group Application

. group Application Servers trong MemberServerOU.  Servers = chon Properties
File  Action View. Hep ) .

B3 - Qua tab Members = Add

P PCO3 Computer
i 8 Server hdming Sacurity Group..

B4 Chon Objccl Types

BS - Chon Computers > OK 3 lan.
Select the types of objects you want fo find.

6 - Nhip vio PCO3 - Check Names > OK - OK

B7 - M& Group Policy Management, chudt phai vio
Group Policy Objects > New
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B8 - O myc Name, dit tén la Application Scrvers B9 - Chuit phai vao GPO vira tao => chon
GPO - OK Edit
Grcup Policy Objects in NHATNGHE.LOCAL

B11 - Chubt phai vao Inbound Rules > New
Rule

3 Fde Achun V:ew Hel

B10 - M¢ theo dudng din Computer Configuration
= Policies -> Windows Settings - Security
Settings -> Windows Firewall with Advanced

|3 ,,:g Restricted Greapy

Security. Nhén vao Windows Firewall with ¥ 5 Sytem Sernces
Advanced Security - LDAP://CN= {GUID} v ' g ;:f‘:;zm
'y Cvomputer Configuration . p :g’ Wiired Network JEEE 302.3) Peficies
4 ;7 Polities : - Vhndows Frewati with Advanced Secutity
B 75 Software Settings 4 ﬁ Vhindows ﬁmm:!ynh;‘«dxan:ed Security »:
,,‘ L ?{Sndows Sgﬂings' ( . KE Outbnd P.uf Nmmg }
b _i Name Resolution Policy : . Connection ¢ Fiter bymm 4
| Seripts (Startup/Shutdown) . i _
4 i Security Settings .
b 33 Account Policies B12 - Chon Custom -» Next
t &f Local Poficies ) What type of nde would you ke to create?
b g Eventlog
b 5 Restricted Groups
b 4 System Services ¢ Program
b % Registry e that controls connections for a program.
b 5 File System ) Pod

b gg Wired N:twetk (EEE 802.3) Policies

Rule that controls commections for a TCP o UDP port.

ﬂhe wavscry uG"‘"

Rtjemmmmmforévmdommé;;;;w

B13 - Man hinh Program > Next © 2"';:,:“ .

b é.}g' Wireless Network (EEE 802.711) Policies

B14 - Man hinh Protoco! and Ports => Muc Protocol

TCP = Specific Ports: 8080 - Next BIS- Min hinh Scope > Next

: Protocoltyper " e .
Protocelrumber: ; ] : S B16- Mim hinh Action - chon Allow the
' ’ connéction - Next
analpor! ~ Yy ™ -} r—y
. ’ ) l:é: “Mhm . ) 4 wih 3F, nmluhﬂnwt.l '
Resdie pai; vl £3 Mo the poroection § 8 e secire L
i e e B Aokt
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B17 - Mén hinh Profile, bd du chon & & Private vA ~ B18 - Man hinh Name, dat tén Application

Public -> Next Server Department Firewall Rule = Finish
Whien does {his e apply? ’

' . B19 - Quan sat Inboud Rule vira tao.
¥ Domuin . m 3

#pples when 3 compder s comectedio Es coporate domain. * L "
I fetrticy
3 Private + [ Reziered Goyps
& 3% Spvom Sovice
Fpplies when 3 computer s comected 1o & private netwotk koagion, uch 25 & homs v Pagittry
o work place, b Fim St
N 3 Ty’ Wiuted tsmvondk (EEE $22.3) Pelices
{3 Public o T Yo Forndlvith dvrnced sty
Fppls when p conguler it connected 1o 3 puble nttwalk botstien, + ¥ Vimdows Prsol wth Adonted Secuits
B3 wnbiend Rolry
B3 Otbiund fuiles

By, Connection ety Butts

B20 - Chudt phai vac MemberServerOU > chon
Link an Existing GPO B21 - Chon Application Servers GPO - OK

7, Grosup Bebiey Meragomant T y—
# P, Fomt RHRTNGHELDTA o
4% Domaing
& 35 NFRINGHELOCAL
3 Dfeukt Dorsin Bohcy

B22 - G khung Security Filtering & gée cubi
cling bén phai 2 chon Authenticated Users -

+ Bomain (r%m!m
v Group 9»)1::, "‘b}( Crexie s BP0 inthis demain, ardliok d heve, R-elnove —} OK '9 Add
¥ 4 WAsFilers b sintan faiming 620 Secanrty Ritering
b Z RSy L. Bedivwi The setrgs o this GPD aan 2oy apply 1o e folowng groups, s, 3y

B23 - Nhip vao Application Servers > OK

thém vao
Secunty Filteding
- Tre seltingt i this GPD con ondy apply i e Idhowing grngss, uaers, and compuiens.

!
B24 — Quan sat group Application Servers da dugc s
: {

B25 - Kiém tra: Qua may PC03, mé CMD, gb
ténh Gpupdate /force

B26 - M& Server Manager, vao menu Tools
a0l Ramowe 1| Frpetier ] -> chon Windows Firewall with Advanced
Security

B27 - Quan sit thiy Application Server Firewall
Ru!e dﬁ» dw;c klch hoat tren may PCO3

froo e e e e T e B s p e e e e P
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DISTRIBUTED FILE SYSTEM
CAC BUGC TRIEN KHAT

1. Céi Distributed File System role service trén céc file server

2. Tao NameSpace & chi dinh cac NameSpace Server

3. Tao Replication Group

4. Chi dinh Replicate va publish trong NameSpace

5. Thir nghiém Failover

A- CHUAN BJ

Mb hinh bai lab bao gém 03 méy:‘

- PCO1: Windows Server 2012 R2 - DC (Domain: NHATNGHE.LOCAL)

- PC03 va PCO4: Windows Server 2012 R2 di join domain, tgo thu muc DATA va share fu]I thu
muc DATAtrén 6 C:

- PCO5: Windows 8.1 Enterprise da join domain.

- Log on Domain Admin trén 3 may PCO1, PCO3 va PC04

B- THYC HIEN |

L. Cai Distributed File System role service trén PCO03 va PC04

B1 - Mo Server Manager, vao menu Manage B3 - Man hinh Confirmation > danh ddu chon
<» Add Roles and Features. vio 6 Restart the destination server automatically
, if required -> Install > Close

" B2 ~ Nhén Next theo mic dinh. Man hinh : _ .

Server Roles -> d4nh d4u chon vao 2 6 DFS

Namespaces vi DFS Replication -> Next >

Next

'j Fax Server
o W mswagcw\ms&d?zmmw

4 1B Freard B0 Services (1 4 M bopadiety
W 3 Seeme Sriariess
73 tonmehCatie for Keneor Fles
{0} Buta Dediplewsion,

L3 File Serer: Resovmce Marager
T3 :Fte Sanver VS5 Agere Senvie
73458 Target Servet

i3 S Yot Srorage Brpsider (VDS endys
T tempetor ity

{3 Work Foden.
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2. Tao NameSpace & chi dinh cdc NameSpace Server

a. Tao NameSpace HoSo (Thuc hién trén PC03)

B1 -M& Server Maﬁager, vio menu Tools =
DES M.anagement

B3 - Man hinh Namespace Server -> Browse >
ohon PC03 > Next

i NemaupmSaver
e
Steps: Erverthe ronr o e warver dnad il hod She e sice. Tha seores Yol $pecky
Yarwrvsce Server vk bo kncwn 22 the saratpece seeeer,

Hamwpacetlono ond Selves Server.

Kuerpase Type

B4 - Man hinh Namespace Name and Settings
-> Pién vao 6 Name : HoSo -> Chon Edit
Settings

Namespace Name and Seliings

Enter a name for the namespace. 1

Hcmve pace Server name in the namespace path, such

; Hamespace Hame and Settings

Nems:
. Namespace Type - IHoso
© Feview Seltings and Create Example’ Public
- Naf’mpacs —~— et mmatin s ars B Rowce e § e AR A PR g 00 AR B A
¢ Confimation # necessary the wizand will create
; . modiy the seftings of the shared fof
Ede Saltings,
i

B8 - Hop thoai Review Settings and Creat
Namespace ~» Chon Create

B9 - Hop thoai Confirmation > Close

B2 - Chujt pha1 Namespaces > chon New
Namespace.

File Action View Window Help

New Namespace..
; _hdd Namespaces to Display...

B5 - Chon Use custom permissions <> chon
Customiize
Shared folder permissions:

£ A8 uters have read-only pemmissions
{3 Mlusers have read and wile pemmissions

~, Admiristrators have fufl access: oiher Qsers have readon}y
pemnissions

Admiristrators fiave full acoess; cher users have read and wite
penmissions

@ Use cusiom penmissions:

-

o

B6 - Cho Group Everyone quyén Full Control
= OK - OK - Next

B7 - Hop thoai Namespace Type = Chon
Domain-based namespace -) Next

| & Ruenwspocn Trpn
S, prETVIVRP NSOV N
thewsv Swor . A
A (rrantpmd wmsiese

Sawseizacs Moo i Sl Sekt Do
Heresccon Toe ;:Em
Twigact

Favne of dory b rapmeran . o

TONNATIGHE ROCAL Fose . e !
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Micresoft Panne;

L2 Leanwng

b. Kiém tra két qui trén PCO3

B1 - Quan sét trong DFS, qua tab Namespace
- Servers -)khun : ben ha1 da c6 Name S

> d SRHATHSHLLO A o0 |
5 ¥ Paphcaion

B2 - M& Computer = Quan sét thiy c6 thu
muc DFSRoots v thur myc HoSo da ducrc tao

Hcm hare iy
@7 w4 {3 w ot Dk, » OFSRocts

B el ] - e ate
b Data
L i

i Hese S35

Lo Progam Fites

L Program Files { V.

¢. Tao thém NameSpace Server PCO4 trén PC03

B1- MG DFS - Chuot phai
\WNhatNghe.local\HoSo => Add Namespace
Server

B2 - Hop thoai Namcspace Server - Chon
Browse -} Chon PCO4 2> Ed:t Scttmgs

B3 - Chon Use custom permissions =
Customrzc

EWSM\I’W

Srorsd (ol permsns:
€3 M umen have mad ovly pemiasions

0 H_uwhaﬁeadandmm

& Namespace: :
: ¢ [SRAATHGHE LOCAL Woso J
& LN ﬂ He o
?r i ] : 11 eromses |
1§ <% DFS Management Pathto shared folders -~ . '
4 ,g; Narrrespaces {\WPCO4VHoso : ’ }
p L \\NHATNGHELOCAL\HO:O; ¢ :
» 3y Pephcmon "New Folder... " T6 mody the eattngs of the shaved folder, such as 28 Jocal path and shared
Add Namespace Server.., fokdr pemmissions,cick £31 Seltrs, '

Eck Setiings..

B4 - Cho Group Everyone quyen Full Control -)
OK-=> 0K

B5 - Quan sat; Krem tra trén ca 2 server > Md
DFS quan sit thay dd ¢6 2 name space server

WNHATNGHELOCALHose {Domain- baatd in Wn‘dowsSewer 2008

Namespace WW[W!W’Z

2eriies »

Type | ReferaiStatus | Site | Path ‘
P Erabled Defout-Fet-Ste-..  \\PCO3\Hoso
5 Enabled Defaud fiet- e~ \PCOZ\Hosn
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3. Tao Replication Group (Thyc hién trén may PC03)

B1 - Chudt phai 1én Replication Group -2 B2 - Mén hinh Replication Group Type = chon
Chon New Replication Group Multlpurpose rephcatxon group 2> N_ext

ff 4 File Action Vit:w Window Help % R Tephcation G Wizer
v DFS Manzgamr;ﬂt
‘ p ;E‘ Namespacg AP e i : Setest e type o reghoivn g o urea.
83 WNHATRGHELOCALHose ] m:x & Rapsmensedepon
8 Rephication There ate ng im"’ e Dis e ot e b b s vl hen,
Hew Replication Gioup..
Azdd Replication Groups.to Dnsp!ay . m . . . .
Detecate M - B3 - Dit tén Replication group l&: Replicate
HoSo - Next

D;sabie Topology Verfication

B4 - Man hinh Replication Group Members =
Chon Add -» Chon PC03, PC04 = OK =
Next

Type a name and domain fo

BS - Man hinh Topology Selection = Chon

N . aroup must be unigue inthe
Full mesh > Next = Next | Replication Gepup Tipe
Hewde ) i .
ﬁzf Topslagy Seke : . Name and Domaln Name of replication group:
S Seint g tearee 4 Replicaion Group Members fro
Bt | Topdlogy Selectio e
e : ) 5 1o n
: . It e e &%& ;. Topology
Togesog Srectsn ) o gt ek Aon o R ;
BRI e { B6 - Man hinh Primary Member - Chon PC03
e £ Ferics el e 2 81 > Next

B7 - Man hinh Folders to Replicate > Chon
Add > Browse > chon thu myc
DFSRoots\HoSo = OK -2 OK

% Select o Roider

¥ PCOLNHATNGHELOCAL

ke B8 - Thyc hién add tiép thu muc C:ADATA >
OK -2 OK -> Next
Replosed lokdars: ) )
Local Path Repicated Folder Mame NTFS Permissions
¢\DFSRoneNHoso Hoso Use exiging per..
e \Data ) Data - Use edsting per...

- Man hinh Local Path of HoSo on Other
Member -> Chon Edit

o e T
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B10 - Chon Enabled > Browse > chi dénthu  BI1-Man hinh Local Path of DATA on Other
muc: DFS Roots/Hoso - OK > Next Member - Chon Edit -> Chon Enabled >

& i ST Browse - chi den thu muc: CADATA = OK -
Next

B12 - Man hinh Rewew Settmgs > Create >
Close v

b Py

.......... N L Fexhes % Ragdome.
h © y 2
& eADF5Roots\Hoso H ; Brorase.., : pte i
E | Erarple: CAData i (ETSTIT See S
;. Horten . &
o.mmfew i

Catemamn:

4. Chi dinh Replicate va Publish trong NameSpace '
‘Bl -G khung bén trii chon Replicate HOSO. O B2 - Man hinh Namespace Path -> Browse

khung bén phi, chon tab Replicated Folder > = chon \AHATNGHE.LOCAL\HoSo -->
Chudt phai 1én Data ~>» Chon Share and Publish in Next
Namespace ;s

‘Memmhw!mcm W“’ﬁ’“ﬂ’ e

Share and Publish in Namespace...
........................... i §p’°puﬁu =

- BS ~ Chugt phai DFS Replication, chon
B3 - Man hinh Review Settings > Share -> Close ' Restart.

B4 - Thuc hxgn trén c& 2 member server (PC03 vi  B6-Kiém tra: Trén may PCO5, truy cip
~ PC04). Nhén td hop phim ﬁ + R, gb Services.msc \\Nhatnghe Local\HoSo

B7- Quan sat thy c6 thu muc Data B9 - M¢ thu myc HoSo vé Data ciia ¢ 2

may PCO3 va PC04 > kiém tra trong thur
B8 - Tz0 1 file bt kx trong thu myc HoSo va thu muc HoSo déu ¢6 file duoc tao tir may
myc Data _ » Client
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5. Thir nghi¢m Failover ,

- PCO5 truy cép: \\Nhatnghe.local\HoSo, tao cac file WordPad BaoCaoKeToan & TuyenDung
- Tét PCO3. PCOS5 truy cé;;: WNhatnghe.local\HoSo, tao file Kiemtra.txt

- Bit PCO3, tit PCO4. PCOS truy cap: Whatnghelocal\HoSo, tao file Kiemtra2.txt

- Bat PC04. PCO5 truy cép: Whatnghe.local\HoSo, truy cip dugc di 4 file da tao.

k3

B e e e e e e
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BITLOCKER
CAC BUGC TRIEN KHAI | ’
1. Trién khai BitLocker bing Group Policy

2. Kich hoat BitlLocker cho é dia

3. Di chuyén 6 dia sang my khéc v Kiém tra

A- CHUAN BJ o

M hinh bai lab bao gdm 2 may

+PCO1: Windows Server 2012 R2 DC (Domain: NHATNGHE LOCAL).

+PCO3: Windows Server 2012 (d4 join domain). Trén mdy PCO3 phax c6 it nhdt 2 § cimg va
dugc dinh dang IANTFS,

B- THUC HIEN
1. Trién khai BitLocker bing Group Policy (Thyc hién trén may PC01)
B1 - M& Server Manager -> menu Tools > B2 - Mé theo dubr‘xbg dan: Forest:

chon Group Pohcy Management : NHATNGHE,LOCAL - Domains >
NHATNGHE.LOCAL, Chudt phai Default
B3 - Md theo dudmg dén: Computer Domain Policy -> chon Edit
Configuration - Policies - Administrative - :
‘Templates -> Windows Components - B4 - Chon Enabled - Danh dau chon vio 2 6;
BitLocker Drive Encryption - Fixed Data Save BitLocker recovery information to AD DS
Drives > nhin double click vio policy: - for fixed data drives va 6 Do not enable
Choose how BitLocker-protected fixed drives  BitLocker until recovery information is stored to
can be recovered setting. AD DS for f' xed data drives > OK
Setting Sute | Optiony:
T Configure useof sroart cands o fixed dite drives Net configured
ey wiite acces: o fixed drives not protected by bitlovker. Mot configured TR e SN Y BTN Yarsesy ]
& Carfiguieasse of hardware-based encryption fo foed data . Not configured i i .
L Enforce dive encryption type on fixed dutz drives Notconfigured llow 48 S ——— vi a
,L Alfow accets 10 Bt ocker-protected fixed dats drives from e Not configured : 3
{14 Configure e of passwords for fooed datp drives Not configured {Allow 256-bit récovery key vt
31 Cheh RO BILG G frotetted Tried Aevts o b petovet SNt configured ol hH Ormitrecovery opbm from the Bittocker seiop ]
: winrd
- ' o S Bk o BR]
BS - Qua miy PCO3, log on : . Bwrmﬁadﬁ: Py =
NHATNGHE\AdmImstrator Mo CMD gO Configure storage of Bitlocker ucovevymfemuhon ® .
lénh Gpupdate /Force. Sau d6 Restart lai mdy ~ jA°™s o
PC03 s Backup recovery pasmvtd; and key puhgu
Vo not enatde Eitlockes untif recovesy ¥
. A infarmation i Stored to AD D5 for fived dats &
- drives i I
D S e O O R W
- O O I : : -m‘ —“vv - -'-. So—— ..
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2. Kich hoat BitLocker cho & dia (Thyc hién trén méay PC03)

B1 - M& Server Manager > menu Manage >
chon Add Roles and Features

B3 - Man hinh Confirmation > dénh déu chon
vao & Restart the destination server
automatically if required > Install -> Close

B4 - M¢ Control Panel -> chon BitLocker
Drive Encryption

ACJUStyGur computer's settings

Viewbyi largeuons

Aministradive Teols

S -

ol Color Hznagement

StoPlay {,{ Bitiocke e Sncnpinn

Bt Cracentisd Manager

B6 - Dianh diu chon vao 6 Use a password to
unlock the drive > Nhip vao mat khau &2 6
Password va Confirm Password = Nexi

Passacrds ld
Taryis gasirerd ;

Heenter youw prsarsed |

£ TN 1 AMER e 2 AR the ot
2 i et cexd, T 1ot 04 0T i e v y

g

SEAs

BS - Trd dudmg din dén noi hru khéa giai ma
-> Save > Yes ;

BY - Nhén vao nat Start encrypting 48 bt d_'éu '

mi hoa,

Are oxs teady to enirypt this drive?

Yo't bee ahle o unfork thix difer aaivg & passverd,

Entryphaon mighs take 2 whits deprrcivng on the siae of du drive,
" Until enceyphion ik comgiete, you firs want be proterted.

B2 - Nhin Next thep mic dinh. Man hinh
Features - danh dau chon vao 6 BitLocker Drive
Encryption > Add Féatures > Next

Select features

Seled ong o murs faatures 13 matall o the setucted sx

Features

I} W8T Frameviork 1.5 Festures

2 : kgeownd Intslfigest Transfer Sandre 13ITE)
Rzt cker Drive Fncyyptio
P17 Bitiacker Newodilniact

B5 - Chon § dia mubn bio mat = Nhin Tum on
BitLocker.

Bittocker Drive Encryption
Help protec your fites and folders from unauthonsed aceess by protecting your derees veth Bt

Qperating system drive

C Birlocker off ™

Fixed data drives

o P . 7o
Kage 16 7F bitbacker off e
. ' .

Dass i) Bil ocker off n

B7 - Chon Save to a file.
How do you want to back up your recovery key?

i you forget your password or lose your smart card, you can use

% Save to 2 USE flash drive

¥ Save to a file

% Print the recovery key
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B10 - Sau khi ma hda thanh cong > nhén
Close.

3. Di chuyén § dia sang may khéc va kiém tra

B1-Gaboo 8 ciing bao mét trén may PCO3 va
gén vio may PCO1,

B2 - Trén may PCO1, m& Server Manager = cai
Features BitLocker Dnve Encryption

B3 - Nhén hqp phim ﬁ +R, g6 lénh
dxskmgmt mse

B4 - Chut phai vao d" fa méi duqc gi’m véo -
chon Online

Selact features

Selest ane or more features to install an the teiected

Features

€ U NET ;wn-s otk 3 smm:
21 {8 KETH A3 Feaunes {2 of 7inttakies)
¢ [ Badkground Intelligem Tronsler Senice (B3

CwDik 0 T
Baisc Sy
JLD0GE T 15 MENTFS
Online 3 Heakhy (System, Aot
SFDik Y
Basit
127068 -
Offtine .5, Properties ]
é ‘Hdp .

B5- Quan sat thay 6 d‘a vén duge bo vé bang
BitLocker

B6 - M& Active Directory Users and
Computers > Chudt phai vio

C#Dlsk 1 NHATNGHE LOCAL - chon F md
Basic :
127.00 68 t ch ! ]
Online 4 &hy("n Partmo / SO T
‘//’" 0 / Ees Bminuny
) g7 Adzvt Oxredary Users and Computers || Name Typd
§ b L SwedQueres £ Buiftin buit]
{53 NRATNGHETOCAL] I Conmones fo
: EDdegm Control.., )
; Find Bitlockes recovery password
" Find..

" B11 -'Mé& Windows PowerShell, g& lénh Manag,e-
bde ~status. Quan st thiy & dia duge bao vé béng
thLocker dong Protectnon Status hién thi-
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B7 - G muc Find -> chon Computers -> nhén
nut hnd Now = Chon PCOB

ww.mmr o Servee
Workstation oc Servpe
Wirieable Deman Centrolier

B9 - Mé File Explorer, double click vio & dia
dugce bao méat bang BitLocker

+ Devides and drives 4y

“:‘:j%)g Floppy Ditk Drve 143

mi@ BV Drive 03 *W,,::,% Lol ik 1K

B11 - Dan foan b ndi dung vira copy vao khung
Enter the 48-digit recovery key to unlock this
drive > Nhin niit Unlock

(© BitLocker (£)

Enter the 4E-digit recovery key 12 untotk this drive,
{Key 1D CR3E5998)

‘ 074374~ 355038-380620-35) 384465046 169459-437822-671924 X l

B8 - Qua tab BitLocker Recovery 2 O khung
Details, copy todn bd ndi dung & dong
Recovery Password
ST CRpTT OB

very Paasert.
G237V EER0BASR2C. 38106,
5046159458 257820673824
W PLOEKHATNGHE LOCAL

Dote: 20946228 15:2¢.55 SE0h
Posyeoed 30 CERIEITALEF AELL-AIE SIDAFICIES

" B10 - Chon More options > Nhin Enter

recovery key

BitLocker (€

enter nasoword 1o Lrock this drivs,

{ ]

Fower options

B12 - Quan sat ﬁxay b diada du‘ac giai mi.

« Devices ang drives (&

e Leeat Disk (G
Sm

b opeyoucome
S pry Diak Drve (1)

&
» é 040 Drive {09

Share View

Home

L {é,« « om(e) » Bitet

Hame

5 Favorites
B Desktop £Y TaitieuMat
i Downloads

%37 Retent places
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FILE SERVER RESOURCE MANAGER
CAC BUGC TRIEN KHAI
1. Cai dat File Server Resource Mananger
2. Tao gidi han 5MB »
| 3. Cém sao chép tht ca cac file try file *.exe vz‘;o thu muc BéoCao
4, Kiém tra |
A- CHUAN BJ
- M6 hinh bai lab gdm 2 may :
+ PCO1: Ghost Windows Server 2012 R2
+PC02: Ghost Windows Server 2012 R2
- PCO1: Tao thy muc C:\BaoCao, Share: Full Control
- PCO1: Tao user U]/123
- PCO2: Dbi password Administrator thinh 123
B- THUC HIEN
1. Cai dat File Server R&oume Manager (l"huc hlgn trén PCO1)

B1 - Mé Server Manager -> menu Manage > B2 - Cic budc diu tién nhin Next theo mic dinh.
chon Add Roles and Features Man hinh Server Roles = danh d4u chon vio 6

File Server Resource Manager 2 Add Features
B3 - Man hinh Confirmation - Pénh du - Next > Next

chon vao 6 Restart the destination server s [ File and Slerage Senices (2 of 12 fastalied)

automatically if required - Install = Close < [0 File eng SCS} Sarvices (1 of 11 inssalie)
. 7 Fiia Seray fegtated

1} BranchCache Tor Network Fies

3 Data Dedupfication

] brs Mmaxpms

{ohee 5"1. ot Re puree Manoye
D File Server V5 Agent Sanvice
[ 15CS! Target Server
[ i5CSt Target Storaye Provider {¥DS and VS
“ I3 Server for NES
{3 WorkFolders
¥ Srorape bandcer fnstadeg)
™% thvmnr 85
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2. Tao giéi han 5MB .

B1 - Sau khi c3i dat xong, vao menu Tools > B2 - Bung myuc Quota Management, chu6t phai
chon File Server Resource Manager : -vio Quotas -» Create Quota
A 7 ) T

B3 - Muc Quota path, Browse dén dudng dén SRR : R
C:ABaoCao. Bén du&i chon Define custom g File” Acion View Help = ’
quota propcmes ~> chon Custom Properties... [

£ hado apply tempiets and Crante queias on: wisling and new sublcldens b m Fde Screex

. | Guote propecties b {%‘J} Storage R L
. L You con edher use propedies trom 5 Gots template o define custarm o bl el : View
Quta popanies. E 55m H

How do you wank 3¢ corlipue quas propedies?
2 Deive propesties o s ot temslate fecsmendedy 4 B4 - Trong hop thoai Quota Properties
T 4+ Muc Label: dittén Gidi han 5 MB
+Mue Limit; 5 MB
Nhan OK ~> Create

. - BS - Hop thoai yéu cau Save Template, djit
tén “SMB” & l\hun ; Tem late Ndme -) OK

. g l}uwhmemywmmh:}mwzmrwd%w £33
] dthal g save the propedies s » gk leaslie . Gici Han © 118
» oyt siet 1o save 2 quats templide? “ Soace ¥k . #
@ Suve the custon: propiedios 2 3 terpbsiy 4 C 1 4
This crmates mnsw oold femgiede ard Bien appbes the tergide 1o the s :
v quola. 2 9
errpiats ciarre: - & Vot ute; 00 sk alow users 1o exised ek
518 L o qute. Akow uaem to meed bk fute for modloveg] )
£ Save the cusion GRS Wihek crestiog & apiss . i ’ i ;
. [ Done sck me 1o save 55 3 lenclste agan ' : T -
*
M
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W

3. Cam sa0 chép tit ca céc file trir file *.exe vao thu muc BaoCao

B1 - Mé File Server Resource Manager >
Bung myc File Screening Management, chu6t
phm vao File Gmups ~> Create Flle Group

:
i
¢
%
§

&5 File Server Resource Manager {Local)
- 3 =8 Quota Management

f { File
4 -33 File Screening Manageraent }

& @ Fite Screens
F

i Storage Rapt;ff[ Creaste Fife Group v l

RS RIS RS TR 5

i L
& Classification Refresh
File Mana Capa e
& gere View . ’
Help

B3 - Chudt phai vao File Screens -» Create File
Screen

iR
@f

55 File Server Resource Manager (Local)
b 53 Quota Mnnagement

G Fil
@ Fite Screen
i_; File Groups

Fiter, Show 3
: File Ser

a&w&mm@m#\‘w s
[N
mn
[
£

Create File Screen..,
{ Create File Screen Exception,.,

BS - O myc File Groups, d4nh du chonvio s

“*Chi cho phép dudi exe” -» OK -> Create
Selort fie groups to block:
{3 Am and Video Fes

B2- Trong hop thoai Create File Group

+ File Group Name: Chi cho phép dudi exe
+ Files to include: nhép *.*

+ Files to exclude: nhép *.exe

Nhﬁn OK

Fie groues nane:
O ch plmep doos ne }

Tostiect » 321 of fies. type atile nume pamiem, end chek A,
Exarples: e or QAFYIRLT .

i Heslo ncude: R ’*

_B4- Muc File screen path, Browse dén dudng

dén C:\BaoCao. Bén dudi chon Define custom
file screen propemes chon Custom Propertles

{C:A\BaeCao

1 { Beowse; ;

; ﬁempopeﬂies
“ Youcan sther uss propesties from a fie scmen template or defne custom
propesiies,

: s erven

:bi-badomwxﬂom:ﬂemnprm?

i O Mnmmm%&mmimmmﬂ
‘Biodv; Airdo aod Vido Fras V_;

& Define custom e scrwen propedies:
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B6 - Hop thoai yéu ciu Save Template, chon B7 - Quan sét File Screen vira tao.
. “Save the custom file screen without creating a8 | prer. Showat 1#ems
template” -} OK

i File Scieen Path | Screenin.,, | File Groups

= Source Template: {1 e}

; lm%hmﬂcmlﬁswmvﬁhwmmﬂwﬁwmi E R ¥ i {
s fesomsided 1hdt you dave the prputties 23 2 foe stretn teaplate, ¢ o C\BacCan A kttw: B‘Dch C hi c.hfa phepdum ue

<

F Do you vk to save 5 e screen teuplote?
7 Ssve the gudom prapedies 25 3 lengize

Thiy treales 2 new He screen Jarolate ardd then epsties the template to the
e e soreen.

Jempie rems:

Y B Savethe custom ¥t sormen wihoud creating 2 Semplte

4. Kiém tra
B1 - Log on Administrator & may PCO2. B3 - Chudt phai vao thu myc BAO CAO - chon
Nhin t6 hop phim B + R, g WPCO1 . Map Network Drive. ..

- B2 - Hop thogi yéu chu xac thye quyén,
nhép vao ul va password 123

T Ky Nidark 3 50

L R ¢
. . . . . 5. B Destdep 5,, H X .
. B4 - Chon 6 dia Z: -> Finish i evosts i Opinnesindon
B e ginim 18 [Sach 4
What network folder would you like to map?l | L Pt preousvesion

P 0L i IFinmstn

f{ Pap etk goven,

Specify the drive letter for the connection and the folder tha

BS - Quan sat b dia Z:, tng cong dung lrong 13
5MB '

4 Devices angd drives €3]

Drive ;Z: w !

B6 - Copy thir tip tin hoac thu myc bat ky

Floppy Disk Dmrc Ay
vao 6 Z: > Béo lm, o
% OV Diive (D3}
Yot need pam'rsicn e perform tis action »@Zﬁ/
Saaght 11 « Newwark locations {1)
Typt: File folder oo
. Date mdiﬁe&:’ﬂ?[ﬂu S48 PM Ba0Ca0 fApelN} {2)

- 173 Do this for off current e
o]

( 5 B7- Chép thi file *.exe vao d Z: > Copy thanh
W fgre dessity i Céng.

W
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W-M

'

WORK FOLDERS ) .
CAC BUOGC TRIEN KHAI
1. Céi dat Role Work Folders
2. Tao Syne Share ,
3. Enable SMB Access , ’

4. Tao GPO phén quyén Domain Users Jam Local Administrator trén cic may Clienf
5. Tao GPO ty ddng ciu hinh WorkFolders
6. Tao GPO tyr dong chay Script trén cac may Client
7. Kiém fra
A- CHUAN B
MS Hhinh bai lab bao gom 2 may:
. +PCOT: Windows Server 2012 R2 DC (Domain: NHATNGHE. LOCAL)
+PCO5: Windows 8 Enterprise 8.1 4 join domain

B1 - Trén PCO1, tao OU Member. Move PC05
vao OU Member. Tao user teo, ti va group

Sales.
Hiz_Adion View Hep Aoy Beecke; Dovrn Svveens Fm 7
LRYE oot L
2 Adwgbmmry{km #nd Computan Type § e ———
P 2 Saved Queries i Computer ki I B
Py mmmauom Seouty Growp.| - |
3 f Burdtin User
&5 Computers User
Domain Controllers :
Y FortignSecurtyPancipat
f.'nf;’.ﬁsi'?i“,\"fli:;; B3 - Chudt phai user Teo, chgn Propemes Tab
General -> Muc Email, dién vao
teo@nhatnghe local
. e
B4 - Thuc hién tuong ty khax bao emaxl cho 3
user Ti _ R E TV ] bt | 1
Y carns; { i
Cugleycoere: oo i
Descrytion: { i
Tewghorm oomber | JREE
[ froc @rbatrgheocal i
. .
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B- THUC HIEN
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1. Cii dit Role Work Folders (Thuc hién trén PCO1)

B1 - M¢ Server Manager = menu
Manage > chon Add Roles and Features

B3 - Chon Add Features = Next

B4 - ‘Nhan Install aé cal_dét *) C!ose v

B2 - Cic budce diu tién nhén Next theo %* o

mic dinh. Man hinh Select Server Roles |
-» chon Work Folders - Next i

s [&] Fils end Storegs Sendces {2 of 12 mstslled)
2 TH] File and 5C51 Services {1 of 11 instatied)

{7} rancilache for Netw '::ri~ Fies
{7} Deta Deduptication 4
[ OFS Namespaces

77 DS Repiication

e Server Resource Manager

Bl e BegT

anfinm ingrafiation selections

3 " Srer—

prent ot 5 igts b e

© To v v Wioals; taies WO sovices Of Seatutes S0 valented tamvar, 250K rpadt

4 oh v pag b

Microsoft Partner

it fanmitig

DT T IR
ATNHSTROEI,

ot Thet favae.

e 3 Stoeage Loreies
Fife are VLS Sevnis
Wee Feiaees

58 Hostitia Wek: Coe

Suporssonbravios revgs
Eaaohdn pramste wetg 0

P SRR 2ATNIICLL 00 AT AT w2t A U Thnde 42

hire
SN gk D s 3 Gty

[T} Fite Sereer ¥5S Agent Sendica
{73 5051 Target Secver
J1SCS! Targer Sovage Pravider (VDS and ¥V

Swever for

. 2. Tao Sync Share (Thyc hién trén PCO1)

B1 - Quay lai Server Manager = chon File
and Storage Scrvrces

- I Dashboard R
¥ Locst Server

¥ AN Servers

i§ AD DS

DNS

| B8 Fite and Storage Servicas b

b

B3 - Man hinh Before you begin = Next

B5 - Nhén OK de tao md&i thu muc

B2 - Chon Work Folders <> To create a sync share
for Work Folders, start the New Sync Share

Wizard.
C(-: v v Work Foldars

R 3 AVCRR $OL Dﬂi
L Saran R Tnaee ¢ e

D Ysiumes .
Pisw

Sxovpge Poois
Snaes

1508
- wark foiderd

Pe o o w3

B4 - Man hinh Server and path -> Enter a local

path, nhip C:\SaleShared - Next

o 3 Select tiy file share:
 ame T i
{ NETLOBON CAWINBi\SYSYOL\syrvoYHATHGHE LOCAUSCRIPTS
. The Iocal path you entered does not esist. Click O to creste this L 4 LA
- ;. dizectory, of dick Uantel 3o select ¥ ifferent local path. SesvoL Chlindon SYSVOL
7 :§: Enter s nes] pathe
fc:Satesshared A1 Erponedt
en =z i B
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\ B6 - Chon User Alias - Next B7 - Min hinh Sync Share Name -> giit nguyén
A e s menpaty| b mic dinh - Next
[ U2 iyt ety i oo o e m e ‘B8 - Mén hinh Sync Acoess -> nhén Add > Chon

3 Usreaslaeoman
Bhminstes condicty broweoy el ust slidses i difterens dormaing

thém group Sales -)ﬂCheck Names ~> OK -9 cht

] Symciog n wabésier conbe wae ¥ yece cutre ¥ eedivect emcttipte boidn for uaers and want o
\M-w:wiweﬁmvd—wc"me Sustens the Dogumtens bider.
7 Sy oty the fellowng subluider

B9 - Chon 6 Encrypt Work Folders - Next -

Specify device poficies

¥ Automatinaty latk soeen, andd rezuire & passsid

B10 ~ Man hinh Confirmation - Create -» Close

BI1 - Quan sét thiy SyncShare vira tao.

C E WORK FDDENS it
#E pavr thawg 3 xs STARY v
e B g @ £
SniSneatuse | St san stk T

3. Enable SMB Access (Thgrc hién trén méy PCO1)

B1 - M& File Explorer - Chudt phai vao B3 - Nhin Done
C:\SaleShared > Share with > Specnf ic e
people ’

Your felder is shared.

B2 - Add group Sales < Phan quyén T S

Read/Write -» Share - Done

i P

Chotse people on your network 10 share with it i

. g Siathred :
Type » name and then chick 44, or shek the anow tofind semsone. oo DR Sasfrand i

- Sige s ating SN SRS
i =
 Name : ) Fesramtion Lo
. & Administrater fradWrite v
 $3 Adrrinishators Overyer
EXT i Teadrweiis v
& .

m
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4, Tao GPO phin quyén Domain Users lim Local Administrator trén cic may Client (Thuc

hién trén may PCO1)

B1 - M¢ Group Policy Management -2 Chuft
phéi vio Default Domain Policy = chon Edit

B2 - Bung theo dwong dan: Computer
Configuration -> Policies = Windows
Settings > Security Settings. Chu6t phai vao
Restricted Groups -> chon Add Group

Fle k(’twn Yiew He)p

Defult Domain Policy [PCELNHATH =, Growp Name
A Computer Lonfiguretion :

3

Software Settings i
findows Settings i
% Name Resolution Poho
Seripts {Statup/! S!w!du
4y Sectrity Settings
Account Policies
Local Policies

Evg{xt Log

A% System Senvites | - Open
b 7, Registry ;i Add Group... ;
b g File System i\ Copy !

B6 - Quan st thiy group Sales da duge thém
vao nhém Administrators > Ddng cia 56

Group Policy Management Editor.
ch Action View  Hep

mpue Couﬁgwencn
Peticias

Software Setlings
Wingdows Seflings
¥ Naml Resslution Pclm

. Adrninistrators
B, MHATNGHE Domain Adming

2 5 $ecurtb,(5emng;
‘,;i Acecun Policies
b4 5 {ocalPoliches

B8 - J muc Name, dit tén Members > OK

B3 - Nhin Browse nhap vio Domain Admins va
Admxmstrators 2> 0K :
T %

o

¢ Goup:

& i
¢ [NHATNGHE\Domain Adeins Adrinisirtors | [Bowse ] &
% ) E
% ;
; [ ok ]| coest 7
% £
CSN— —— s

menbens !

B5 - Nhép vao group Sales -> Check Names >
OK 3 ldn

B7 - Chudt phai vao OU Member = chon Create
a GPO in this domain, and Link it here

& File Action Vew

Pk

e Group Policy Management
4 5& Freest NHATNGHELOCAL
4 Zh Domains -,
Py NHETNGHELOCAL
&7 Defautt Domain Policy

i#% Group P Create s GPO in thiz domain, and Link here..

b LB WMIEM  eanian Edsting GPO..,

B9 - Chudt phél vio GPO Members = chon Edit

4 Tl dcson Gow Fmove
e nHOIRTE
(B Gevim Pesty Managesnrrt
» £ Foet RRATHGHELO0R,
# 3§} Domaine
# F5 BHATRBSLADCR,
& Dudeu Pueaen Peity
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B10 - M theo dudng dan Computer B11 - Chon Enabled > OK

Configuration > Policies - Windows . e Ko s

Settings > Security Settings - Local | oty oy vy [l ' .
Policies => Security Options, khung bén phii E B Yl T M Aol ot be e
nhén double click vio muc User Account !

Control: Admin Apprbval Mode for the Built-
in Administrator account - B Ooeb

i Laxe Ywe nep : i
i B

2 Nt TR A AL ek es * o
« A ConeptaCzctiprsn

# . Poam

Ok i1 Cace 11 Aopy. |

B12 - M& CMD, g6 iénh Gpupdate /Force

3 Seae eschten Bekiy

Sceot Cantutbomns ;
. %s":t’m‘",; i Rseovnn oo Cenarivr am.mwnww
2 teiFion wbisns Ao Lvaval N\q,’fﬁxi‘mmml‘f»-
7 o

5. Tao GPO tur djng cAu hinh WerkFolders (Thyc hién trén may PCO1)

B1 - Quay lai Group Policy Management. B2 - O muyc Name, dit t8n WorkFolders - OK

Chudt phai vao OU Member = chon Create a ) ,

GPO in this domain, and Link it here " BS - Chon Enabled. O muc Work Folders URL,
. ' ' nhip vao: hitp://pc0!.nhatnghe.local » Chon &

B3 - Chuét phai vao GPO WorkFolders > - Force automatic setup = OK

cl?gm Edit : Specify Work Folders settings
Eo File Action Vew Window He!p o
@ &% ?;. 3( 1 () NotConfigured =~ Comment
i, Group Policy Management s 2
4 fg Forest: NHATNGHELOCAL @ Enabled
4y Domains , :
2 5 NHATNGHELOCAL (3 Disatled - S
#/ Default Domsin Policy upported on: | 4
b 37 Domain Controllers
8 5 Member ' T
& mﬁenbus ‘ Options: » .
2l WorkFolderp .
b ;““1 Group PohcyO Edit.. ’
b 5% WMIFilters I  Enforced | Work Folders URL;
Hhﬁpz/fpc()lmhatnghelocal
B4 - Mé theo duing dan User Conﬁguratlon Ry
-> Policies <> Administrative Templates > .
Windows Components -> Work Folders, [V} Force automatic setup |

Folders settings

U »' . . .
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6. Tao GPO tu ddng chay Script trén cdc may Client (Thyc hién trén PCO1)
B1 - Mé& Notepad, lan luot nhip 3 1€nh sau:

+ Lénh 1: Reg add HKLM\SOFTWARE\Microsoﬂ\Windows\CurrentVersion\WorkFolders Iv
AllowUnsecureConnection /t REG_DWORD /d 1

+ Lénh 2: Regadd H"KLM\Soﬂware\Microsoﬂ\Windows\Currénthrsion\WorkFo]ders Iv
ServerUrl /t REG_SZ /d hitp://pef1.nhatnghe Jocal '

+ Lénh 3: Reg add HKLM\SOFT WARE\M;crosoﬁ\Wmdows\CurrentVeis;on\WorkFolders Y
Pollin Imerval /t REG DWORD /a5

Reg -Add HRUDSOFTHARE\Mi crosoft \Rindous \CurrentVersiorkorkfolders /v AllowinsecureConnection ft REC_DEORD /d 3

% Reg Add HRLI\SOF THARE\MI£rosof t\Hindows \CurrentVersion\kiorkFolders fv Serverlr] /t REG_SZ /d http://pe@l.nhatnghe Jucsl i

i Reg Aod HKUMASOFTHERE\Micrusof t\Rindows \CurrentVersism\korkFolders /v 'Poll.ingtnterva] 1 REG_DpORD /d 5

B A N e e O L o T P C oINS T2 R R I N MRS R e e e F 5 S R TIRRSIVRTTTR

B2 - Ly lai thanh file WorkFolders.bat. B3 ~ Quay lai Group Policy Management. Chudt
Chudt phai vao file WorkFolders.bat - chon  phai vao GPO WorkFolders - chon Edit
Copy , File Action View Window Help
EERRY O R TN @ alE K o
o Favmites e e . - - -z
B Drkop ; % SR i Group Policy Management
D T e 3 profcy £
3 ot gt - 4 4 Forest: NHATNGHELOCAL
W& s P I3 :::Zudmiotmncl ;;' 7 Domalns
i Restose prevmis veniens & 3y NHATNGRELOCAL
et D et 4 Default Domain Policy
i Potiegs e b Fi Domain Controllers
§ ps o a4 i
B4 - Mé theo dudng din: Computer ~ e
~Configuration -> Policies -> Windows b {gy Group Policy O Edit..
Settings —> Scripts (Startup/Shutdown), b 55 WMI Filters “Enforced
khung bén phai nhin double click vio Startup T ’
File Action View: Hep Ao« .
e e BS < Nhén nit Show Files
4a #igg BB i
- E&i -’"J@~ &, ﬁ o To vitw the ecdpt fles dored in this Group Policy Object, press -
57 WorkFolders [PCOLNHATNGHELOCAL] Poli| Name ’ the button below.
4 % Computer Configuration 2 ESPY
4 1% Polices mfsbmdgm ,

b i3 Software Settings
& [ Windows Settings

p L NameResolution Policy
cripts (Stantup/Shutdown)’
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NHAT NGHE

B6 - Chudt phii chon Paste. Quan sat thiy ﬁle B7 . Nhén niit Add

WorkFolders bat di dugc dan vao.,
Home  Share | iew Mana
p L

) !_L—i Copy path
Lopy Past

PR

bMove  lopy
Blrasteshonest  yoe 1o

Lintued : petis

T 145 « Machine » Scripts # Sta

W Favorites
& Desidep
,i‘. Downloads

Sm Shek Sexipls |

Stohup Sorts for WorkFeiders

Parameters

*B9 - M& CMD, g5 Iénh Gpupdate /Force -

7. Kiém tra (Thyc hién trén may PCO5)
B1- Log on user T: nhén t hop phim & +

R, g6 lénh LustMgr.msc > OK

B3 - Quan sat thiy Group Sales nam trong '_

Local Administrator

% General ‘5

g Deseription: ;an*m_;;‘gavz
i et compterfdg
3 Membars:

¢ [Enncrnsaes

BS Nhan nit Browse va tro duong dan dén file

WorkFoIders bat f) OK 2 lan

o g (& loulUsesand Groups (Luw) Name

N T
'aj‘- o 4 hapg
S Fevories « bolders 1Ty
= sty
b Downlaads. k Desktop
K Pacenk places S -
T S

B2-0 khung bén h‘él, chon Groups -> Double

cl:ck vio Administrators

File Adtion

@a@{ S

21 Users
Pie] GIoups

;§; Backup Opmtors

B4 M¢ File Explorer - nhén vao This PC -)‘
-Quan sét thiy ¢é6 Work Folders
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B5-Mg¢ Notcpad, tao file ti.txt va huun vao
Work Folders

Share Wiewy

Home

"({:\

N

» 4 s ThSPC + WorkFolders v DulieuTi

#

“w Favorites

B Desltap -
B Downloads
5 % Recentplaces
B8 - Hép thoai => Nhén Yes

Do yuu weatit 10 allow the following pxogram 10
changes to this computer?

i Progumeime  WorkFoldes
ﬁ Yanfied publishes; Sizrosolt Windows

Em :
it {3 Show dutsity . s Ve

vin Hrags notfinsteony Sox

B16 - Ngodira, do SMB dugc enabled nén
user co thé truy cdp bang UNC '

‘ B6 - M& Control Panel, chon Work Folders

‘lavaliabis on the server

i
5 mmme Typethe nrméof 3 program, foldes, docunient, orintemet
resource, tond Windows vall open i for you. I3
 Qpens
: grm—————
Lok
z«iv - - —

¥ 1. Taskbar and Navigation @ Troubleshooting

B89 windows Defender ﬁ Windows Firewall

% Windows Update Work Folders
3

B7 - Nhén Apply Policies

117 GB

[. Sync stopped. Blacked by security policies
Ye sontinue using Work friders, one st mors of thefolloving policies must be applied.

~ Encrypd Vioik Felders
» Raguie s paysward te signin te yout BC, and ndomaticaliy intiyour serten

B9 - Dir ligu duge ddng b hoa, User Ti ngdi &
bit k¥ may ndo cling s& thay Work Folder ndy.

117 GB

svalisble on the sgrver

. e synceci 57 ,20 141156 PH
Your wotk filer were fast synced 2 & 32018 131 SsPM

] Syn: files covmr rnlered connections,
- yne et ahien P goeming

$ynt oviz meterad connections:

Askfor hadg from your organization: Emaii etk suppont

B11 - Quan sat thdy dir lidu

SRR
Home Share View

v 4 { o] \\pcm\SalesShuad‘m DulieuTi

©

2
§
]

I8 Downloads A Name
% Recent places

i
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PRINTER

CAC BUGC TRIEN KHAI

i. Local Printer

2. Network Printer

3. Map Printer

4. Phin quyén

5. Printer pooling

6. Available Time

7. Spool folder

8. Priority

9. Additiona} Driver

10. Deploy Printer

A- CHUAN B]

- M6 hinh bat lab bao gdm 2 may

+PCO1: Wmdows Server 2012 R2 DC (Domam NHATNGHE L()(,AL)
+PC02: Windows Server 2012 R2 - Join Domain

- Trén may PCO1 '

+ Tao 3 user: KTI,NS1, Ul. Tao 2 group: KeToan vi NhanSu

+ Add user KT1 vao group KeToan; add user NS1 vio gfoug NhanSu

+ Chinh Policy Log on Locally: cho phép group Users c6 qbyén log on vao PCO1 -
+Gid sir da c6 1 méy in HP c6 IP 192.168.7.150
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WM

S

B- THUC HIEN
1, Local Printer (Thyc hién trén may PCO1)

B1 - M& Control Panel =» chon Devices and
Printers

Date and Time fﬁ B4 Default Programs

4

o 4 . .
3@; Device Mamager ity Pavices and Primers

B3 - Man hinh Add Printer > Next

B4 - Chon Add a local printer or network
printer with manual settings = Next
Find a printer by other options

{: Find & printer in the ditectory, based on focation or feature

7 Sefuct & shared printer by name

Lamp!c \\:cmputtrname\pmmname or
hitp://cornpute ‘printers/print &f printer

7 Add 2 prietes using a TCPAP address or hostname

x Add 2 Bluctooth, wireless or netorst discoverable printer

i Add 2 local printer or neterork printer with manuat settings

B7 - Nhén vao nit Browse > tr dudng dén
dén thu mue driver ciia may in > OK

B8 - Chon diing model mdy in ¢iia minh >
Next

B10 - Man hinh Printer Sharing, gilt nguyén
miic dinh Share this printer so that others on
your network can find and use it <> Next

M

B2 - Nhén vio niit Add a Printer.

i @ " + l@ o M C“:

. Adds device | AdS 2 printec ||

BS - Man hinh Choose a printer port, giir
nguyén nhu mac dinh = Next

B6 - Man hinh Install the printer driver - nhin
vao nit Have Disk

install the printer driver

Choors your psmte from the §3t, Clak Winsews Updats B e mirenmdle

Te invtail the dvee frim an Imtatation €0, ¢uck Ny D
Mmuf;;nwumv - v - ; 3
" Drcthar Brattee Cotar Lrg Typed Thaus Ddives [
: Canen Erothec Coler Typs? Class Pnvw
Dﬂ Sruther Coloe Tygeed Clats Diiver

1 Eedman heda: Tompany
RBSOR

Brathes Gemenid Ipey Type) Closs Diver
iBrethe Geotric Joey Tened Shss Drivet

of Thisdrives & digitatly signed. f’w:mu;aue" §r Havelnk.

Yelme ahe S ot Somann u sgnstant

B9 - Man hinh Type a printer name, djt tén cho

‘may in = Next

Type a printer name

[ ]

Printer name i HP Laserlet PT102

B11 - Nhin Finish > Quan sét trong phén
Printers 44 xuit hién may in vira cai dt.
“ Printers 3)

Microsol XPS
Dotumant Writer |
‘] HelmersetPitnz e H B
A ticdet HP Lasaria Prefessionst PYS]
"’.\J% . . Category:. Phnte
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2. Network Printer (Thyc hién tai miy PCO1)

B1 - Mé& Control Panel > Devices and B3 - Man hinh Choose a printer port <> Chon

Printers -> nhén Add a Printer - Next . Create a new port - Chon dang Standard
TCP/IP Port - Next

B2 - Chon Add a local printer or network Choose a printer port

printer with manual seftings > Next
A printer port is a type of connection that allows your con
B4 - Khai béo cic thong sb sau ’ ' ' '
*+ Hostname or IP address: 192.168.7. 150 ) Use an existing port: T {Printer Port}

+ Port name 192.168.7.150 s ‘ § e et e whe i vt
+ B diu chon tru6e dong Query the printer % Create 2 new port:

- and automatically select the driver to use , ' v
Next Type of pert: !Standard TCP/IP Port

Type & printer hostname or 1P address

BS - Chon Custom -> Next

Devics types T i:i:é Tt sdditional port information required
1 Hortnanie or b ad-d'us: ! 152.165.7.150 The desice s notfpind on the natwork. Be sre thet:
. . 1 b Thedeior slumed on
. L Thearbeonk s sannected,
Port name:: i 1921887150 3 Thedmn‘:mpu');z‘cnlgwcd.;
4, The sddress onthe previous pageds comect.
lr} Query the printer and automatically select the drivarto use ’ ¥ yeu think the adibess it not cortect, click Bagk so retuitn 12 the previous page. Thin tenectti
add::: 0 perforn incther Search 6 the netwetk. # 20 4t sune the pddress iy comest sefest thg
rp bedow,
Dmt'lypg
36 Man hinh Install the printer driver > © Suméng.  [S1n8sz N
nhén vio nit Have Disk Wcum  [TSeing ]

B7 - Nhén vio nit Browse —) trd dudng din B8 - Chon model ‘may in ciia minh > Next
dén thu myc driver cia méy in> 0K - : :
. “ B9 - Chon Use the driver that is currently
B10 - Trong muc Printer name -» dién vio: installed (recommened) - Next

: Netw.orkPT <> Next Which version of the driver do you wadt i Use?

Yindows detected that s drivec s alteady ingtalled for this printer,

B11 - Chen Do not share this printer > Next
-> Finish

Pnnter Shaﬁng ’ I@Use&zd&mthd& y installed {s 4 ‘::
' [Q Replace the curient &i.-e}

If you want to share this printe] -
type 2 new one. The share nan : B10 - Quan sat thay may in NetworkPT vira tao.

4 Printers {4)

@ Do not share this printer

M;cmsoﬁ w5 Smgtt 1
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3. Map Printer

B1 - Trén PCO1, x62 may in NetworkPT B3 Chuot phdl vao may in> chon Connect

B2 - Qua may PC02, log on Administrator ->
Truy cép vao may PCO1.

tomse Share

4 % s Hewerk » PCOL .

& Favortes

B4 - Nhin vao niit Install driver

5 Destaop Os;m

% Dovmloads Connect,

A - N
4 Becent places Create shorteut.

Vindows needs to download and install » sobtwvare driver 7] BS - Quan sat théy di cd méy in cua PCO1
fnm the \APCHT computerte print to HP Lasedet PUIG2. KB ——

Proceed only f you trust the WPCDE computer and the
network.

O

w this 3g2in’

CTHPLaedet | Microsoft XS
: PﬂD} fggcm Docurnent Wiiter

4, Phin quyén (Thyc hién trén PCO1)

+ Ul khéng c6 quyén in

+ Group KeToan ¢6 quyéﬁ in va qudn Iy document

+ Group NhanSu cé quyén in va chi xéa dwgc document do minh tao ra

B1 - Chudt phai }én may in - Chon See B2 - Hop thoai méy in xuét hién = Vao menu
what’s printing Printer = Chon Pause Printing > Sau d6 déng
ho thozu may m lai

e

{e * T ii’ﬁ « AliC... v Devices an

o

Add 3 device  Addaprinter  Seewhat's pi

v Devices (2)

4 Printers (3)

Carcel N! Ds;cum
:s}“m% e
Use Printer Silline
o

h -
i Pauser pvmtmg on this pumu
&‘M AR e BT s

See what's printing
Set as _d_efault printer
Printing preferences
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B3 - Chudt phai lén méy in = Chon Printer
Properties

4 Printers (3) -

See what's prir;ﬁng

E HP ;:;;m ; Set as default printer
; . Printing prefersnces
Printer properties

B6 - Phén quyén group KeToan: Print
(Allow) Manage document (Allow)

Gavers | Sharrg | fory I Mvieced | Cobs Warmpenert” Scoy - Deveot Seitrgs | oot |

B4 - Tai tab Secumy = Remove cic group ngoai
tnir 2 group Administrators va Creator Owner ,
add thém 2 group KeToan va NhanSu vao

BS - Phan quyén Group NhanSu: Print (Allow)

[ Seowst { Shoorg [ Foty | Mdvaccnd ] Colr Marmgerert” Secoty Davke Seiron Thooe ]
Gooxp o ses owrees:

ALCREATOBOWHNER
Aeriredralor

2, HAATHGHE videwrs

: SJ,K‘IOAH QHATHEHDWETONR

3 110 BRATHSE BRI

i

Grinp ot user naves:
£ 8 CREATOR OWIER

§ A A
£ 5, Smioissmon DINATHGSE Avnratrrtony
52, RETOAR BRATSHEWE TON,

H 'ae,!m:s" HATNGHESEANSY;

;Pnnter Docummt View )
; Domm&m Name Status - Owner
1
ktl
;Pause
Restart
Conced .
Pieperﬁ's

B12 - Chon Cancel document clia user KTl 2>
Khéng thé thuc h:en

Porvsiws o NHAISY Hax
Pict i
Bararss Ve et e {1
Vg 13

- B7- Knem tra; Log on KT1: M& Notepad soan ndi

dung bat ki va giri 1énh in 3 lin

B8 - M& Control Panel - Devices and Printers -
Double click vao may in - Double Click See
what's printing -> Chuft phai 1én cc document
dang ¢ chon cancel dé hiy 1énh in > Hép thoai
canh bdo chon Yes > Cancel thanh cdng

B10 - Log on NS1 = Mé notepad soan ndi dung
bat kl va gm k;nh in 3 14n

B11 - M& Control Panel - Devices and Printers
-> Double click vo may in Lexmark - Double
Click See what's printing - Chudt phdi Ién cac
document dang c6 ciia user NS1 chon cancel dé -
huy lénh in -> Hdp thoai cinh bio chon Yes -

‘Cancel thanh c(‘mg

B13 - Log on Ul: M¢ Notcpad - in thir > khéng
thiy may in do khéng c6 quyen in.

m'm
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5, Printer pooling (Thyc hién trén PCO1) v
Muyc dich: .qu ra 1 printer si dung chung 2 mady in vt ly

B1 - Thuc hién cac thao téc gibng phdn 1dé B3 - Trong tab Ports - Panh dhu chon vao 2
add thém printer Lexmark trén port LPT2 muc: LPT1 vaLPT2 > Sau 46 danh diu chon
v&o 6 Enabled printer poolmg '9 OK

B2 - Trong phin Printers = Chudt phai 1én
may in HP -> Chon Printer Properties

Prind o thit, following pon{s). Dacornents vall pint o the firt free
thumd pm

6. Available Time (Thyc hién trén PCOI1)
Bl -Md phéﬂ Devices and Printers = Chudt B2 - Qua tab Advanced -> Chon Available from

phai 1&n may in HP -> Chon Printer . => Chon tir : 8:00 AM to 12:00 AM > OK
Properties. ; 3
¢
B3 - Kiém tra: PC02: Log on administrator e desrssostae
diéu chinh gidr hé théng 12 16:00 PM %, & o o (G & w (e 5l

B4 - Log on KT1: M& notepad > in thu >
khéng thé in duge

7. Spool folder (Thyc hién tai PCOT)

Muc dich: Thay déi noi luu cdc print job~

Bl - Trong phin Devices and Printers - Chon B2 - Qua tab Advanced > 46i dudng dén
may in bat ki = chon Print server propemes “Spool folder™ > “C:\PRINTERS” -» OK
: 5o >Yes ‘

- 3 i‘i& « AlC.. b Devices and Prin,..

Addadevice Addaprinter  Seewhat's printing | Print server propedies

‘ f: { Forms | Ports ;{Secwﬁy

B3 - Kiém tra: Trongé C: c6 thu myc Printers 1K EEE

-> Quan sét noi chira prmt _]Ob | Peol

tomx e Vi ‘

1| Spool folder ‘ CAPRINTERS

- 2L TBPC s joct Dk ICy o PRMTERS
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8. Priority (Thuc hién tai PCO1)

- B1 - Thye hu;n gnong> phén 1 dé tao 1 printer
méi dat tén la Vip

B2 - Tai myc Printers - Chudt phai lén
Printer VIP -> Chon Printer Properties

B4 - Qua tab Advanced -> Trong phin
Prlonly > dxen sé 2 ~) OK

General { Sharing I Ponsw} Advamed

0/ Abways available

) Available from

Priority: 2

9. Additional Driver
PCOI: Add Ihém_ driver dénh cho Windows 8

B1 - M& Devices and Printers = Chudt phai
1én mdy in HP > chon Printer Properties

4 Printers (3)

Tt e

i E —

- See what's printing
' . ; Set as default printer

i PHO2. e
i e ; Printing preferences

1 Printer propeties

| Cragte shorteut

Phién Ban Thir Nghiem Lu'u Hanh N

- KeToan

B3 - Trong tab seéur,{ty phan quyén cho group

Gl | Sar Tty adyaond | G
G ox et rarnes

][R CrE0nomnER

£ KETON BEHANGHERE TOAN

Possasoira for RETAN
Pory

Moriage i ot
Hanage docusrwrnss
Soecid pessysiong.

BZ Qua tab Sharing = Nhén vao nit Additional
Drivers

Davers
{f this printer is shared with users tunning different versions of
Windows, you may want t¢ install adgitional drivers, so that the
users do not have to find the print driver when they connectto the

shased printer,
Additional Drivers...

B3 - Danh déu chon vio 6 x86 dé add them phﬁn
drxver cho Windows 8 -3 OK :

) Yois wn install cd(ﬁhonal dmtnrs »ﬁm users on thefoaewsng ystesns can
7 them ically when they

Processor ~ Type Instalied
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10. Deploy Printer (Thuc hién tai PCO1)

4

Microsolt Partner

.+ Learmng

B1 - M& Server Manager-—> Menu Manage B2 - Cic budc diu tidn, nhén Next theo mic dinh
-> Man hinh Server Roles - Chon Print and

~>» Add Roles and Features

B3 - Chon Add Features > Next theo méc

dinh

B4 - Man hinh Role Services > danh déu
chon vao Print Server - Next

Role services

{7} Distributad Scan Server
{77 internel Printing
{71 LPD Sewvice

B5 - Man hinh Confirmation -> Dénh déu
chon vao 6 Restart the destmatton server
avtomatically if required > Nhfn Install =4

Close

B6 - M& Server Manager - menu Tools >~

Print Management

B8 -  muc GPO Name -> Nhin Browse

B9 Chen Default Domam POllC)’ -9 OK

Domains/OUs %5 Siles i Al

Lookin: |5 NHATNGHE LOCAL

Domaing, OUs and inked Group Policy Oﬁec‘tl

Name

il Domain Poley

@ Dowmain CondroBers NHATNGHE LOCAL

B11 - Man hinh canh béo chon OK

B12 - Kiém tra: Trén méy PC02: log on
Administrator > x6a cdc may in dd cai dit

~» Restart lai may

OO S

Document Services

otes

&ztive Directaey Federation Sarvices
dve Directory Lightanight Dirartey Senicey
st Directory Rights Managermeas Servizer

e ang Storage Sendces & of 12 wnalied)
3 Hypary

73 fiemote Desionp Sevaeas

Lot

B7 - Bung muc Print Servers = PCO1 > Printers
- Khung bén phai chudt phai vao may in HP >
chon Deploy with Group Policy

B Rringhanegement Pinter Nenee CueneStebwr  Jobatn.. Servetd
b % Cotembiten ey Ready kg PO Zioe
4 T Punt Seriess aSnagh 1t fieacy ¢ P03 fior
4 B vl fiecdy Wabictasch 195 Riise  Heady v PCBY Do
3 ., Dikven:
Ty e _Orm Pﬂn‘«(}vwc«
b % Poa © Resurne Srining
i Printers T Cumdalikh:
3 me Ceployed Fpmten 3
L GitinDirsctos
| Deploy watn Group Beliey-
i U Seyboning Delaulte..

B10 - Panh d4u chon trude 6 The computers that
the GPO applies to (per machmc:) => Chon Add =

& | wcoive memoz

Group Policy Object

GPO vame:

| Defandt Domain Polkcy

Deploy Hhis printer convmection to $he folovdng:

The Users that tis GRO sophkes 1o (er uses)
Wi The computers that this G0 apples to {pes machine)

B13 - Vio lai phin Printers -> Quan sat thiy ¢6

méy in HP 84 dugc cai ddt lai

L
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| MONITORING .
CAC BUGC TRIEN KHAI | » |
1. Tao Data Collector Set ‘
2. Lp lich chay Data Collector Set | :
A- CHUAN B] ,
M6 hinh bai lab bao gdm 1 may Windows Server 2012 R2 |
- Tét User Account Control ‘
- Log on Administrator ’ 4
B- THU'C HIEN | |
1. Tao Data Collector Set o |

B1 - M6 Server Manager <Y menu Tools > B2 - Chudt phai 1én User Defined - New - Data

chon Performance Monitor Collector Set . -
&5 Perfermance Name
TR PRTON . 2 {3 Manitoting Yool - WSuyaMamguPeﬁmmceM

B3 - Dit tén 1a NhatNghe - Chon Create " Purtomance Mortr
manually (Advanced) ~> Next _ 4 I Data Collector Ses

Jow woild vou i N e . b L4 User Defined |
Hosy wouid you like 1o create this ew cota colledtor st b ey ,; Data Collector Sat |

N . o : v | 4

- T3, Stertup Bve
[Fraisigee i b " Repotts e . New Window fromi Here

7 Coeste teom 2 tymphele Pecrewaenied

B4 - Chon Create data logs -> Dénh diu chon vao
2 & Performance counter va System Configuration
Information > Next

& Onxte oaony davaming

BS -Nhin nit Add - What type of data do you want to include’]
. X . . | & ootz smatogn
B6 - Bung phén Processor = Chon % T ——
DOltventiace sita ..
Processor Time = Add _ o Doramrotss st
Avalabié: conters B TN
Sedact countess from computar: O
[<toce somprter> TV [voweni] B7 - Bung phdn Memory -» Chon Pages/sec >
S - Ad
%C1Tie : : ":.,:.‘m:..mux -
%g;ﬁz B (e amins o Wt ’ |
%3 Ye § . % -~ H
8 DPC Time ‘.?.:.‘ ’ g Temc A e Sasdby Cache Uitene. 5) . ;
ke g = e
% Interpt Trne  Poos Reacihac 5
PreProcessa T Tv 2 -
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B8 — Bung phin Physical Disk -» Chon % B9 - Bung phin Network Interface > Chon Bytes
Disk Time va Avg. Disk Queu Length > Total/sec > Add

e e

Add ] ’ | Avastaoble counters
Select counters from cormputes:
Phyricalisk ~ [ <ol compurters ! [ Bowstoon,
% Disk Read Time i " o
% Dick Thne . i Netogon vt
%% Disk Write Teme i Hetwork Adspier v
% Ide T | ) 1 Networkintefface - i
aug, Disk BytesRead %m%@zﬂ]m ? :
Avp. Disk Bytes/Transfe Bytes Sentfsec H
Avgy Disk BytesArite } Bytes Total) 1
Ave Dick Orasiis Lanoth Q"’MM"% . .
| Offioaded Comnectons K%
Avatable counters
X .2 . -
Select bt rom computess B10 - Kiem tra cic counter dd Add > OK -
{ Qo computer> vi[ Bome., Nhan Next -> Next
‘ o Disk Write Torm -~ | g»@x 2
i % e Time
| g, o Byteseod Which performance counters would you like to icg? 4
| Aug. Disk Bstesfiranster . ' |
i Bug. Dk Bytesfyinte : : B Y e s :
Avg, Disk Queus Length 1 i f v
‘ o, Cisk Resst Ghise Length I ; m:«:ﬁxxﬁf‘wﬂu Totstises
e v : SPryBQICHR_TeTr Dk Time
oyl Totaivg. Bisk Quene Leagth !
. ;'homwr’dmaw& frocessor Sime P
. B11 - Chon Browse > Make New Folder > | :
Monitoring -) OK 2 Next TR wrrrreraca— i
- L atiple interval 3%
- s 51 [Seconds )
Lo , ,
Where wauld vou like the data 1 be saved? [ [ het }{ Fino Concd
hoor iesctory. o % . .
[Eemmsiog , il Brewiee: } ! B12 - Nhan Finish
1 Twga 1 fwwb 1 c..wx'§§ i .
- £ B13 - Chudt phai 1én Data Collector Nhat Nghe
. - ) . viratao ~> Start
B14 - Sau khi Start khoang 5 phiit = Chuét © Fle Acion View Window |
phai chon Stop ;]
AaFde Achon View @@i%m%. L.’ﬁ’il
- S Performance
g f""""?”‘f 2 g% Monitoring Tools
4 s Monitoring Tools i Pest Monit
il Peformance Monitor - ormance Monior
| 473 Data Collector Sets 4 i3 Data Collector Sets
4 “&XU'.e:sz_;gg?w‘ ' A i?% User Defined
W Cm e Set. » ]7&’5 l‘ll’wti’*lghﬁi
Stop ? Server Ma
i Save Template.
& .'Q’!i I!!“l‘igﬂ]‘]
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. B]S - M()' Report 9 User Deﬁned 9 . i G ileb ]‘
NhatNghe = 0001 : Quari sat c4c chi s5 da : ’
duge hau lai cia Processor, Memory,
Physical Harkdisk, Network Interface "75?,'?«»«»-* =
b |
gt °
2. Lip lich chay Data Collector Set ’
B1 - Md theo dudng din Data Collector Sets B2 - Qua tab Schedu]e > nhan niit Add
> User Defined = Chugt phai vio NhatNghe [ <N ,
‘) Pf()pemcs .&mim*m!s‘sm;mcm[rm :
5 Stat Dam Begrorg B
& Prtsmmance
< Maskcting Yokt
| W Pedormencethonder
o Date Cobucton Sane
» gsgsim-
B Brt toceld
&, S0aup St
3 EP#‘M
¥ Machocdes savtiod

&m daat
{ 222014

[Zipiration date:
L‘(’r??,}}14

RSB N e ey

i o o e e O e e e ——————
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| BACKUP & SHADOW COPY
CAC BUGC TRIEN KHAI .

1. Cai dai Windows Server Backup |

2. Backup - Recovery File

3. Backup — Recovery System State

4, Lip lich backup

5. Shadow Copy

A- CHUAN Bl

Mb hinh bai lab bao gdm 2 may:

+ PCO1: Windows Server 2012 R2 — DC (Domain: NHATNGHE.LOCAL)
+PC03: Windows Scrvér 2012 R2 _

- PCO1: Tao thu myc C:\DATA. Trong DATA tao 2 file: DATALTXT va DATA2.TXT

i MR

Home Share View

v % {5 capaty vl G| | Searcn DT

e . Name Date rocdified Type .
W Favorites i i)

ES Desktop LI DATAT 302372514108 B
& Downloads i) DATA2 ‘ 2014 10T P
¥ Recent places '

& This PC

S R R S R S R SR R N

& Network

2items :
R B D S e D S e R S e S STy, 4

R

. PCOI: Tao user Ul/password: 123
- PCO3: Tao 2 thu muc Backup va BackupSystem trong & C:, Share full ¢4 2 thu muc

o S eSS e R T e T e T e e e et e
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‘M -
B- THU'C HIEN | ,

1. Cai a3t Windows Server Backup (Thuc hién trén may PC01) ~ .

B1 - M& Server Manager - Menu Manage B2 - Céc budc diu tién nhin Next theo mic
~» Add Roles and Features dinh. Man hinh Features -» danh dau chon vao 6
Windows Server Backup - Next - Install >

Close
[Features

C] Wmdsws ldcrtsty z'-o.srdntmr 33
3 Windous Intecnal Detabase
5 8 Windows PowerShel (2 of & installed}
T} Windows Protess Adtivation Senice
‘ {7 Windows Search Senvice
BT windows Server wm
3 Windows Server Migration Toois
{1 vhndows Stsngards-Based Storsge Manapzmant
{73 Windows TIFF Fitter
{3 WinRI IS Extension
73 WiNS Sarver
£ whrstass LAN Senies
WL Suppan Tegaied
{73 XPS Viewer

5

s
-

2. Backup - Recovery File (Thuc hién trén may PCO1)
a. Backup File

B1 - M¢ Server Manager - menu Tools B3 - Chon Different options = Next
- chon Wmdows Server Backup ' '

Creste 2 backup now usings

B2 - Menu Actmn > chon Backup Once | ™~ Stheduled bachup sptions
e R ] . Choose this opbon if you have created a schaduled backup
and want to use the same settings for this backup,

@ Different options
; : _.Choose this option if you hove not created a scheduled backup
. @ 4 B"d‘“P Schedule.., - orto specify a location or items for this backup that are
& W Backup Once.. v different from the scheduled backup, :
1 §§; * i Recover.., To continue, dlick Net.
. B3 - Chon Custom -> Next B4 - Nhin vao nit Add Items

3
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BS Chon vao thu myc DATA - OK 9

1 pATA2D¢

B7 - O muc Backup Destination - chon é

E: = Next

Iateet & wolume o stoce the hathnp, An etenal Sirk siached toihi compute is Jated
prs £ volume.

B6 - Chon Local drives = Next
Choose the type of storage for the backup:

@ Local drives
Example: local disk {D:), DVD drive ()

{r Remote shared folder
Example: \\MyFileServer\SharedFolderName

B8 - Man hmh (,onﬁrmatxon - nhén Backu v

i acksp destinttion foroam @y ~
1otat space.in bechup destinafinn 1EHGE
7re space in Brchug Jestiodinn 7 %3404

k Sg-uly bmmmt;r-

&é‘ Confirmation
ol
L Sackup Dyl Bbathsp of the ents bdar v 50 be condted wed st by tha tpaciied
. e Suaticrgnon,
Searifecivg Sunfigurs
Sudect Rem e Brekum $3¢ eclutied Hoae
Bectun detiestion GGG

B9 - Backu thén}_} Qg”)n -> Clpse

S Loagimed

Ser i

fudoy st
fwstdens (18

Srmpiisd.

b. Recovery File
B1 - X6a th myuc C\DATA

B2 - M& Windows Server Backup => Menu

Action -? Recover
File |/ Action | View Help
@ & ; Backup Schedule...
X . Backup Once..,
%I Recover,.
; 3 Confiqure Performance

Acvencofvpbony VS Cags Bedag

B3 - Chon This server (PC01) - Next

You can use this wizard to recover files, applications, volures, or the systen
state from 2 backup that was created earlier.

Where is the hackup stored that you want to use for the recovery?

@ This server (PCOT)

(O Abackup stored on anothe location

B4 - Man hinh Select Backup Date, chon thai
gian d backup - Next

Litat pdeerchay  AR2NE Kt PR
Hewest aordeble backps  SR2201 LI MM

doeiabie baclaips -
Wmmdab&mamwmw a%m:«mr«ws‘mm\a&

- t»dqam AR
AR T few 9
S Bon Tt el Thw Fn S} o rrrnd
1.1 3 4 5 loutn T )
6 7 3 3w ouon R
TR E RN I Ruwabi cobor
®» sR0D & &5 Rreovenblenims Lol RTS8
FA ]
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BS - Chon Files and Folders > Next- B6 - Chon & dia C: -> Next
» What do you went fo regever? : Browse thetree i Available Aeras to find the files o+ (oidess that you want 16 rcover. Click an em
B Fites an foiders mmtmmundu&meumﬂmtﬂwwy
Youcan biowie volumes included in this backup and sefect files-and tofdes. buslbledoms hems te secoven
X - Dty Modfied
: . , RIS Jcockt ek o5 Jonia A28
B7 - Chon Another location <» Browse dén | *1doe® ; ‘
thu muc muén khoi phuc - Next
’ Recovery destination . ’

{3 Orginalloration

BS - Nhén nit Recover dé khéi phuc - Close

& Ancther lpcstion

) [ Bowse JI| B9- Kiém tra: PCO1 mao C: quan sat thu muc
1| DATA da duge phyc hdi.

3. Backup- Recovery SystemState

a. Backup SySt'emState.
B1-Md Wmdow Server Backup 4 Menu v B2 Chon Different optlons 2 Next
Action = Backup Once - ' : Creite 2 backup now using:
File | ' o i Brhsiated ket
p o el R Choose this option :fyeu have ceasted & scheduled backup
@ q Backup Schedyle., | - : andwant o use the same settings for this backup,.
% Wzl . Backup Once,.. - : . §'® Different options -
. - -Cheose this option if you have not created 2 scheduled backup
r%g Recover. v : : . or to spetify a location or items for this backup that are
. R B different from the scheduled backup, .
B3 - Chon Custom -> Next _ - « .. .
Véhat type of configuration do you wantta schedule? B4 - Nhén vao niit Add ltems

G Full serves (recommended) : .
}want to back up all my server datz, applicetions snd system state. BS - Ch()ﬂ System state = OK = Next

Backup size: 0,58 6B v - {183 Bere matal recovery
& Custom e System state
Pwvant to choose custom volumes, files for backup, 33 [3@ System Resarved
~ @rD:a BACKUP (£
B6 - Chon Local drives - Next L tl

Ch \
oosethe type of storage for the backup: B7- 0 muyc Backup Destination > chon & 6B >

® Local drives Next
Example: locat disk (D), DVD drive () Saect a vorome o sore the backup. An stemal disk attached to this (ompm! 15 listed
tiz] vo;ume. . )
O ‘!::qt‘ sharedfolder . Backup destingtion: ' [BACXUP © v
. : R m??e \\W"Mﬁ'mgdfowaﬂamg Totl space in backup destiostion: e &8
‘ ' Fiee space in backup destination: - 49268
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BS - thn Backup > Sau khi backup thanh
cong, nhin Close

:? Canfirmation

Fxchup Dptivem A Batkup ¥ i deimg inthove »A e e crested ang 7aed W ha speind
. Sesnarton.

Saet Bk Lenfiguarsl..

Sabers hopw fr Buthesy Fite vackalnd Kooy~

Sposify Datomion Ty mu,;wwa.w Ber

< P Y85 Capy Backogs

Becog eem

b. Recovery System State

B1 - PCO1 : x6a user U1 B2 - Khéi ddng lai may , nhén F8 lién tuc = Tal
mén hinh Boot Option = Chon D:rectory
Servxces Repaxr Mode

B3 - Log on bing account Local
Administrator (Luu y: khéng log on bing ti

khoan Domain\Administrator)
.. i Other usar

B4 - M& Windows Server Backup = Menu
Actmn -% Recovcr

e 6 Backup Schedule., B5 - Chon This server (PC01) - Next

g Back o . - o
B ZECP Once You can use this wizard to recover fifes, applications, vol oF the Lyt
%; i Recover.., state from 3 backup that was aested earlier,
3 B
. § i _C?ﬂf lgurePufcrmance 545’“9"5-' Whese it the backup stored that you want to use for the recoveny?
I L Help & This server (PCBY)
3 Abackup stored on anothes location

B6 - Man hinh Select Backup Date, chon thoi

gian 2 backup > Next. B7 - Chon System State > Next
BS - Hop thoai canh bdo -> nhén OK o

You ton browse volumes inchided in thir uchup snd select files and fcldars.

B9 - Cac bude cdn lai nhin Next theo mic : :
dinh. Man hinh Confirmation - Recover =2 |5 voue :
YGS .; Restart Youxm:mnnmmﬁuwﬁmr,mhmugmﬂu«dm&

v spedasiands Bt ot ropis o T ven bodrun

B10 - Kiém tra: Account Ul dd dugc khoi | smmses

You cenrestute just the syt stite,
phuc, :
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4. Lip Lich Backup
B1 - M& Windows Server Backup = menu B2 - Man hinh Select Backup Coﬁﬁguration,

Action = Backup Schedule _ chon Custom - Next
File _ View Hg)p What type of configustion do you want to schedule?

T = R 7 Full server frecommended)’

%@ B““UP S:hedule " Iwant to backup all my server data, applicationz and system stats,
: g& “i Cd Backup Qnce,., Backup size: 19,07 GB

: & Custom :

B3 - Nhén Add Items chon df')i mqng muén " fwantto choose custom volumes, files for backup.
tu dong backup, VD: Systcm State > OK =
Next

B4 - Chon Iya thoi gian tu ddng backup -> Next

B5 - Chon Backup to a hard disk that is
dedicated for backups > Next

Whare 85 500 wark 20 o the backups?

B6 - Nhén Show All Available Disks > Chon
dia muén luu file backup > OK -> Next > Yes

R Barkup 6 ahaed gk thatis dedicured foe backups Gacsmmented; = Sefect one of more disks fo stere your ha:kup;, You eanuse muhp!z Bachoup disks ¥
:?::mwwwmm 1y 1 staee ackupy. The bnd dusk that you e you want 4o store disks Mfm
Imatted and then Sedicated b only Rere hretups.
u i Lypigble ks
< Backup Yo wvekere f : o e st s o
e N i . ¥; i ),
Lhease thit spnion ¥ yeu cannck didicate sn stire dirkedor bickaps, Hete thatthe B E:* e Saz: U’td ?pxu ehamns i D 1
pertoamance of thevolume mey be tedhiced by up to ¥ peisent while b6 ksed gé”,,ﬂ VinualHD .. 1270068 90768 B |
wmnhdmp:.%mommmd(hﬂmdanalﬁencﬁmméaue:m- .

B7- Lap l;ch backup thénh cbng > Fxmsh -

i
i
|
!
i
§
{
H

I St A4 Bl Dids.. ]

o whedd,
S hadup Condogre,.  Rackup emes: o
Swlact s For Eacdioy Havdsied " Nom
Sprity Bociup Tima Adacdopean S Ceprieve
* ion 25 g $ess -
‘SolartPasomeion Dick, e Aeha Sy toed sy
+ L IPNTE Lo I L
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5. Shadow Copy (Thuc hién trén PCO01)

B1 - Ta0 folder C:\ Data & Share everyone allow B3 - Qua tab Shadow Copies -» Chon Enable
full control > Yes

B2 - M File Explorer -> Chut phivao § C: > |- — e e
chon Properties T Shadon Copes | Pm.::\’em::wg ] ;::?

Shadow copizs skow wsers 10 view the corfents of shared foiders
at the corlenis existed & previous pomts intime. For infommation on
Shaudow Coples. ghok b,

B4 Trén P(,03_vtruy cé vao thu muc Data

Salezt 2 volume:
Vo:ana Next Bon Trne. Shares

3 Teed plet

x %
3 tmed  thimaices

B3 - Tao file T1.txt ndi dung “111” - Save > ‘
Déng file. B6 - Trén PCO1, mé File Explorer > Chudt

phai Ién C: > Properties.

B7 - Qua tab Shadow Copies > nhén Create

BS - Trén PCO3, truy cép vio thr muc Data va Siados dooies M‘@mm&,m@% sndiien
them véo file T1.txt ndi dung #222” > Save = e D ed 8 poows posis e s voaton o0

Select £ vokume:
Vokang

GHOATNE. Disatied
LETW

B9 - Trén PCO03: Truy cip vao thu myc Data va )

thém vio file T1.txt ndi dung “333” - Save >  B10- Trén PCO1: Chudt phai véo 6 C: =2
Properties > Qua tab Shadow Copies ->

: , Chon Create Now dé tao thém nhiéu Shadow
Fle Edt Fomst View Help T Copies.
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B11- Quan sit thdy cac Shadow Copxes ditao > B12 - Trén PCO3 -> Properties file T1.txt
OK b

Shadow copies of selected vokane .+ - B13 - Qua tab Previous Versions - Thiy c6
A28 302 PM céc File version. Mudn khoi phuc lai version
R | Dresities o nio, nhén chon véo version 46 = nhén nat
472272018 250 PM Restore
HNeme Dateme 5‘E'fxed
B14 - Bén canh d6 Shadows copies con ¢d kha « Today 2)

ndng backup “OPEN FILE". Trén PCO3, m¢ file z By
T A .

BIS - Trén PCO1: Backup folder DATA bing
cach m¢ chuong trinh Windows Server
'Backup = Action > Backup One.

- B16 - Cic bude dau tién nhin Next theo mic dinh

~> Man hinh Select Backup Configuration > B17 - Chon Add Items > Péanh dAu chon vao .

Chon Custom~> Next. DATA -> OK > Next
" BIS- Chon Remote Shared folder > Next - B19 - Location nhép: WPC03\Backup > . .
Choose the type of storage for the backupi Next.
C : Location:
L Local drives ]
| . WPCOR hackup
- Example: focat disk (D), OVD drive (& } .
ittt e Example:\\MyFiIeSm'uXSbarcholdeName

'8 Remote shared folder
Exsmple: \syFileServenSharedFolderName

B20 - Nhip vao username: Admmlstrator va.
password cia PCO3

B21 - Nhén Backup > Close
B23 - Mo chuang trinh Windows Server
B22 - Trén PCO1: Restore dif liéu backup vio &  Backup - Action - Recover
C
B25- Chgn Remate shared folder - Next.
gz; ef;hon A backup stored on another location Whatis the location type where # g'back up is stored?

You can use this wizard o secover files, appbcmons volumes, of the system ] Q tocal drives

state from 2 backup that .
g Tatwes created earler. Bample: local disk (03, DVD drve (EJ

Whem isthe backinp stored that youwant to use for the :ecmrery?

0 Thrsxewu(?tﬁ!) A T ® Remotesharcd foldef

® A bmmp stored on Aot Tocation ! ' Examp!e: \\MyFileServer\SharedFoldchame

. o : _y : , -
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b
LR N
o

B26 - Nhip vio dudmg dan: \pc03\backup ->

¥ 2 A . X .
© B27 - Céc budc con lai nhan Next theo dinh. P
Next. " Man hinh Select Items to Recover -3 ¢hon
Type the Universsl Naming Convention (UNC) path Data = Next.
backup that you want to use ;m“:rﬂubee::;;‘mh& u:u Et;l"n;duvgﬁm o foklers Uut yow wantte romas. Chek 1o item ¢
f\\p:ﬁ?&bach:p § et o un lmelvx et 1OV, ,.
g Evaitetle $eme et rexoven |
Example: \WMyFileServerSharedFoldeName = {g per j HI" Tate Moiied ;
&4 docs ahicy o 0439, T
- RE: (5207 i
B28 - Muc Recover destination > Chon Browse
> trd v 5 C: > Next. B29 - Chon Recover

Recovery destination

@ Another location

oY

: Fie Edit Foimst Yiew Hep
i

4113
4 222

1 333

* Nhan xét: Co thé thdy ring trong théi diém backup dién ra, dit file T1.1xt dang duge mo (open

Jile) nlueng chwong irinh backup dd hw déng backup phzen bdan mé&i nhdt trong cdc previous
- version.
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HYPER-V

CAC BUGC TRIEN KHAI

1. Cai dit Hyper-V

2. Khéo sat Hyper-V

a. Tao Switch do (Virtual Switch)

b. Tao dia cling a0 (Virtual Hard Disk) -

¢. Xem théng tin dia citng do (Inspect Disk)
d. Chinh sira dia clnig a0 |
e. Tao-may 4o (Virtual Machine)

f. Tao f)ifTrerencing Disk _

& Tao Snapshot (Backup trang thai may 40)
h. Khéi phyc Snapshot (Restore méy 40)

A- CHUAN BI |

M hinh bai lab bao gdm 1 may Windows Server 2012 R2 Stand Alone

B- THUC HIEN
1. Cai dit Hyper-V

B1 - Trén Server Manager, vdo menu
Manage, chon Add Roles and Features

B2 - Céc budre tidp theo nhén Next theo mic
dinh. Mén hinh Server Roles -> danh d4u
chon vio Hyper-V.

23 Mr Dovciny Tonton Sivoarn,

£ eter Boriteoy Juewn berciees

v Ponor; trbrivion Senaan

tne Doty LavLoeigh2 Disyo sy $aevicn,

1.3 O Bl e asoed Beromms
* L bt ae Dot Sy,

L temes dexen

LT3 Senais Dasviss Secoom,

B3 - Nhin Add Features - Next - Next. Cac
bude con lai nhén Next theo mic dinh.

B4 - Man hinh Confirm Installation Selections ~>
d4nh diu chon vao & Restart the destination
server automatically if required -> Install > Yes

* BS - Qué trinh cai &4t s& din ra. Sau khi cai xong

kiém tra s& thiy Role Hyper—V
B ﬁzshbcard
¥ toow Semver
. m&m ;
¥ file and Siorage Senwtes B -
B Hypeev

A A

Phién Ban Thiy Nghiém - Luu Hanh Nb6i B3 127




TRUNG TAM PAO TAO CNTT NHAT NGHE .

,?4&4}.?:}% pOI TAC BAO TAO CUA MICROSOFT TAI VIET NAM i
£ & 105 Ba Huyén Thanh Quan, Quan 3, TP.HCM Microsoft Partner
w5 Leaming

;q““H"”gT““gG"'H”E*“ Tel: 08,39322.735 ~ 0913.735.906
T Website; www.nhatnghe.com

2. Khio sat Hyper -V

- Mdy dwoc cai dét Hyper-V goi la Host Hyper V.

- Virtual Switch ciia Hyper-V goi la Switch éo, bin than }néy Host c6 thé dim nhdn vai tré
Switch do. '

a: Tao Switch 4o (Virtual Switch)

B1 - Mé& Hyper-V Manager > O khung B2 - Dé tao Switch 30 > nhin véo Create Virtual

Actions nam & goc phai = nhan vio muc - Switch.
Virtual Switch Manager. B Geate v svitch
Actions
New i i
& Import Virtual Machine.,, e e
7 Hyper-V Settings... ‘ T
&1 Virtual Switch Manager... B3-O m'uc' Connection type, chon dang Virtual
e Switch muén tao = O Na 3t té
o Yirtusl SAN Manager. i L ) ml:m me, 4t tén cho
s Switch cia minh. VD: Private Network.
§i Edit Disk... i Ve Sach Frepb bn
AL Inspect Disk... st _
- Forvaetienaci i N i
B4 - Tuong tu tao thém Internal Network va e+ e o e e
- External Network. ' :
i ,:
Leemmine ]
TVNaT 25 o et © Loedt th Yol sveldn In?
£ Ertemit nebootls
$ Migroatngbiod.
& Private etk

S S S U S T,
e e T T P e e e e ]
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b. To dia cimg 30 (Virtual Hard Disk)

Bia cimg do (Virtual Hard Disk): Ia file ¢6 dubi *.vhd (trén Windows Server 2008) hodc * vhdx

(chi cé trén Windows Server 201 2).

" Bl - Tao folder C:\VM, sau d6 1dn luot tao
thém cic thy myuc VM1, VM2, VM3 trong -
CAVM

B2 - Quay lai Hyper-V Manager, chudt phai lén
~tén mdy tinh -> chon New - chon Hard
Disk...

&le ﬁ%nms Vxew Help

B3- Mém hinh Choose Disk Format = VHD.
~» Next

AL formas o ymu v 0 e ot the stsathard dsk?
ERT
Scppaets vrtual havd Geks tn T 2,640 68 sz,
m&nrmuwﬁawbﬂm 20 sesbent b tomistency swes $hatl owdnt otzie]

fron; priaver faivres. Thic Fomat is 002 240006 ind ) operatia systems excke: Bt Wekns
Sarve 00

B4 - Man hinh Choose Disk Type - chen
Dynamically expanding -> Next

erwal Machme...
Impent “m'!? H&Chme " Hard Disk...
Hyper -¥ Settings.. Floppy Dtk

B5- Mém hinh Specify Name and Location, &
muyc Name -> dit tén cho & cimg la
Base2012.vhd.

* B6 - Tiép theo & muc Location = nhén Browse
> trd dudng din dén thu myc C:\VM\ dé lwu &
ciing 4o

Sty Serame oo boehon of the vrbisi hord dih e,
Hoe: B annond }

Mosator {om ] meowsel

B8 - Mén hinh Completing the New Virtual
Hard Disk Wizard -> kiém tra lai théng tin vé
dia cimg 40 -> nhén Finish. :

Fhat type of Vil haed ddk €0 v vl €0 reaisf
23 borndsize
T type of Ak peoviches D £ 3 savuxrmm
Mkvﬁsvfdﬁ(lﬁ'd’ he hepatatie
¥ty ord ok ndd«sm!dmﬁmd&biﬁ*&dwd&i .
& Dyanicaty expandog :
thnf&dmﬁhbem:udnhm BRrage gt g i veconrvendes for sarvers
’gﬁamw(nmmﬁm wuwmm«kum * oot it wad
Shnges as datats 5300,
£3 thecercry
Yo tpeof e isodi i kTSt o
mw«t‘mmmwmuumfmmmmummgnhwm
dd,n!wmmvmﬁ‘rdmeﬂg Al

muuwm M

BY - Man hinh Configure Disk > chon Create
a new blank virtual hard disk. 0 myc Size >
nhip vao dung luong dia cing do > Next

Microsoft Partner

ou cani treate. a blsok sirhsaf hard disk or croy the rontents of 2n existing physical sk,
) Creale a nesy blank vichasd hard ek
sze: [ R 65 s 2,046 68)
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¢. Xem thong tin dia cirng 4o (Inspect Disk)

B1 - Sau khi tao xong, d& xem théng tindia  B2- Tiép theo trd dudng din dén dia cimg do
cimg a0, trong cira s6 Hyper-V Manager = ¢ ma ban mudn xem thong tin. Chuong trinh s&

khung Action nim & goc phai = nhén vao hién thi thdng tin chi tiét vé dia nhu:
muyc Inspect Disk, . .
"Actions + Format: Dinh dang dia clmg do: vhd hay vhdx

5 | _ + Type: Loai dia cling d0: Dynamically
New expanding, Differencing hay Fixed Size

. Imiport Virtual Machine.. . . g o . .
P + Location: Noi chira dia cling d0

2 Hyper-¥ Settings...

B3 Virtual Switch Manzger.. + Current File Size: Kich thudc dung lugng dia

e Virtual SAN Manager... hién tai
o Edit Dick.. + Maximum Disk Size: Dung lrgng t6i da ciia
& Inspect Disk... _ dia

d. Chinh sira dia cirng d0

B1 - Dé chinh sira dia cing do, trong clra s& B2 - Man hinh Locate Virtual Hard Disk, & muc
Hyper-V Manager -> & khung Action nidm  Location > nhin nit Browse = trd dudng din dén

& g6e phai - nhan vao myc Edit Disk. dia clmg ao mudn chinh sira - nhéan Next.
Actions ' Where 15 the vrasalhard 4ok fit ocated?
tocsteon: [CAMBae22 v i beowse.. |
b LR aG & Oowmawwmﬂwmmwmwwnm it has snapshots, has
e enatled, ot St & than of Sffecencrg v haal hard dsks. omm,m
New > Soss Iy kel to ocox,

;@ Import Virtual Machine..,

o B3 - Man hinh Choose Action > Chon Convert >
72 Hyper-V Settings..

Y Finish
T4 Virtual Switch Manager., St do oy g ey 857
i Virtual SAN Manager... O ot
mmmhﬁemmwumwmmwwwmfhmm
w4 EditDisk.. dkrensing e same
& Congery
@ inspect Disk... . 04 oohen o v dokiby sy e contents b 8 e st P G The
rew Wiual hard dakcan use » dfferent type and foemat than um«wmau
{3 st
This option expands the capadty of the virbusl haed dsk:,

+ Compact: Ting ving tréng con lai trén dia, khong thay d6i dung lugng tbi da. VD: Dxa tbi da
127 GB, di ding 100 GB, nhu vy ving tréng con 27GB. Chirc ning Compact 1a né s& sip xép
dia (defragment disk) & ving d4 ding (100 GB) dé tang dung luong cho ving tréng (27 GB)
Pay dugce goi Ja chirc ning chéng phén manh trén dia cing Ao,

M
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+ Convert: Dé chuyén dox qua lai glua dinh dang vhd va vhdx. Chirang trinh s& tao ra 1 file méi
v&i dinh dang ma ban mubn chuyén d6i (khong x6a file ci).

k4

. + Expand: Néi rong dung hrong t6i da ciia dia clrng A0,
¢ Tao miy 3o (Virtﬁal Machine)
Chudn bj: Sile ISO cai dat Windows Server 2012

B1 - Chuft phai 1én Host > chon New -> chon B2 - Man hinh Specify Name and Location, &
Virtual Machine. ., muc Name =>dat tén cho may o clia minh:
Windows Server 2012-1 - Panh diu chon vao
8 Store the virtual machine.in a different
e location > Nhin nit Browse va trd duong din
“import Vsl Machine.. " Hard Dk dén CAVMIVMI = Next.

S v‘.m - ‘ Flospy Didk P v ,_m" o At

#5 Hypor ¥ Mamager

¥ Marcoms, ve ht;wmnwmmmm
i&mwumnm“ ich 24t e of the guest decatng Sysiem o srotkoad.

te: [orrdors Servwr 20133 i

B3 - Man hinh Assign Memory, & muc Startup

memory - thiét ldp RAM cho may 4o : 2048 Y00 can et 2 e ae e iy xisting Foder b eire e Vsl maching, i vou G stkecta
- ks, the vyt mathing i SToved 1 the defiats frder tardgaed Bt thee strees.

MB > Next _ : : [Z5 nmmmmwm] o
S B ot clneniry o shocae o s v i, Yo ety n e fond tocaton: COMMAME, i Bowe..
',,,"“"m‘.&uw°mm°'f“m wecify more thon the mikram amouns secommended & ﬁmﬂ\bﬁ:mms nmm“zmu“m‘??m mm:'wm
St memary:. ! ';-s
Eive By b s s, B4 - Man hinh Configure Networking, & muc
' Mw-mmmm»mmbwm At machion, topsider et you riend 1 R B . -

ralmachine S e boesaing sysiem Satit wE e Connection - chon Virtual Switch di tao:
External Network.

BS - Mén hinh Connect Virtual Hard Disk -

. .. X . N Each new Vil machine nckces & netrk: ddapter, ?wuntmnnm!mrhdv&smma
chon Use and existing virtual hard disk -> nhén - ’*’*‘"‘“"}“’""’""’“M
ndt Browse va tr dudng din dén dia cirag a0 ) -

dé 130 <> Next B~ Suu ki NP
: . - Sau khi tao xong > phin nat Finis
:hvmwmcnwmmmn*mmi“’m'”mm“ : : £ .
ety B7 - Chudt phai 1én may 4o vira tao -> chon

Lo i opiiodi Iy coate 5 dy by d Xh umu&wtmzm

‘;ettmgs.

i A N
;é‘ S

B e a0 exicing viehaad band ek
mhmhmﬂxmmwmmw‘m M)u‘ywl focsmnt,

R Wrions Server 20121 0 e
e ; Connect.,.:

Locaton: t:wmwu.w u Beowes | -
. Settings..
& mwummuugu : i . .
Une s aotion ko Sip s steps reos: and wikach an existing it havd dik atee, [ Start,
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- B8 -0 ot bén trai > chon DVD. Sau d6 & B9 - Chudt phai vio may 4o vira tao -2 chon

khung bén phai -> chon Image File va trd Start, sau d6 nhin double click vao may o va
dudng din dén file ISO cai dat Windows Server bét diu cai Windows Server 2012 (cai phién bén
2012 *) nhan Apply -2 OK. Windows DataCenter 2012 with GUI)

ok Yo Wt
tees
al viisirme

thit]

21133 151909 2R YT YELECONAD bt

* Mét sb phim tit trén may do
- Ctrl + Alt + End ( thay thé Ctrl + Alt + Delete)
- Cirl+ Alt + Pause {Break) (Phéng to todn man hinh)

- Pé Shutdown may do chudt phal vao may 40 = chon Shutdown.

- Quan sat s& thay cht State ¢ may ao 1a Off nghxa 14 qu4 trinh tit méay thanh cong.

: = Hyper-V Manager
23 PC1O

CPU Usage

S R WS e e

l\ l\
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mm

f. Tao Diffrerencing Disk

B1 - Quay lai Hyper-V Manager -> chudt
phai 1én Host -> chon New -> chon Hard
Disk.

- B2 - Man hinh Choose Disk Format > chon
dinh dang dia ciing 40 1a VHD - Next

B4 - Man hinh Specify Name and Location
> & muc Name, ddt tén cho dia citng 4o:
Disk1.vhd. O muc Location = nhin vio
Browse va tré dudng din dén thu myc
CAVMIVMI.

* B6 - Min hinh Summary - kiém tra lai
thong tin - nhin nit Finish

B7 - Chudt phai vao may ao, chon Settings.

BS - 0 cit bén tréi, im dén muc Hard Drive
>0 khung bén phai, muc Virtual hard disk
-> nhin nit Browse va tré dudng din dén dia
clng o Disk1.vhd vira mai tao 2 nban nit
Apply 2 OK

Seeahi e Sk pas o g e

VO hwr i [
T }
e =

{ ?
B

- B11 - Khéi dong may a0, chép dung hegng
bt ky vao, Sau d6 kiém tra lai dung luqng

. ciia & dia do (Disk 1) s& thiy ting 1én, & dia
Base ko thay di (CAu triic cia Differencing).

Disk 1: 285,496 KB
Disk Base: 8,409,356 GB

B3 - Man hinh Choose Disk Type > chon loai dia
cimg 14 Differencing > Next

¥hat type of virtuw hard desk do you et © oreate?

€} Fredsire
This type of ek orovides bettar perforiance and is recommanded for nring spokcabor
mhahbwko’éslm ﬁmm&ihhksmumdymhmdh
JDM&M
ﬁxmddﬁwo\wbemmddxm 53808 20 i vecommended for setvery
Mnmt&ﬁmmwwhna&ﬁcmsanadkm
M“Wn«h&mﬂ
™% Diffwean
This fype of ek i d ent-chid el i with wiother dek, it yoi want U

Jemve nlace, vmezW!a e Gata O ST RING Sysiens vitheat affecting B paent
o, 0 Bty eyt erx?-vwe:sir A3 g en onst haee B saom ool biord st
fortrial s Exc parent V00 & HOX)

* BS - Man hinh Configure Disk -> nhén nit

Browse => tro dudmg din dén dia Parent (hay con
goi 1a dia Base)

?&ﬁh the virkay! hasd disk thatorou want fo 150 a5 the parent for the new Sffesenving viehat harg

Losatons (G VM Beed12. b |

B9- Chuot phal vio méy do, chon Start Kiém tra

: thay mady 4o khéi dong Windows thanh cdng.

B10 - Tét méy 40, diing tinh ning Inspect Disk,
ghi chii lai dung Jugng ciia dia Base va dia cling
a0 cia may 4o 1 ‘

Disk 1: 332 KB
Disk Base: 8,409,356 GB

BI12 - Tuong ty tao thém Disk2.vhd va Disk3.vhd
{Dang dia Diffcrcni:ing) ciing gén vio 1 dia Base
duy nhat. Tao 2 may d0 VM2 va VM3, méy o s&
sir dung & dia tuong tng, Khéi dong ci 3 may
cting lic. Nhu vy chimg minh duge 1 dia base
x&i dugc cho nhigu differencing.

Luru y: Khong thay dbi kich thude dia Base khi
sir dung Differencing,

MWMWWMW

2 A
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T

g. Tao Snapshot (Backup trang thai may do):
Sndpshol mdy ao: Tra mdy ao vé tinh trang nhu lic ban ddu
. ’

B1 - Chudt phai vao may 4o mudn Backup = B2 - Quan sat Snapsh(;t vira tao & khung

chon Snapshot, Snapshot (cé thé tao nhidu Snapshot). Mubn déi
Virtual Machines -~ . | tén Snapshot > chudt phai vao Snapshot >

G S A e L Ty e Iy 3 Ch()n Rename.

;Nsme T . CPUUsage -
§ Vindows Server 20123

Windows Server 2012.

T B

 Windows Server 20121~ (1/27/2013 - 3:59:4

I Created: TN IS ATIU
1 fotew: Mo
1

Snapshot i

sommuy Moy Tioing | peesion | T

h. Khéi phuc Snapshot (Restore mdy do)

- - Chch 1: Chudt phii vao may 0 = chon - Céch 2: Chudt phai vao Snapshot cén khéi
Revert, Méy 3o tra vé trang thai truéc | snapshot, phuc - chon Apply. Méy éo s& duoc tré lai
Virtual Machines _ tai thmg?gf}j_ lac Sf}?pShOt

U R Usge | Asigneshemo| | Snapshots

o es 2

-Connect.,

Sta
Windows Server 20122 o
% Waodowo Server 20123 O

: Settings..

Apply.. !]
‘ Snapshot [Bport. -,
Revert., ’ | Rerame...

' Settings...

Stert

e e I T T S e St T T ]
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- LOCAL STORAGE PHAN 1
CAC BUGC TRIEN KHAI

1. Basic Disk

a. Primary Partition

b. Extended - Logical Partition

2. Dynamic Disk

a.Chuyén disk sang dynamic

b. Mirror

¢. Spanned

d. Striped

e. Raid 5

A- CHUAN BI

-1 may 4o Windows Server 2012 R2 ¢6 3 HDD:
*HDD 0 ( 15GB) : ¢6 1 partition Windows (7 GB )
*HDD 1(15GB): tréng

* HDD 2 ( 15Gb) : tréng

- Gién Disko va Disk] vio mdy do

*me
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B- THU'C HIEN
1. Basic Disk
a. Primary Partition

B1 - Nhén t6 hop phim ¥ + R, g6 énh
Diskmgmt.msc

B2 - Cira s Initialize Disk -> Chon Disk 1
- OK
145

B3 - Chudt phai 1én Disk 1 - Chon Online

t¢iDisk 1 ——
Basic
122.00 GB Orline
Offfine:3, | X
. Properties

B4 - Chu{t phai Ién viing Unallocated ctia Diskl

B
L Bt Rt g men st o1 e et S 0
- Use the folowiog padition shyle for e adecied dake: éi
|39 MBR Dleer Brgy Recerd
£ GPY 13010 Padbon Table)

g Ycte: The GPT puslion yle is 1t seotgrizad by od previows veniors of
& Vindies.

i N

sy g a5

B7 - Man hinh Assign Drive Letter or Path
-> Chon ki ty dal dién cho partition - Next

B Assign the Tollowing dive letter: 3 -—:ii

L2 Mourt in the following empty NTFS folder:

22 Do not assign a drive letter or dive path

B9 - Chon Finish. Quan sat tao partition
thanh cOng. Loai partition dugc chon tu

ddng 13 Primary

CaDisk 1 L S —
Basic P1 )

127.0068 500 MB NTFS

Online | Heaithy (Primary Pastition)

B11 - Thyc hién lai céc bude trén tao thém
2 partition dung luong 500 MB véi tén lin
lugt P2, P3

136
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-» Chon New Simple Volume

B5 - Man hinh Welcome = nhin Next

B6 - Man hinh Specity Volume Wizard = Chon
dung lugng partition trong Simple volume size in
MB: 500 - Next

Memum disk space in JMB: 130045
Mirdmum disk spaoe n ME; 8
Simple volume size in MB: £05 ‘,:f‘

B8 - Man hinh Format Partition = Chon t&n nhan
dia trong phian Volume label: P1 > Chon Perform
a quick format > Next

& Format this yolume with the folloning settings:

INTFS v

fie system:

]
i
Hlocation und size: { Defeut !
Vohsme labal: *P‘l ]

B Pedomm a quick femat

B10 - Mé File Explorer, quan sét thiy c6 thém
dia PI(E:)

# Devites ard drives (4)

. &;l Floppy Disk Drive (42)

20
& VO Dire )

B ‘ -

-2
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b. Extended - Logical Partition

- Thye h!en lai cic budc gibng .
phan a. dé tao ra partition dung
luong 100 MB, dit tén 13 P4 i

+ Quan sit thiy partition P4~
duoc chon ty ddng 12 Logical

+ Logical Partition dwoc bao
boc b&i Exiended Partition

2. Dynamic Disk
a. Chuyén disk sang dynamic

B1 - Mé Disk Management > Chudt phal
lén Disk1 = Chon Convert to Dynamic
Dtsk

BZ ChonleO éDlSki‘)OK ‘

Smc Smem Reserved
RIO68 {350 MBNTFS

Online w,.v.,-ljluimt!smem,Actm._ﬁrimm,?miﬂ

Hew Spannad Yelume...

st i Hew Stipad Yolume..

£EDik 1 A
Baic Hev Wiread Volume.,.

12205 G8  Haw R.;-, <& kq! L.

Online 5 .

Cenvst o Dymm:c Dickes |
b ; Tomven 1o 2PY Disk
"‘MC?“‘}O” U : Sifline § :
B4 - Man hioh canh bdo - Chon Yes
B3 - Chon Convert
SR T

B5- Quan sat thay Disk 0 va D;sk 1 d4 dugc

{ mm“ﬁhmmn ot folondog k., : chuyen sang dang Dynamzc thanh cong.

3 P e lf,m — "
Hame Dtk Corgeets : Wi Convert y O, bkl s [l e b15e T, o Doy
i DekD Sysiem Pacton. Boot Pattion...  Yes :
Dizk 1 No Volumes S £ ik Y
. VI
Tnirw )
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b. Mirror

BI - Chudt phai Ién partition chira h¢ diduhanh > B2 Chon Disk 1 > Add Mxrror '
Chon Add Mirror ‘

Sarx 0

l

Addag & mieror to an exsting volume povides dea
wmmm& copiey of & volume's duta on dRerent

B3 Qua trinh dong bt‘) dit liéu thanh cong Z:d'b‘”w‘“"”dc'

Rap—
+IbteeRing bt $onp B, L Gomeph

B5 - Chon Microsoft Windows Server 2012 R2 ~
secondary plex > Khéi ding vao Windows thinh B4 - Kiém tra: G§ disk 0 ra khoi may 4o
-> Khdi déng may do.

3. Spanned

B1 - Gén Disk0 vao mdy 4o. Vio Disk Management B3 - Mén hinh Welcome -> Chon Next
-» Chu6t phai 1én disk 1 chon Remove Mirror

B4 - Man hinh Select Disks -> khung bén
B2 - Chudt phai 1én viing Unallocated tén disk0 > trai chon Disk1 > Chon Add. Sau d6 chon

Chon New Spanned Volume Disk 0 - Add
R = '
E’;&"’é - BS - Chon Disk0 > Select the amount of

space in MB: 100

Seect Widkcs N 5
" You et 0ehnct Han Gaks mnd ot ¢ Gk s For s echume.

B6 - Chon Diskl -» Select the amount of space in .
MB: 200 = Next ' i kot o e F,

B7 - Man hinh Assign Drive Letter or Path -> Next

‘B8~ Dijt tén partition 1 Spanned -> Dénh ddu chon | et
vao & Perform a quick format => Next => Finish briammte s
g 'msn@u‘qawnm-'- '
M‘w
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BY - Kiém tra: M& File Explorer thiy xudt hién
Spanned Partition c6 dung lugng 12 300 MB

d. Striped

BI - Chudt phii Ién viing unallocated cta disk0 -) B2 - Man hinh Welcome = chon Next
Chon New btnped volume

Stk
Oyrumic
170068
Onira

B3 - Man hinh Select Disk > khung bén trai
chon Disk 1 2 Add. Sau d6 chon stk 0->

i heweavame )| Add

B4 - Chon dung Iuéng s& liy dé tao partitiontrén  BS - Chon ky tw 6 dia G: > Next
26 dia vatli : Select the amount of space in MB :
500 -> Next ' _ o B6 - Dt tén partition 14 Striped - Chon 6

Select Dises . Perform a qutck format > Next -> Finish
You van select tha diaks ared aet the disk size lor s wokene,

,.;mﬁt.m.m T B7 - Quan sit tao partition thinh cong (phin
vang mau xanh)

omake . MR
wan e
s M Ch b Mym’)?ihlm!
[ S it ——
Dymare:
Tl vk s e 48 g
Hioaruan svatable spaze i HB: ddgag o 2 oy 73
St st et BT B8 - Kiém fra: Mo File Eyplor‘er, kiém tra
— - dung hrong Striped partition vira tao: 1000
MB : '
e. Raid 5

- Xéa hét cac pamnon da tao ( trir partition chia hé dleu hanh)

- Gin dia 56 3 vao may a0
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b. Mirror

B1 - Chudt phai [én partition chira hé diduhanh >  B2- Chon Disk 1 - Add Mirror
Chon Add Mirror z . : (M o7

sty
Doerie
jof ot
Cxdrm

z‘ Adding & mieroe 1o 3 exigting vokume provides deta
mmmmbcmdamm%daamdﬂm

Sxink

: ik b,
|

Satieet

i
N

L Select & localionfor s miror o C:.

B3 - Qud trinh dong bj dit lidu thanh céng

AR,
sy BIN S gt Fo Ko Oongl

BS - Chon Microsoft Windows Server 2012 R2 ~
secondary plex - Khéi dong vao Windows thinh . B4 . Kiém tra: Go disk 0 ra khoi may a0
~» Khai dong may do.

3. Spanned

B1 - Gén Disk0 vao mdy do0. Vao Disk Management B3 - Man hinh Welcome > Chon Next
-» Chudt phai 18n disk 1 chon Remove Mirror

B4 - Man hinh Select Disks -> khung bén
B2 - Chudt phai 1&n viing Unallocated tén disk0 = tréi chon Diskl - Chon Add. Sau d6 chon
Disk 0> Add

BS - Chon Disk0 - Select the amount of
et space in MB: 100

Sefect Disks
You tar: seaet e Qs 3 204 10 bk a2t o than echornss.

B6 - Chon Diskl -» Select the amount of space in e
MB: 200 ") cht ' Seiecs the Bk you weet 1 e, and e ok #d, ‘

B7 - Man hinh Assign Drive Letter or Path > Next.

B3 <Dt tén partition 1 Spanned -> Danh déu chon

vao 6 Perform a quick format => Next <> Finish A P IR S e U
| Semtrmndanie
»
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B9 - Kiém tra: Md File Explorer théy xuit hién
Spanned Partition ¢4 dung luong 13 300 MB
«

d. Striped

BI - Chudt phai 1én viing unallocated cia dieko - B2 - Man hinh Welcome > chon Next

Chgn New striped volume

B3 - Min hinh Select Disk = khung bén tréi

gi:ﬁ":’ ;:;v‘:‘.,,";’ chon Disk 1 > Add. Sau d6 chon Disk 0 >
' Add

B4 - Chon dung luong s¢ 4y dé tao pamuon trén  B5- Chon ky tw 6 dia G: -> Next
26 davatli: Select the amount of space in MB :
500 -> Next : , . B6 - Dit tén partition 1a Striped <> Chon 6

Seloct Disks v _ Perform a quick format -> Next -> Finish
You can seloct e Grks aod sef the divk size lor this vokems. :

Select the disks you wart 10 use, and then cick #dd. .

B7 Quzm sat tao pamtum thanh ¢cong (phan
ving mau xanh) »

Total wobane site n mogxb'ﬁes ey
Hosdrom avadable space n MB;

Selact the smound of spsce o 18 ' !596 X

B8 - Kiém tra: M& File Explorer, kiém tra
dung hegng Striped partition vira tao: 1000
MB

e. Raid 5 |
- Xéa hét c4c partition d tao ( tr partition chira hé didu hanh)

- Gin dia s6 3 vao mdy 4o
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B1 - Khoi dong may do - Vao Disk B2 - Mén hinh Welcome > Chon Next .
. Management -» Chuft phai 1én vimg i
Unallocated trén disk1 - Chon New RAID-5 B3 - Min hinh Select Disks - Khung bén trai ]
volume chon Disk1 va Disk2 = Add
vt h !
Dyrawic X i
i B4 - Chon dung lugng partition trén ca 3 disk:
500 -> Next

b « Hewe Simpln Yntuergin Arated

H  Hew. Spanions Cobume. ..

i e Moo Sriped Voot

ﬂ Dparmi¢ Yien Worrocnd Volme..

i g;’f‘w Fiew RAD-3 Yohuror...

% Properes

BS - Chon ky tu § dia G: - Next Tt vlorssae gty {E)

% m»m@mnue i o

| B6 - Dit tén partition 14 Raid-5 -» Déanh déu Seect e et o oce n B i

i chon véao 6 Perform a quick format -> Next »

i Finish B7 - Quan sét tao pamtxon thanh cbng

B8 - Kiém tra: M File Explorer <> Md partition
: ' ra tao - tao fi le Test. txt‘vm ndi dun tuy y

vua

i Tezent pleies

n i BY - Tit may 40, g& Disk1 ra khoi may do

. B10 - Khoi ddng méay do - vin truy xudt duge
Lueu $: sau khi gén tré Disk 1 vé mdy do : Mé file
| Disk Management > Chud! phdi lén partition - :
E cita RAID ~ 5 - Chon Reactive dé dong bg di R -: o ' =

ligu lai. f

53

R
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- LOCAL STORAGE PHAN 2
CAC BUGC TRIEN KHAI
1. Tao Storage Pool
2. Tao Virtual Disk
3. T'ao Volume
4, Kiém tra
A- CHUAN B
M6 hinh bai lab bao gdm 2 may
- PCOI: Windows Server 2012 R2
= PC0O2: Windows 8.1

~ GAn thém 2 dia clng a0 Djskl va Disk2 vao may PCO1 v

Ht)p

) 3
! Layoad ‘ Type { File System  { Status | Capacity | freeSpa.. | Bfree ] L
Sirnple - Basic  NIFS Healthy (8., 772368 8668 8%
Smple  * Basic NTFS Healthy (5. 350M8 BMB . 2% . 3

i ‘—”5}’”% Renervad

e e /
RL0GE  11350MBNTFS ma ce NiFs 7 ’j?:, i
Online «Humty {Systern, Active, § ook Page File, Crash } i Unatiocated

] ’ / G ,///, s /f/'}f

127,00 68 112700 GB
Online Unaltocated

XDk U A
Basic [
1270068 112700 G8
Online - Hunflocated

N AT Ry SRS S AT At I S 55 £2 GIBCRIARAIL
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B- THUC HIEN
1. Tao Storage Pool

B1 - M& Server Manage‘r.:'% chon File and
Storage Services

Iﬁ hba hboard
¥ LocatServer
Bi All Servers

l'ﬁi file and Storage Services. b

B3 - Man hinh Before you begin - Next

B4 - G khung Name, dit én: StoragePooil->
Next

tes

W

- o subsysten®

Hama is\a.'a‘gt?&:ﬂ‘

" Deseriplioa:

B2 - Trong khung Server nim & géc trai > chon
Storage Pools -» Chubt phai vio khoang tréng

B6 - Nhén Create 48 tac méi = Close.

2. Tao Virtaal Disk

B1 - Chon Storage Pool 1 = O khung Virtual
Disks = menu Tasks = chon New Virtual
Disk

3. tirme Toge

& Scirage Spaces {1
StwadPadl T B

B4 - Mén hinh Provisioning > chon Fixed -)
Next

Pm_»snmg type:
yThin
The volumie uses space from the storage pool #s needed, up tothe volume size
W-Foed
- The volume uses space from the storsge poe! equal to the voluma size.

=> chon New Storage Pool

BIORAGE POOLX

B sem

'B5 - Chon ¢4 3 dia ctngao > Next

eiect ehyirl bz o B 320t 3m 00’ 400 ROBYE WEaTNe? yy 1S phrakd S KO 00 200t SR thak reiage WS
£

Fhyin i
& go Marx Caosdyy . Bt "B Medd  faten
% ByEBATL: . TIGB BIA - Vst 50 SN

| Cheass: ¥ng Toom

FrrisOelal, | VIED AV

. B2 - Cic budc ddu tién nhin Next theo mic

dinh~> Man hinh Virtual Disk Name = & muc
Name, dit tén VirtualDiskl => Next

Specify the virtual disk name

C Neme: ]vsnuamism

Descriptiong

4 Next

44
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g BS - Man hinh Size = chon Maximum size >~ B6- Min hinh Coni' rmation = Create = -
& Next Close

Fvee space in this storage psol: 49 G8 ‘

5 Spacily sze:

" | ERTEETRE E C

Yot py gt gdeRt
Yans o
Rovs orie o

& Maximum size

3. Tao Volume

B1 - Chudt phdi vao VirtualDisk1 vira 2120 = B2~ Man hinh Before you begin - Next
chon New Volume S

B3 - Min hinﬁ Server and Disk > chon
- VirtualDisk! - Next
Dk

Y’rﬂmfb»sk Capam; Fu-:&pu: Subayfm o

RIRTUAL DISKS

L1768 i MEBER
- 306 14568 .§!@@ﬁ__,u

-
A

. o BS - Man hinh Drive Letter or folder, chon ky tu &
B4 - Thict 14p dung lugng 13 50 GB - Next  dia - Next.
Avpilable Capacity: 149 GB

Minimom size:  B.OOMB B6 - Dit tén cho Volume 1a: Mirror Volume >

Volume size: . 50 @3 Next
File system: iNTFSf R
s B7 - Mén hinh Confirmation - nhin Create  |alocstonunitsize:  [Defat . . |v]
_ > Close ‘Vo’iq_me fabet Mirror Volume B
W : B8 - Quan sit volume vira tao
FYOLUMES

A ridgmer 1 tund

5 B G- R

2 vwm gsﬁumu’xs Flmmf«y cwx, lmsnn m«»%am

oo !

i i - poO8 G
- \mm«?. Gomtem Rosprwt  Fised BINE mIuR

7268 DA

W asu

W

yon Beiove:
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4. Kiém tra B .
* . B1 - M& File Explorer, tao thu muc DuLieuMat B2 - G& Disk 1 ra khoi may do . ;
trén volume vira tao, sau d6 tao file Tailieu.txt : e
trong thu muc ndy. Share Everyone ~ Full B3 - Khai dong lai may, vao Disk o
Control Management ~» chu¢t phéi vao Disk 2 = |
G - ' ? chon Online.
Fome . LIS v ;@Piﬁ?
J ~ ik ’..TN: P s meok.meaj) > Dubieuiat . :xﬁs "
L e A Maow Qiftine:}: pmpmx“
L e : R S
_ B4 -Quan sat théy dia dd dugc kich hoat BS5 - M& Server Manager -> chon File and v‘
: LDk 2 Storage Services = kiém tra thiy Storage |
B 6 Pooll bj bao 18i. |
Onting
B6 - Trén may PCO2 > truy cfip vio may PLO] R
~> Dir 1iéu van doc binh thudng. o e Tee biansged by ‘
8, | 4 Stoisge Spaces {1}
O 1 .  Swigabosl PO i
- d IS R R i
J "‘g’m ‘ “j . Dottt % :
3 Besnioads ! {
| |
[°4
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