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A. THUC TRANG

1. TINH HINH AN NINH WEBSITE 2019

Theo Bdan dé Tan céng website toan cau (01/01/19 — 30/06/19), Viét Nam
xép thu 11 trong s6 cdc nudc bi hack website nhiéu nhat trén thé gidi. Trung
binh méi thdng cé téi 1000 website bi xdm pham - tuong dudng 35 trang

web bi hack méi ngay.

Vietnam lot Top 11 cdc qudc gia cé website bi hack nhiéu nhdt trén thé gidi.

Theo_CyStack Attack Map

So vdi 2018, s6 vu tén cong nam 2019 tuy giam di, nhung quy md tan céng

lai cé chiéu hudng gia tdng, thiét hai cling I6n han so véi cung ky ndm trudc.

WordPress ti€p tuc 1 nén tdng qudn tri néi dung (CMS) bi tdn céng nhiéu
nhat — chiém tdi 74.3% t6ng s6 cdc website bi hack trén toan cau. Ngay sau
dd la Joomla vdi 15.9%, Drupal chi chiém 1.65%.

https://cystack.net
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WordPress [ nén tdng CMS bi hack nhiéu nhat trén thé gidi.

Nguén: CyStack Attack Map

Trén WordPress, hacker dé dang phdt tdn Ma déc théng qua cdc Theme
hay Plugin mién phi. Khi ngudi dung tdi vé va cai dat, ma déc dudce tu déng
chén vao website va thuc thi nhiing cdu [énh doc hai. Qua dé thuc hién cdc

hanh vi xdm pham, tén cong, chiém tai nguyén website cling nhu mdy chd.

Bén canh cdc hinh thic tdn cdng quen thudc nhu Brute force, Phishing,
D-DoS, sy gia tdng cua Cross-site Scripting (XSS), SQL injection tao nén xu
hudng tan céng mdi cho ndm 2018 va 2019, gby khéng it khé khan cho cdc

chu website trong viéc phong thu, bdo vé trang web cda minh.

2. NHUNG TAC HAI KHI TRANG WEB B| HACK!

Gidn doan hoat déng kinh doanh

Rat nhiéu doanh nghiép dang kinh doanh théng qua website. Viéc website
khoéng thé truy cdp chdc chdn sé lam mat di s6 lugng Idn khdch hang vén cé.

Lugng khdch hang nay sé mat dan vao tay cdc d6i thd canh tranh cta ban.

https://cystack.net
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Anh hudng dén SEO (Tir khéa bi mdt thi hang trén Google)
Néu website bi nhiém ma déc hodc virus, Google sé g trang ctia ban trong
trang két qud tim kiém (SERP). Viéc nay dnh hudng truc ti€p tdi cdc chién

dich marketing online cua doanh nghiép.

Anh huédng téi uy tin thuong hiéu
Nhitng website lién tuc khéng thé truy clp hodc bi bdo cdo virus sé lam
gidm long tin khdch hang. Thiét hai vé uy tin va thudng hiéu kinh doanh cta

ban Itc nay la rat 16n.

Reported Attack 5ite!

This web site at has been reported as an
and nas been blocked based on your SECuUrty
preferences

bry G inatall programs that shes) predate information, USe W our

[T Y OUF Y S8 Im

Some attack siktes inbentionally detribute hanmiful software, ©

CaAMmprofmEad Wil oot The &R eEOgE

oot vl s e

Website bi hack dnh hudng tdi trdi nghiém ngudi dung va uy tin thuong hiéu.

Anh: internet

Khéng thé chay qudng cdo Google va Facebook

Khi website gdp su c6, ban khéng cé Destination URL dé chay Google Ads
cling nhu Facebook Lead/Conversion Ads. Bay sé la thiét hai I6n cho cdc

cong ty Ung dung digital marketing vao bdn hang.

https://cystack.net
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Khi tu va@n cho cdc doanh nghiép vira va nhd (SMB) tai Viét Nam, téi gdp
hang té ly do dé bao bién cho su thi€u quan tdm tdi bdo mét web. Dudi day
la 3 ly do phé bién nhat:

- “Website ctia anh chéng cé gi ddng dé hack”
- “Hack web cta anh dé lam gi?”

- “Web cua anh khéng néi tiéng, lam gi cé ai biét ma hack?”

Néu ban cling dang cé suy nghi nhu vdy, thi hdy xem ti€p nhé!

“Website cua téi chdng cé gi dé hack”

Cdu trd I6i: Ban dang ddnh gid thap website ciia minh!

Thuc té chifing minh website & mét trong nhitng kénh kinh doanh hiéu qué
nhat: tur ch6t don — bdn hang, thu thép leads, re-marketing, téi chay Ads,
SEO, chdm séc khdch hang, tdng nhan dién thuong hiéu,...

Chinh vi vdy, viéc website clia ban bi tédn cdng cé thé gdy ra su tut gidm
ddng ké trong doanh thu va uy tin thudng hiéu. Van dé cang trd nén trGm
trong hon déi véi cdc doanh nghiép kinh doanh théng qua trang web nhu:
thuong mai dién t, ngdn hang, agency du lich — OTA, vi dién tu, san giao

dich, kinh doanh online, bdo hiém, y té, tai chinh...

“Hack trang web cta téi dé lam gi?”
Cdu trd I6i: Website ciia ban mang Iqi nhiéu Igi ich cho hacker han ban
tudng!

Tin tdc c¢6 1001 ly do dé hack TAT CA cdc trang web trén internet. Ban
khdng nghe 1dm dau, 1 TAT CA - caing nhiéu cang tét...

https://cystack.net
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Khi hack dugc mot website, ching cé thé:

e Biét dugc théng tin quan trong trong cd sd dir liéu (thdng tin thé tin
dung, thong tin khdch hang,...).

e Diéu hudng khdch hang téi trang Ira ddo (phishing)

e Ldgidungtainguyén (bdngthéng) cia hé théng dé Ddo tién do bitcoin,

dat qudang cdo trén trang cua ban.
e Bdn website, bdn théng tin ngudgi dung

e SU dung website nhu mét cdng cu dé truc Igi trong SEO: tdng uy tin
cho web clia chung, kéo traffic, cai cdm backlink ban, Redirect 301,

V.V...

Trén day mdi chi I mot vai Igi ich co bdn ma mot website mang lai cho

hacker, du hiéu khao khdt téin cdng website cla ching cao dén déu.

Website ctia téi khéng néi tiéng, lam gi cé ai biét ma hack?”

Céu trd I8i: tin tdc chdng can biét website ctia ban ld gi ma van hack
dudc, thé mdi tai!

Cé mét su that it ngudi biét, dé 1a tin tdc khéng can phai biét website clia
ban la gi dé cd thé hack. Théng thusng, ching s dung cdc ¢éng cu manh
mé co thé “quét” tat cd cdc website trén internet, tU dé tim ra cdc web-
site cé bdo mat yéu dé tan cong. Béing chidng la vu bat gitr héi cudi thdng
5/2019 do6i véi 4 d6i tugng “Hacker sinh vién” tai dai hoc Thdi Nguyén —
nhém nay da thuc hién quét 16 héng cia hang trdm website ngdn hang
va trung gian thanh todn — sau dé xadm nhdp vao cdc tai khodn va chiém

doat so tién |én tdi 3 ty dong.

https://cystack.net
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Ebook nay sé giip ban xdy dung mét chién ludc toan dién dé tdng cudng

bdo mdat cho website 1én muc cao nhat. Bat dau thoi!

B. CHIEN LUGC BAO MAT WEBSITE
TOAN DIEN

1. CHONG TAN CONG PASSWORD

Tdn cdng password & hinh thiic tdn cong c¢d ban nhung nhiéu ngudi van
chua biét cdch phong chéng! Trong hinh thdc nay, ké tén cong dung cdc
tha doan va phan mém ddc hai nhdm chi€ém mat khau cta qudn tri vién

diéu hanh website.

Dudi ddy la cdc gidi phdp don gidn ma hitu ich gidp ban bdo vé mat khau

clia minh:

1.1 S& dung mat khéu manh

Phugng phdp tén cong Password phé bién nhat ma hacker s&r dung |a Brute-
Force Attack. Ching sé sif dung mét cong cu do mét khéu tu dong dé tha
tat cd cdc mat khau phé bién. Vi thé, cdc quan tri vién dugc khuyén nghi s

dung mat khdu phic tap dé phong trdnh cdc cubc tdn cdng dang nay.

https://cystack.net
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e MAat khdu nén chiia tat cd cdce yéu té: ky tu thudng, ky tu in HOA, s6,
ky tu ddc biét ({@#$%A&*...). Diéu nay khién tin tdc khd tan céng do
tim mé&t khdu han. Ddc biét, néu mat khéau cta ban la 1 chubi ky tu vo

nghia thi cang tét!

e Khéng dat mat khéu trung nhau cho cdc dich vu khdc nhau (VD:
password facebook cd nhdn phadi khdc password qudn tri web, khdc
lubn password G-mail). Viéc nay gitp gidm thi€u thiét hai khi ban bi

mat méat khau.

Mdc du 2 diéu trén rat dé thuc hién, nhung hiéu qud lai vé cung 18n trong viéc
bdo mat trang web cta ban. M6t su thuc ddng buén la nhiéu ngusi con chua
thuc hién do khéng nhdé dugc cdc mat khéu da tao ra.

Vi vay, t6i sé gidi thiéu véi cdc ban moét ing dung rat hay dé quan ly mat

khéu cd nhan. Bé la Keepass!

1

KeePass la mét cbng cu manh mé gidp quadn
ly tat cd mat khau cda ban.

77

S dung Keepass rdt don gidn: Ban tao mot file luu tét cd mét khdu cée dich
vu ma bdn than s dung, Keepass sé giup ban ma hdéa chung. Ngodi ra,

Keepass ho trg tao mat khdu ngau nhién — khé dodn cho ngudi dung.

https://cystack.net
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Phan mém cling hé trg chia nhém dich vu (group) dé dé dang qudn ly.
Ban cé thé s dung cdc mét khéu bat ky Itc ndo bdang cdch bat Keepass va
copy chung, ddn Ién trinh duyét.

Viéc quan trong duy nhat ban can lam la bdo dédm an todn cho file dir liéu

nay. Tai vé Keepass tai trang chi: Keepass.info

Xem thém: Bi mat mdt khdu phdi lam sao?

1.2 Bat xdc thuc 2 budc

Mot cdch hitu hiéu khdc dé chéng lai tan cong mat khau Bruteforce 1a bat
xdc thuc 2 budc cho trinh qudn ly. Bsi ngay ca khi ké tén céng dodn ding
mat khdu, ching cling khéng thé dang nhdp néu nhu ban bat xdc thuc 2

budc (two-factor authentication).

https://cystack.net
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Cdc nén tang quan ly ndi dung hién nay déu hé trg tinh ndng nay théng qua

hé théng Plugin (WordPress) hay Extension (Joomla).

Bat xdc thuc 2 budc cho WordPress

Cé nhiéu plugin trén WordPress giup ban xdc minh 2 budc khi ddng nhdp,
nhung téi chi s&r dung Google Authenticator (mién phi) béi tinh tién dung
clia nd. Ban chi can cai ddt Plug-in Google Authenticator tu kho plugin cta
WordPress. Sau khi cai dat thanh cdng, hdy bdt tinh ndng nay Ién va quét
md QR bdng Ung dung Google Authenticator trén smartphone cla ban
(h6 trg Android, iOS, Blackberry). DONE!

Dé dang nhdp nhiing lan tiép theo, ban chi viéc nhdp username & password,

sau d6 nhdp ma tu Ung dung Google Authenticator I xong.

Luu y: Hién tai van chua h trg cai dat 1 1an cho nhiéu tai khodn. Vi thé, ban

phdi cai 2FA thu cong cho tung tai khodn quadn tri vién.

1.3 Gidi han dang nhap
Ban cé thé phong chéng tan cong do mét khdu bdng cdch gidi han sé lan

nhdp sai password.

iThemes |a mét trong nhitng plugin WordPress t6t nhat dé thuc hién diéu
nay. Plugin nay cho phép chdn né luc dang nhdp trdi phép va ngay 1ap tic
théng bdo cho chd website théng qua email. Bat c khi ndo cé moét né luc
tan céng vdéi cdc mét khdu sai lién tuc Idp di Idp lai, website sé bi khda, va

ban sé nhdn dudc théng bdo vé hoat déng trdi phép nay.

Ban hodn toan cé thé set up ché d6 bdo mat riéng, tu han ché s6 lan ngudi
dung dang nhép vao hé théng. Vi du nhu chi cho phép ngusi dung dang
nhdp t6i da 5 lan, qud ngudng nay thi cadm dia chi IP dé.

https://cystack.net
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>> Tai vé iThemes Security cho WordPress

Sau khi cai dat, ban sé nhdn dugc mot thdng bdo yéu cau kich hoat tinh
nang iThemes Brute Force Network Protection (mién phi). Chudng trinh
nay két néi trang web cha ban véi iThemes Network, nhu véy cdc hacker s
dung phuong thic brute force dé tan cong website sé ngay IGp tdc bi chdn

va khda vinh vién.

Pluging addnes

EI M Take your st secuirty 1o dhe nedt kevel by acitateg Mhermes Brite Foeor Hebw o Profechon Ot Free AP ey
| E TR AT LT

Qud trinh cai dat khd don gidn, ban chi can dién dia chi email dé nhdn ma
APl mién phi. Sau dé, truy cép vao Security » Settings dé chon va tuy chinh

cdc cai dat bdo mat phu hdp véi website cia minh.

1.4 D6i URL ddng nhdp trang qudn ly
Thong thusng, dé ddng nhép vao trinh qudn ly clia website, ban thudng truy

cdp vao 1 trong nhitng dia chi sau:
e ten_mien.com/wp-admin (wordpress)
e ten_mien.com/wp-login.php

e ten_mien.com/administrator/index.php (joomla)

Vi ddy la nhitng dudng dan (URL) ddng nhdp mdc dinh, nén tin tdc cé thé
dé dang dodn dugc, tir &6 mé dau mét cudc tan cong Password. DE thay
déi dudng dan nay, trong WordPress ban dung plugin iTheme Security. Néu
ban s dung Joomla, hdy tdi va cai dat tién ich ma rong (extension) cé tén

“Change Administrator™.

>> Tdi vé iTheme Security cho WordPress

>> Tdi vé Change Administrator cho Joomla

https://cystack.net
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2. PHONG CHONG MA POC

M@ déc lad mét kénh tdn cbng website “xua
nhu trdi dat”, nhung chua bao gis “l6i thdi”!

Thé gidi cong nghé cang phdt trién, tin tdc cang nghi ra nhiéu ma doc
(malware) phic tap, nguy hiém han, gdy thiét hai nghiém trong hon cho nan
nhdn. M6t s6 ma déc ma website thusng nhiém phadi: virus, trojan, adware,

spyware, coinhive...

Xem thém tai infographic: Muon hinh van trang cdc loai Malware

e Ma dbc gay gidn doan, can trd hoat déng cua website
e Hién qudng cdo thu Igi cho ké tén cong
e Tan dung tai nguyén hé théng dé dao Bitcoin

e Chuyén hudng ngudi dung sang trang [lfa ddo va nhiéu tai hai khdc.

Dudi déy la mot s6 ggi y gilp website an toan khoi cdc phan mém doc hai:

2.1 Quét ma déc Website thudng xuyén

Cling giéng nhu ban quét virus cho mdy tinh, website cling can dudc “lam
sach” khoi su xdm ldng clia ma déc. Viéc lam ndy giong nhu mét tha tuc dinh
ky va c6 thé gdy nham chdn. Nhung...

Tha nham chdn con hon dé€ website bi nhiém ma déc, phdi khéng nao!

Hon nita, hién nay hau hét cdc phan mém quét ma ddc cho website déu cé
tinh ndng Dat lich quét (Schedule Scan) gidp cho viéc bdo mat web dé dang
hon.

>> Hudng dan quét ma déc cho Website

https://cystack.net
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2.2 Luon c@p nhat phién ban mdi
Nhitng bdn cép nhdt cla website cé lic gdy cdm gidc phién todi, nhung déi
khi chdng la “phao clu sinh” gitip ban trdnh khdi nhiing cudc tén céng mang

nguy hiém.

Mdc du WordPress | CMS bi hack nhiéu nhat trén thé gidi, tuy nhién hé qua
nay khéng hdn tdi ti viéc WordPress bdo mdt kém. Ban than déi ngi phdt
trién WordPress ludn lam viéc dé tung ra cdc bdn vd bdo mat, va cung cép
cho ngudi dung dudi dang cdc ban clp nhat WordPress. Vi thé néu ban sur
dung Joomla hay WordPress, hdy luén dam bdo cGp nhat cdc phién bdn mdi

nhdt cho website ciia minh dé dé phong rdi ro.

2.3 N6i KHONG vdi Theme va Plugin khdng ré ngudn géc!

1

Theme va Plugin khéng ré nguén goc Ia moi
“dai hoa” cho website cia ban!

77

Rat nhiéu tin tdc Igi dung tédm ly “ham ré” cia cdc webmaster dé tan cong
website théng qua viéc tao ra nhitng Themes/Plugins mién phi cé chifa Ma
doc!

Sau khi ngudi dung tdi vé va cai dat [én trang web cda minh, ma ddc trong
Theme/plugin bét dau thuc hién nhitng hanh vi gdy hai, ldam gidn doan

website va d€ lai nhiéu hé luy khdc.

Diéu nay cé dong nghia vdi viéc: “Khéng dudc st dung Theme va Plugin
mién phi???”

https://cystack.net
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Cau trd 18i I&d KHONG! Ban van cé thé st dung Theme va Plugin mién phi.
Tuy nhién, phdi kiém tra nguén géc xudt s clia ching. Hdy ddm bdo rdng
cdc theme/plugin mién phi ban s dung dudc phdt hanh bdi mot don vi cé uy

tin va ddng tin cay.

Trén thuc té, cé rat nhiéu plugin WordPress mién phi réat hitu ich cho cdc

webmaster ma ban cé thé st dung.

3. GIAM THIEU TAN CONG DDOS

Cdé mot su thGt ma chung ta phdi cong nhén vdi nhau: Khdng cé gidi phdp
chéng lai HOAN TOAN tdn c6ng DDoS, chi cé thé gidm thiéu khd ndng bi
tdn cdng VA gidm thiéu thiét hai. Website cang tao ra nhiéu gid tri thi khi bi
DDoS cang dnh hudng nghiém trong téi doanh thu. Dugi ddy Ia mot vai thu
thudt co ban dé han ché bi tan céng DDoS:

3.1 Phan tich traffic website

Hau hét cdc cude tdn céng DDoS déu bat dau bdng su gia tang dot bién vé
luu lugng truy cap. Do dé, mét trong nhitng cdch ngdn chdn sém cdc cudc
tan céng DDOS la nghién clu hé so luu lugng truy cdp (traffic) website cla
minh. Khi ban cang hiéu ro vé traffic théng thudng clia website, ban cang dé

phdt hién nguy cd ngay khi cé su thay doi.

Vi du: Website cta ban dugc thiét ké cho thi trudng Viét Nam, béng dung
traffic tir Singapore tdng dét bién. DS cd thé la ddu hiéu cda moét cube tan
cong DDOS.

https://cystack.net
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3.2 S dung Tudng Itra ing dung Web

Tudng Ia Website (Web Appication Firewall — WAF) 1d mot I8p phong thu
hiru hiéu, giup mdy chd web trdnh khdi nhirng hinh thiic tén cong phé bién
nhu XSS, SQL injection, Buffer Overflow, hay DDOS. Nhiém vu cua Tudng
I0fa Website 1a “sang loc” va phdn loai cdc luéng traffic vao website. T d6

phdt hién va ngan chdn cdc luéng traffic duge cho la ddc hai.

CyStack WebShield Ia mét Ung dung bdo mat website manh mé & hodn
todan tu déng. Budc tich hgp cdc tinh ndng Tudng Itfa théng minh loc traffic
ddc hai, Chéng tan cdng Brute-Force, Quét ma ddc, Quét bdo mat téng thé

cho website cung nhiéu tinh ndng hitu ich khdc.

>> Khdm phd tinh ndng WebShield

3.3 Bdng thong du phong

Ban nén s dung bdng théng réng han muic ban can cho mdy chi web.
Bdng cdch dd, ban cé thé ddp Ung cdc doét bién bat ngs trong luu lugng
truy cdp — cé thé la két qud cda mét chién dich qudng cdo, mét chuang trinh
khuyén mdi ddc biét ma céng ty ban dang st dung hay do tén cdng ty cla
ban dudc dé cdp trén cdc phudng tién truyén thong.

Thuc té, du ban cé st dung bdng thdng rong gép 100% hay thdm chi 500%
so vdéi nhu cau thuc té cling khdong chdc chdn sé ngdn chdn dudc mét cudce

tan cong DDoS nhung né cé thé cho ban thém vai phdt dé hanh déng trudc
khi mdy chad bi qud tai.

3.4 Gidm sat website 24/7

Néu DDoS la la van dé cta ban. Chdc chdn ban sé can mét phan mém Gidm

sat Website (Uptime/Downtime) hiéu qua.
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Downtime Ia khodng thai gian website khéng khd dung vdi ngudi truy cdp.
Downtime xdy ra c6 thé do web bi tdn céng ti chéi dich vu (DDoS), cé thé
website bi qud tdi, hodc cé van dé xdy ra vdi dich vu Hosting ma ban dang

st dung. M6t website can t6i da uptime va gidm thiéu downtime

Trén thi trudng hién cé rat nhiéu phan mém Gidm sdt Website t6t, cd mién
phi va trd phi. Phan mém mién phi tét nhdt trén thi trudng hién tai la Uptime
Robot. Né gilp ban gidm sdt website theo chu ky 5 phut 1 lan, vdéi giao dién
thén thién, dé s dung.

>> Link Ddng ky stf dung Uptime Robot (mién phi)

4. BAO VE DU LIEU WEBSITE VA THONG TIN
KHACH HANG

4.1 Cai dat HTTPS - chung chi SSL

Hién tai da ld nam 2019, bat ci Website ndo
cling nén su dung HTTPS!

® o

".-i}'T.F'.'r'il”i'-.' Nar bt pasdfwenacexampledamalnoeom

L

Phan mém cling hé trg chia nhém dich vu (group) dé dé dang qudn ly.
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Tai sao u?

e HTTPS bdo mat han: ching chi SSL gitp mad hdéa théng tin ngudi
dung gui téi server (bao gobm tai khodn, mat khau, thé tin dung, théng
tin cd nhdn...) va ngudc lqi. TU dé bdo vé théng tin cia ngusi dung va

Server web khoi Tin tdc.

e HTTPS tét cho thudng hiéu: s& hitu khda xanh bdo mdt lam cho

website ciia ban nhin chuyén nghiép va ddng tin cdy haon.

e HTTPS té6t cho SEO: Google uu tién xép hang cao haon cho nhimng
trang web st dung HTTPS trén trang két qud tim kiém (SERP).

e Google thich HTTPS! Dung vay. Va khong chi Google, ma cdc trinh
duyét khdc nhu Firefox, Safari... déu khuyén khich cdc website su
dung HTTPS.

o Quan trong hon hét, né MIEN PHI!

Chifng chi bdo méat SSL

P . —_—
l
> { E 3
WP IEIENY: E Y | | WEEIFHETIE, KGR
password; 123 | | possword: " EAA

Uzer Website Web Server

v

Thdng tin ma ngudi dung gui tdi Server dugc mad hda.
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khodn phi cho bén thu 3 chiu trdch nhiém xdc thuc “website chinh chd”
(Comodo, Symantec, GeoTrust...). Vi thé, chi nhiing trang web ngdn hang,
TMDT, tai chinh, vi dién td... mdéi phdi dau tu cho khodn phi nay. Nhung 6
thoi diém hién tai, HTTPS da MIEN PHi cho tdt cé trang web!

>> Hudng dan Cai ddt ching chi SSL (HTTPS) mién phi

4.2 Han ché cho phép upload file

1

Viéc cho phép ngudi dung tdi file 1én trang
web cdé thé mang lai rdi ro Idn cho website
ctia ban, NGAY CA KHI d4 chi I& hanh déng
thay dé6i hinh dai dién.

7

Nhiing file dugc upload Ién, du trong cé vé vo hai, thi cling cé thé chia
nhitng dong 1énh dbc hai tiém nhiém vao mdy chi. Vi thé, ban nén “théng

tay” tdt tinh ndng upload file néu khong can thiét.

Néu ban bat bubc phdi cho ngusi dung upload file, hdy can trong véi moi
tinh huéng. Bdc biét, ban khéng thé chi dua vao phan mad réng dé xdc dinh
dé la file hinh anh. Bai mét file cé tén image.jpg.php cé thé vugt qua dé
dang. Ngodi ra thi hau hét cdc hinh dnh déu cho phép luu trir mét phan binh
ludn (comment) cé thé chira code PHP dudc thuc thi bdi mdy chd web.
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muc bén ngodi webroot hodc trong cd sd dif liéu dudi dang blob. Néu cdc
file khéng thé truy cbp truc ti€p, sé can tao mét tdp Iénh dé tim nap cdc file
tU thu muc riéng (hodc trinh xir ly HTTP trong .NET) va gui ching dén trinh
duyét. Thé img hé trg thudc tinh src khéng phdi Id URL truc ti€p dén hinh
anh, vi vay thudc tinh src cé thé tré dén tép Iénh phdn phai file, cung cap loai

n6i dung chinh xdc trong tiéu dé HTTP.

4.3 Xdc thuc tu 2 phia

Xdc thuc phdi luén luén dugc thuc hién cd trén trinh duyét va phia mdy chu.
Trinh duyét cé thé gdp cdc 16i don gidn nhu khi cdc trudng bat budc dién bi
dé trong hay nhép van ban vao trudng chi cho dién s6. Tuy nhién, nhiing
diéu nay cé thé dudc bo qua va nén dam bdo viéc kiém tra cdc xdc thuc séu
hon phia mdy chd. Vi khdng lam nhu véy cé thé dan dén ma hodc tép 1énh
ddc hai dugc chén vao cd sd dif liéu hodic cé thé gay ra két qud khéng mong

mudn trong trang web.

4.4 Can thdn vdi cdc théng bdo 16i

Hay cén thdn véi lugng théng tin ban cung cdp trong cdc thong bdo 16i. Chi
cung cdp cdc 16i téi thiéu cho ngusi dung, dé ddm bdo ching khéng lam rd
ri cdc bi mat cé trén mdy cha (vi du, khdéa APl hodc mat khéu cd sé dif liéu).
Dlng cung cap day du chi ti€t ngoaqi Ié vi nhitng diéu nay cé thé lam cho
cdc cudc tan cong phic tap nhu SQL injection dugc thuc hién dé dang hon
nhiéu. Gilf cdc 16i chi tiét trong nhét ky mdy cha va chi hién thi cho ngudi

dung théng tin ho can.
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4.5 Sao luu website dinh ky

1

Sao luu dir liéu web (hay backup website) Ia
moét cdng doan téi quan trong trong viéc qudn
tri, bdo mdat va phdt trién web.

77

Viéc sao luu web thudng xuyén giup cho cdc webmaster chi déng ung phéd
trong trudng hgp trang web bi hack hay gdp su c6. Cé 2 hinh thic sao luu

chinh: offline va online.

V4i hinh thdc sao luu web offline, cdc chd web sé tdi toan bd dif liéu can
thiét cia website vé mdy tinh hodc 6 ciing. Nhu vdy, ban sao luu cé an
toan hay khéng ndm & viéc ban bdo vé 6 cing mdy tinh nhu thé nao. Tuy
nhién hién tai, nhG su phdt trién clia cdng nghé dién todn ddm may (cloud
computing), ban cé thé sao luu dir liéu trén mdy vdi gid ca phu hgp, lai
bdo mat va tién Igi hon nhiéu so vdi offline backup. Theo dd, toan boé diru
liéu can thiét sé dudc tdi lén khdng gian luu trlr ddm mday. Khi can thiét, chu

web cé thé truy xuat dir liéu tuy y, tir bat ki ddu, chi can cé internet.

Mau chét cta viéc luu trll trén nén tdng ddm mady Ia chon déi tdc uy tin, do
viéc bdo mét hoan toan phu thudc vao bén cung cdp dich vu. Ching t6i
khuyén chon nhitng nha cung cdp uy tin nhu Amazon véi AWS hay Microsoft

vd3i Microsoft Azure.
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5. CHONG TAN CONG KHAI THAC LO HONG

L6 héng bdo mét cia website (web vulnerability) & nhimng diém yéu cia
hé théng website c6 thé bi ké xdu Igi dung va khai thdc, qua dé tan cong
website. Nhitng diém yéu nay cé thé xudat phdt tr mé ngudn (source code)
ctia web, 16i clia 1ap trinh vién, hodc do website phiic tap (cang nhiéu tinh

ndng thi cang dé xudt hién nhiéu diém yéu).

Tham khdo: L6 héng website la gi va 10 16 héng phé bién nhat

Phan I6n nhitng 16 hdng nay cé thé dudc phdt hién badng phdn mém chuyén
dung. M6t s6 16 héng phic tap hon doi hoi thuc hién phudng phdp Pentest
(kiém thir bdo mat) sé dudc dé cdp trong phan sé 8.

Trong phan nay, tbi sé gidi thiéu 2 16 héng phé bién la “xu hudng tan cong”

ndm 2019 va cdc céng cu tu ddng dé quét 16 héng bao mét hiéu qua.

5.1 L6 héng SQL injection

Cdc cudc tén cdng SQL injection |& khi ké tadn cdng s dung trudng mau
web hodc tham sé URL dé c6 quyén truy cp hodic thao tdc cd sé dir liéu
ctia nan nhan. Khi s&f dung Transact SQL tiéu chudn, that dé dang chén
code gid mao vao truy van cta ngudi dung, ti dé thay déi bang, lay théng
tin va xdéa dif liéu. C6 thé dé dang ngdn chdn diéu nay bdng cdch ludn sur
dung truy van dugc tham sé héa. Hau hét cdc ngdn nglr web déu cé tinh

ndng nay va né rat dé thuc hién.

Xem xét truy van sau:

“SELECT * FROM table WHERE column = ‘” + parameter + “’;”
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NéEu ké tan céng thay d6i tham s6 URL thanh “ or ‘1'="1 thi diéu dé sé khién

truy van trong nhu sau:

“SELECT * FROM table WHERE column = ‘’ OR ‘1'='1";"

Vi ‘1’ bdng ‘1, diéu nay sé cho phép ké tdn céng thém mét truy van bé sung

vao cudi cdu lénh SQL va né cling sé dudc thuc thi.

Ban cé thé stra truy van nay bdng cdch tham s6 héa né moét cdch ré rang. Vi
du, néu dang s dung MySQLi trong PHP thi truy vén sé tré thanh:

$stmt = S$pdo->prepare(‘SELECT * FROM table WHERE column =

tvalue'’);

S$Sstmt->execute(array(’‘value’ => S$Sparameter));

5.2 L6 héng XSS (Cross-site Scripting)
Cross-site scripting (XSS) truyén JavaScript déc hai vao cdc trang web,
sau dé chay trong trinh duyét clia ngudi dung va cé thé thay déi ndi dung

trang, hodc ddnh cdp théng tin dé gui lai cho ké tén céng.

Day 1ad méi quan tdm ddc biét trong cdc Ung dung web hién dai, ngi cdc
trang hién dugc xdy dung chd yéu tu ndi dung ngudi dung va tao HTML
cling dugc bién dich bdi cdc framework front-end nhu Angular va Ember
trong nhiéu trudng hdp. Cdc framework nay cung cdp nhiéu bién phdp bdo
vé chong lai XSS, nhung viéc két hgp rendering mdy chdi va mdy khdch ciing
tao ra cdc cdch tan cdng mdi va phic tap hon, khdng chi cé khd ndng truyén
JavaScript vao HTML hiéu qud, ma con cé thé truyén ndi dung sé chay code

b&ng cdch chén cdc Iénh Angular hodc s dung cdc trinh trg gitip Ember.
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Mau chét & ddy la tdp trung vao céch ndi dung do ngudi dung tao. Diéu nay
tugng tu nhu bdo vé chéng lai SQL injection. Khi tao HTML dbng, hdy s
dung cdc ham thuc hién ré rang cdc thay déi dang tim kiém (vi du, s&f dung
phan tU .setAttribution va Element.textContent dé trinh duyét tu dong
escape, thay vi cai ddt phan tl.innerHTML thd c6ng) hodc st dung cdc ham
tu ddng escape khi thich hgp, thay vi néi chudi hodc ddt néi dung HTML thé.

Mot cong cu manh mé khdc dé chong lai XSS la chinh sdch bdo mét néi
dung (Content Security Policy — CSP). CSP la header mdy chu cd thé trd vé,
cho phép trinh duyét gidi han cdch thic va nhitng gi JavaScript dugc thuc
thi trong trang, vi du nhu khéng cho phép chay bat ky tép |énh ndo khéng
dugc luu trir trén domain, khdong cho phép JavaScript ndi tuyén hodc vo hiéu
héa eval(). Mozilla c6 mét hudng dan tuyét vdi véi mét s6 cau hinh vi du
(tham khdo tai developer.mozilla.org/en-US/docs/Web/HTTP/CSP). Diéu nay
lam cho cdc tdp 1énh cta ké tan cong khoé hoat ddéng han, ngay cé khi ké tan

cdng co thé dua chung vao trang web.

5.3 Phéan mém chuyén dung quét 16 héng ty ddng
Mdc du trén thi trudng cé rét nhiéu phan mém quét 16 héng website, nhung
khéng phdi phdn mém ndo ciling dudc viéc. Dudi déy la mot trong nhiing
phan mém quét |6 héng phé dudc tin dung nhat:

e [IBM Security AppScan Standard

e Tenable

e Arachni

e CyStack WebShield

Uu — nhugc diém, gid cd, tinh ndng clia mdi phan mém sé dudc phdan tich ky
trong link bén dudi. Cdc ban tham khdo thém.

Ddnh gid chi tiét: Top 10 &ng dung scan 16 héng website t6t nhdt trén
thi truéng
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WebShield |6 mét ('ng dung Saa$S (cloud-based) ho trg quét 16 héng bdo
mat web hiéu qua ma khong can cai dat. Ngodi ra, WebShield dugc tich hgp
tinh ndng quét méa ddc, quét bdo mat tong thé cho website va nhiéu tinh
ndng hitu ich khdc. Mdc gid dugc thiét ké phu hgp véi doanh nghiép vira va

nho.

>> Kham phda tinh nang WebShield

6. BAO MAT HOSTING VA CG SG DU LIEU WEB

Hdy chon moét dich vu Hosting UY TIN thay vi GIA RE !!

Mot déi tdc Hosting uy tin sé cé trdch nhiém vdi nhitng “bién c6” xdy ra vdi
website cla ban. Hién nay trén thi trudng, nhiéu nha cung cép hosting gid
ré co tinh trang “dem con bé chg”. Ldc ma&i goi mua dich vu thi rat nhiét tinh,
con luc khdch can thi khdng thay ddu. Ban nén tham khado ky trudc khi lua
chon dich vu hosting, vi khéng nhiing dnh hudng tdi bdo mét, x ly su c6, ma
hosting con &nh hudng t8i SEO nira day!

6.2 Gilr cho website sach sé

Website cang nhiéu tinh ndng thi nguy cd xudt hién nhitng diém yéu cho tin
tdc khai thdc cang cao. Vi vy, viéc can lam la tdt tat cd nhiing tinh ndng
(bao gém plugin trong wordpress, extension trong Joomla,...) khdng s dung
dén hodc khdng qud quan trong. Quadn tri vién website can hiéu ré vé cong
viéc kinh doanh cda minh, muc dich st dung cia website, tu d6 tao ra moét

hé théng web dd dung, t6i gidn ma van hiéu qud.
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6.3 Bat xdc thuc 2 budc dang nhap Hosting

Dé bdo mat hosting tét han, ban nén thiét 1dp xdc minh 2 budc khi ddng
nhdp vao trinh qudn ly Hosting. Cu thé trong bai viét nay, t6i sé huéng dén
ban thuc hién vdi cPanel HawkHost, cdc dich vu hosting khdc ban cé thé

ladm tuong tu. Quy trinh thuc hién nhu sau:

e Taiva cdi dat mét ing dung 2FA bat ki vé smartphone. Cdc Uing dung
phé bién: Google Authenticator (H6 trg Android, iOS, blackberry), Duo
Mobile (H6 trg Android, iOS), Authy (hé trg Android, iOS, Blackberry).

e Ddng nhdp vao giao dién cPanel, gd vao thanh tim kiém “Two-Factor
Authentication”

Click vao Cai Bat. Chudng trinh sé trd vé 1 QR code va 1 md xdc nhdn.

Dung smartphone quét QR code. Néu phan mém khdng ho trg quét QR,

ban cdn nhdp mé xdc nhdn gédm 6 s6 >> HOAN THANH!

Luu y: Néu bi mat tai khodn, ban can submit ticket cho HawkHost hodc nha

cung cdp dich vu Hosting dé lay lai.

7. NHUNG HANG MUC KHAC CAN THUC HIEN

7.1 Phén quyén tai khodn trang quan tri
Néu ban cé théi quen cap day dd quyén admin cho moi qudn tri vién thi cé
|& ban nén suy nghi lai. B3i d6 la mét trong nhitng théi quen rat xdu khi quan

tri web: chi can mét tai khodn bi hack, ban cé thé mat kiém sodt hoan todn.

Mi nhiém vu khdc nhau nén dugc phan quyén khdc nhau. Vi du: ngudi viét
bai sé dudc cdp tai khodn Editor, chi cé chdic ndng qudn tri ndi dung, bai viét.
Viéc nay gidp trdnh dugc nhiéu rdi ro tai hai tif cd bén trong va bén ngoadi. Va

cling ditng quén xéa tai khodn admin khi nhan sy nghi viéc!
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Vi tai khodn khdch, ngusi dung web: théng thudng tai khodn khdch chi can
tinh n@ng cd bdn nhu gli va nhén di liéu t& mdy chd. Diéu nay thay déi tuy
vao muc dich website ctia ban, nhung quy téc bat di bat dich la: khéng bao

gid trao “thtra” quyén han cho bat ki mét tai khodn nao.

7.2 Phan chia méi truéng test va thyc té

Mot luu y nhd nhung khong thua: ludn phan chia moi trudng test tdch biét
hén trang web cta ban. Bing bao gid test tinh ndng/cdp nhét ngay trén
website néu nhu ban khdng muén gdy truc trdc cho website ciia minh. Diéu

nay cling thé hién thdi d6 va phong cdch lam viéc chuyén nghiép.

7.3 Bdo mat mdy tinh & st dung internet an toan
Néu mdy tinh cdia ban bi nhiém ma ddc, dé cling cé thé la rdi ro véi website
cdia ban. Vi thé, hdy bdo mat cho mdy tinh cd nhén cda minh bdng cdch su

dung mét phan mém diét Virus.

Bén canh dé, tdp thdi quen si dung internet an todn la diéu bdt budc. Mt
vai luu y:

e Khéng tdi file khéng ré ngudn géc

e Khoéng click vao link la

e Khodng click vao qudng cdo & nhitng trang web den

e Kiém tra dia chi ngusi gi mail

e Kiém tra n6éi dung email
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1

Con ngudi Id mat xich yéu nhdt trong ddm
bdo an ninh mang cho t6 chuc!
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D4 1a nhdn xét cha 6ng Nguyén Htu Trung — CTO tai CyStack. That vay, cé
dén 83% cdc cudc tan cdng website xdy ra xudt phdt ti sai ldm cla con
ngudi (I&p trinh vién, qudn tri web, ngudi dung web). Vi thé, viéc t6 chiic cdc
khdéa ddo tao - training cho nhdn vién vé van dé bdo mat website, si dung
internet an todan la rat can thiét. Viéc dé gidp doanh nghiép tiét kiém moét

khodn I8n chi phi danh cho bdo mét va Ung bién su cé.

8. PENTEST - KIEM THU WEBSITE

1

Mot trong nhitng phudng phdp hiéu qud va
manh mé nhat dé bdo mdt Ung dung web la
Pentest!

77

Pentest, hay kiém thd xdm nhdp, la hinh thic tdng cudng bdo méat bdang
cdch xdm nhap vao website. V&i phudgng phdp nay, cdc chuyén gia bdo mat
sé c6 gdng tim moi cdch dé xdm nhdp vao web cla ban, ti d6 tim ra diém
yéu (16 héng bdo mat) cda trang web. Khi d6, ban cé thé dé dang khéc phuc

nhimng diém yéu nay va tdng cudng bdo mat cho trang web cta minh.
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Khi quyét dinh thué mét dich vu Pentest, nén chd y:

e Chon cdc dan vi cé uy tin, kinh nghiém
e Tim hiéu rd cdc diéu khodn bdo mat, cling nhu hgp dong thuc hién

e Chon phuong dn phu hgp vdi tinh hinh tai chinh va giai doan phdt

trién cda doanh nghiép.

Xem ngay: Dich vu pentest toan dién, tu van mién phi tir chuyén gia

9. SU DUNG PHUGNG PHAP BAO MAT CONG DONG DE
TANG CUONG BAO MAT UNG DUNG WEB

9.1 Bdo Mét Céng Pong la gi?

Bdo Mat Céng Bong (Crowdsourced Security) la phudng phdp tén dung sic
manh cta hacker mi trdng va cdc nha nghién cdu bdo mat tu do dé bdo
madt cho website. V& cd bdn, BMCD chinh Ia Pentest, nhung véi quy mé rong
han. Thay vi 1 nhédm ngudi thuc hién pentest, thi cd cdng déng chuyén gia

sé pentest cho website cua ban.

Tai MIEN PHi ebook: Crowdsourced Security l&1 gi?

Phudng phdp ndy dudc Ung dung rdng rdi 8 My & chdu Au vi tinh thuc tién
ctia nd. Cdc doanh nghiép sé khéng phdi “dot tién” mot cdch vo tbi va, ma
ho sé chi phadi tén mot khodn phi lam tién thudng cho hacker mi trdng hodc

chuyén gia bdo mat.

Nhitng tdp dodan I8n déu dp dung phudng phdp nay: Google, Facebook, HP,
hay cd B6 Quéc Phong My cling da khdi chay chudng trinh Bug Bounty dé

bdo vé hé théng mang Iudi an ninh.
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9.2 Chudng trinh Bug Bounty

Chudng trinh Bug Bounty (Trao thudng tim 16i) 1& cdch giup cdc doanh
nghiép trién khai Bdo M&t Céng Dong. DE bat dau, ban sé trién khai mét
chuong trinh Bug Bounty: Thudng tién mdt cho bat ky ai tim ra 16 héng trén
website cua minh.

Mau chét dé tao ra mot chudng trinh Bug Bounty thanh cong la ban phai
ti€p cdn dudc véi mot cdng déng nhiéu chuyén gia bdo méat. Ho sé gidp ban

lam phan viéc con lai (bdo mdt trang web ctia ban).

Xem ngay: Lam sao dé t6 chidic chuong trinh Bug Bounty?

9.3 Cdc dé6i tdc uy tin

Dudi dday la cdc don vi uy tin cung cdp nén tdng Bug Bounty dugc ua chudng:
e Bugcrowd (San Francisco, California)
e hackerone (San Francisco | London | New York | Singapore | Ha Lan)

e Synack (Redwood City, California)
e Detectify (Stockholm, Thuy Dién)

e Cobalt (San Francisco | Berlin)
e AntiHack (Singapore)
e WhiteHub (Viét Nam)

e Bugbounty.vn (Viét Nam)

9.4 WhiteHub — Két néi doanh nghiép véi céng déng 500+ chuyén gia bdo
mat

WhiteHub | nén tdng Crowdsourced Security dau tién tai Viét Nam, gitip
két n6i nhu cau kiém thd bdo mat cda doanh nghiép va céng dong chuyén

gia tai khdp ngi trén thé gidi.
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Théng qua WhiteHub, doanh nghiép cé thé khdi tgo va qudn ly chuong
trinh Bug Bounty, tiép cdn véi céng dong hon 500+ chuyén gia bdo mat. Tu

dd bdo mat toéi da cho cdc sdn phdm Ung dung cta minh.

>> Tim hiéu gidi phdp cua WhiteHub

9.5 Case study: bdo mat cho website vntrip.vn
Tai Viét Nam, Vntrip I doanh nghiép néi bat thuc hién thanh céng chugng
trinh Bug Bounty, qua dé khéc phuc dugc rdi ro bi hack théng tin ctia 500,000

khdch hang, va gidp bdo vé website an toan, 6n dinh hon.

Xem ngay Case study: Vntrip da bdo mat dir liéu 500.000 khdch hang nhu
thé nao?
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C. DICH VU BAO MAT WEBSITE TU
CYSTACK

1. QUY TRINH HOP TAC

1. BDanh gid website

v —

= CyStack thuc hién ddnh gid téng thé hé théng website cla
doanh nghiép, bao géom cdc hang muc: S6 lugng Domain,
mo hinh kinh doanh, tUr 6 phdt hién ra cdc rdi ro ddc biét ma
doanh nghiép cldia ban dang gdp phdi.

* 2. DBé xuat gidi phdp

\ Mbi doanh nghiép déu cé nhitng diém yéu khdc nhau. CyStack
dé xudt gidi phdp dudc thiét ké riéng cho doanh nghiép cla
ban bao gébm cdc hang muc: Céng cu, con ngudi, ha tang trién
khai.

ot 3. DEMO sdn phdm
Gitp doanh nghiép Iuva chon san phdm va géi cudc phu hgp
nhat véi quy md hién tai, ti d6 t6i uu chi phi.

4. Hdp tdc
Hai bén ky hgp déng hgp tdc. Doanh nghiép dudc hé trg trong

U

suét thai gian trién khai.
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2. SAN PHAM

2.1 CyStack WebShield

CyStack WebShield Ia Ung dung bdo mdt web manh mé & hoan toan tu

d6ng. Ung dung tich hap cdc tinh ndng:

Quét bdo mat téng thé cho website

Tudng Iira thong minh gidp loc cdc traffic nguy hai cho mdy chi web
Chéng tdn céng Brute-Force

Cong cu do tim va tiéu diét ma déc, lam sach website

Quét 16 héng web theo OWASP Top 10 & ho trg khdc phuc

Tinh ndng dat lich quét tu déng

Gidm sdt Uptime website 24/7

Gidm sdt & cdnh bdo DNS Blacklist

Phat hién thay d6i ndi dung

Cdnh bdo théng minh qua smartphone, email, PC

H6 trg HTTPS/SSL mién phi

>> Xem bang gid WebShield

2.2 CyStack WhiteHub

WhiteHub la nén tdng Crowdsourced Security dau tién tai Viét Nam, gitip

két nGi nhu cau kiém thd bdo mdt cda doanh nghiép va céng dong chuyén

gia tai khdp ngi trén thé gidi.

Théng qua WhiteHub, doanh nghiép cé thé khéi tao va qudn ly chuong

trinh Bug Bounty, ti€p cdn vdi cdng dong han 500+ chuyén gia bdo mét. TU

dd bdo mat t6i da cho cdc san phdm Ung dung ctia minh.
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WhiteHub cung cd@p cdc tinh nang qudn ly truc quan, phu hdp vdéi CEO/
CISO/CTO nhu:

e Tao chudng trinh Bug Bounty

e Lua chon pham vi thuc hién (cong khai hay bi mat)
e Lua chon chuyén gia phu hgp

e Dinh nghia ngan sdch

e Gido tiép & trao thudng cho chuyén gia.

>> Gidi phdp Pentest thng qua Bug Bounty

3. KHACH HANG CUA CHUNG TOI

Nhiéu déi tdc thubce cdc linh vuc Thuong mai dién td, Gido duc, Y té, Tai
chinh, Ching khodn, Vi dién td, Du lich OTA... da lua chon WhiteHub dé

bdo mdt cho website va Ung dung mobile cua ho:
e vntrip.vn: Thong qua WhiteHub, Vntrip da kip thgi phdt hién ra nhiing
16 hong hé théng nghiém trong. TUr d6 bdo mét thong tin cho 500,000
khdch hang va 10,000 d6i tdc khdch san.

o Getfly

e Luxstay
¢ NukeViet
e Hostvn

¢ MOG

e IAE

D6i tdc nudc ngoai: GPQB, Digicentre,...
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D. TONG KET

T6i pham mang luén phdt trién. Viéc trang bi kién thiic vé bdo mdt website
| can thiét véi tat cd moi ngudi, tir cap quan ly téi cdp nhan vién.

Tuy nhién trong thuc té, khong phdi website ndo cling can thiét phdi dp
dung tat cd cdc phuong phdp dudc néu ra trong bai viét. Ban doc nén cdn
nhdc nhing bién phdp phu hgp véi tinh hinh riéng cia méi trang web dé
dua ra chién lugc phu hap.

Vi du: M6t website Thuong mai dién td (TMDT) sé can thuc hién cdc bién
phdp pentest & Bdo M&t Céng Déng dé bdo vé téi da cho website. Bdi trang
web cd vai tro rdt I6n déi véi cdng viéc kinh doanh cla cdc cbéng ty TMDT.
Ngudgc lai, mbt website véi muc dich gidi thiéu vé cdng ty thi chi can thuc
hién cdc budc bdo mat website co bdn la quad du.

Bai viét trén da giup ban doc trang bi thém kién thuc vé cdc phuong phadp
bdo mét website. Tuy nhién, néu ban van phén véan chua biét bdo mét
website nhu thé nao, bat dau tir ddu, hay chon phudng phdp nao, thi hay
lién hé véi chiing téi @€ dudc tu van MIEN PHI gidi phdp phi hdp nhét cho
doanh nghiép cua ban.

LIEN HE
CTCP An ninh mang CyStack Viét Nam - CyStack., JSC

Dia chi: Bigwin Tower, S6 23 Lé Van Ludng, phudng Nhdn Chinh, quén
Thanh Xudn, Ha Noi.

Email: contact@cystack.net
Hotline: (+84) 247 109 9656

Website: https://cystack.net
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