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1. M6 ta tai liéu

Tai liéu k¥ thuét dugc I1ap ra vdi cdu hinh tir cdn ban dén ndng cao nham muc dich
gilp cho ngudi quan tri hi€u cac tinh ndng cling nhu ¢ thé cdu hinh va quan tri thiét bi
firewall FortiGate va thié€t bi Forti-AP. V@i tai liéu nay ngudi quan tri sé cé cai nhin vé
thiét bi firewall FortiGate mot cach tdng quan va dé dang cho viéc quan tri thiét bi.

2. Cau hinh can ban

2.1: Login va system

DE& login vao thiét bi ta cd 2 cach nhu sau:
- Login Console:
- Bit per second: 9600
- Data bit: 8
+ Parity: none
« Stop bit: 1
» Flow control: none
- Login Web Interface:
+ https://192.168.1.99
+ Username: admin
« Password:
- System: Xem trang thai thong tin thiét bi nhu ngay, gid, license...
- Login vao man hinh cdu hinh Fortinet firewall theo thong s6 bén dudi:

F 1921681 9%kgin

= C ¥ @ Khéng bio mat | 132.168.1.9%/log *« 0w E

https://192.168.1.99
Name: admin
Password: dé tréng
EN



https://192.168.1.99/

@ Dashboard

¥& Security Fabric

& FortiView

&+ Network

L System

B Policy & Objects

@ Security Profiles

L VPN

& User &Device

= WiFi & Switch Controller
Ll Log & Report

» Monitor

System Information
Hostname FGT80E4Q17003631
Serial Number FGT80E4Q17003631
Firmware v6.0.1build0131 (GA)
Made NAT (Flow-based)

System Time

Uptime

WAN IP

Unknown

Man hinh chinh ctia Fortinet firewall:

Licenses o i

ortiCare Support

7+ Security Rating

0/10 FortiT

FortiClient 0/0

ray

Iminute~ (o 3

—

T 14:16:2014:16:25 14:16:30 14:16:35 14:16:40 14:16:45 14:16:50 14:16:55 14:17:00 14:17:05 14:17:10

dGi tén theo y mudn.

@ Dashboard >
-\:\‘ Security Fabric >
laa FortiView >
o Network >
I ## System v

Administrators
Admin Profiles

Firmware

%

Settings

HA

SNMP

Replacement Messages

FortiGuard

Advanced

Feature Visibility

Tags
B Policy & Objects >
& Security Profiles >
0 VPN >
& User &Device >

Q

System Settings

= 0%

Hostname | FGT60DTK18006286

System Time

Current system time

Time Zone (GMT-
Set Time

Select server

Syncinterval @ 1

Setup device as local NTP server (B

Administration Settings
HTTR port 80
Redirect to HTTPS @©

HTTPS port 443

2018-07-1821:47:33

0) Pacific Time (US & Canad v
Manual settings
c

(]

A Port conflicts with the SSLVPN port setting

SSH port 22
Telnet port. 23

Apply

Administrators

@ +H1rs @ FortiExplorer

DE thay d6i tén cua thiét bj cho phlu hgp ta vao System -> Setting thuc hién
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- Cai dat thai gian va ngay thang giup phan tich log, cac su kién chinh xac.

@& Dashboard > System Settings

8K Security Fabric >
Hostname | FGT80E4Q17003631
i FortiView >
>
b Network System Time
I 3} System v
Current system time 2018-07-0% 00:23:54
Administrators . - -
Time Zone (GMT-8:00) Pacific Time (US & Canad ¥

Admin Profil
minFromes Set Time Synchronize with NTP Server JUERTEIE=a{{E

Firmware Select server EUAETEIGN Cusiom @
Settings jad Syncinterval @ 1

HA Setup device as local NTP server (B

SNMP

Replacement Messages Administration Settings
FortiGuard HTTP port 80
Advanced Redirect to HTTPS €D

Feature Visibility HTTPS port 443

Tags
A Port conflicts with the SSLVPN port setting

B Policy & Objects >

@& Security Profiles >

0 VPN 5 SSH port 22
N Telnet port 23

& User & Device

a

2.2: Tao tai khoan quan tri thiét bi

- Fortinet firewall chia thanh nhiéu cap administrator

e Administrator:
o Toan quyén trén hé théng
o Tao, x6a va quan ly tat ca cac loai administrator khac
o Read/Write administrator

e Tuong tu nhu administrator nhung khéng thé tao, stra va x6a cac admin
users:

o Read-only user

- Ta c&u hinh nhu hinh bén dudi d€ tao mdt tai khodn mdi cho viéc quan tri
thi€t bi firewall: System ->Administrators -> Create New

Dashboard > # Edit
¥ Security Fabric > Name Trusted Hosts Profile Type Two-factor Authentication
i FortiView > & admin 0.0.0.0/0 super_admin Local Q
+ Network >
£ System v
Administrators b4

Admin Profiles
Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Advanced
Feature Visibility
Tags
B Policy & Objects
& Security Profiles
O VPN
& User &Device

Q

vV v v




- Dién théng tin User, Password va chon Profile cho user.

- Sau khi tao tai khoan xong ta cap quyén truy cap vao thiét bi cho tai khoan
vUa tao theo nhu hinh bén dugi:

@ Dashboard > Edit Admin Profile
NX Security Fabric > Name prof_admin -
I FortiView > Comments
“ Network >
I & System v Access Permissons
Administrators Access Control Permissions  Set All
Admin Profiles w
Firmware Security Fabric | @ None @ Read [ giiGERRTIE
Settings o "
FortiView @ None @ Read [ gtet
HA
SNMP User & Device @ None @ Read [ gitee RS
Replacement Messages Firewall @ None @ Read [P RCENININCE & Custom
FortiGuard
Advanced Log & Report @ None @ Read [gREECIATE & Custom
Feature Visibility Network @ None @ Read [P gRCENINICE & Custom
Tags
B Policy & Objects s System @ None @ Read [gREESINCE € Custom
& Security Profiles > Security Profile | @ None @ Read [RLGEsicE &£ Custom
0 VPN >
i VPN @ None @ Read [Nl
& User & Device > -

a

- Ta cé thé ddi Password cla tai khoan Administrator theo nhu hinh bén dudi:

@ Dashboard > Edit Administrator

%X Security Fabric >
Username €@ | admin
i FortiView >
Type Local User

>
b Network Match a user on a remote server group
£ System 7 Match all users in a remote server group

Ad e Use public key infrastructure (PKI) group
Admin Profiles Comments Write a comment... | wass
i Email Address

irmware
Settings

> sSMs

HA
SNMP (O Two-factor Authentication
Replacement Messages (O Restrict login to trusted hosts
FortiGuard

Advanced Cancel

Feature Visibility

Tags
B Policy & Objects >
@ Security Profiles >
L VPN >
& User & Device >

Q
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2.3: Cau hinh Network Interface

- Network interface hd trg khai bdo IP tinh, IP ddng, PPPOE, ta cé thé cau hinh
cac interface theo nhu hinh bén dudi:

@ Dashboard >

e . . i FortiGate 80E Lan

¥ Security Fabric > N

I FortiView > I" | i B o
W OE N

*l-‘ Network '

DNS + CreateNew~ | & Edit W Delete (2RI =l By Role | Alphabetically

SD-WAN Interface Mame Members 1P/Netmask Type Access Ref.
Performance SLA Zone
SD-WAN Rules Virtual Wire Pair .
) B B i PING HTTPS SSH HTTP FMG-Access
Static Routes an | oo e 192.168.1.9% 255.255.255.0 =2 Hardware Switch (12)

CAPWAP

£ System
B Policy & Objects

Physical (4)

& Security Profiles PING HTTPS HTTP FMG-Access

>
>
> ‘
(4] dmz 10.10.10.1 255.255.255.0 ¥ Physical Interface CAPWAP 0
O VPN >
(4] ha 0.0.0.00.0.0.0 ¥ Physical Interface 0
& User & Device ’ © wani 0.0.0000.00 ® Physical Interface PING FMG-Access 1
¥ WiFi &Switch Controller > © wan2 00000000 B Physical Interface PING FMG-Access 0
lhil Log & Report >
& Monitor >
Q

- Khai bdo thong s6 cho céac interface, cau hinh interface mode Manual

&b Dashboard > | New
NK Security Fabric >
Interface Name
i FortiView >
Alias
< Network ©
Type VLAN v
Interface dmz v
DNS
VLANID 0
SD-WAN
Performance SLA Tags
SD-WAN Rules Role ® |LAN -
Static Routes © Add Tag Category
¥ System >
B Policy & Objects > Address
& Security Profiles > Addressing mode DHCP | PRPOE
0 VPN > IP/NetworkMask | 0.0.0.0/0.0.0.0
& User & Device >
= WIFI & Switch Controller > Administrative Access
lhil Log & Report > IPv4 HTTPS HTTP @ PING FMG-Access
€ Monit N CAPWAP SSH SNMP FTM
w Monitor RADIUS Accounting FortiTelemetry
® DHCP Server -
o

2.4: Cau hinh Routing

- P& truy cip dén cdc mang khong lién k&, can tao thém céac route tuong 'ng:
e Destination
o Routes dugc dua trén IP dich
e Source
o Routes dudc dua trén IP ngudn
- DE& truy cip dén mang bén ngoai, can khai bdo thém default route.




- Pé cu hinh static route ta thuc hién nhu hinh bén duéi:
@ Dashboard > # Edit || T Clone

NX Security Fabric >

Destination Gateway

& FortiView > Nomatching entries found

I"}‘ Network '

Interfaces
DNS
SD-WAN
Performance SLA
SD-WAN Rules

£ System

E Policy & Objects

& Security Profiles

& User & Device
# WiFi &Switch Cantroller
il Log & Report

>
>
>
O VPN >
>
>
>
@& Monitor >

Q
- Khai bao thdéng

@ Dashboard >
N& Secur ity Fabric >
& FortiView >
I'-]* Network v

Interfaces

DNS

SD-WAN

Performance SLA

SD-WAN Rules

sO cau hinh static route:

New Static Route

Destination € Named Address | Internet Service
0.0.0.0/0.0.0.0

Gateway 0.0.0.0

Interface -

Administrative Distance @ 10

Comments | oass

Status [CREENEY © Disabled

Static Routes bxd [ Advanced Options

& System

B Policy & Objects

& Security Profiles

0 VPN

& User &Device

= WiFi & Switch Controller
| og & Report

N

& Monitor

Interface Comment

2.5: Cau hinh Firewall Policy

e Policy dung dé Kiém soat traffic vao ra gilta cac zone v3i nhau va ap cac
chinh sach cho cac Zone

e Khi route dudc quyét dinh thi policy sé dugc thuc thi.

e Tat ca cac model déu coé policy mac dinh.

TECI H<RIZoN
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- D& tao moét chinh sach (policy) ta thuc hién nhu bén duéi:
Policy & Objects -> IPv4 Policy -> Create New.

@ Dashboard > # Edit 1 Delete | Q Policy Lookup ‘ Search
¥k Security Fabric > o ) ) )
ID Name Source Destination Schedule Service Action NAT Security Profiles Log

I FortiView >
4 Network > =Sl (e O
£ System > Implicit €
B Policy & Objects v

IPv4 Policy

Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Poals

Traffic Shapers

Traffic Shaping Policy

& Security Profiles b3
L0 VPN >
& User &Device >

= WiFi & Switch Controller > 7
Q

Cac noi dung can khai bao trong Policy gém: Name, Incoming Interface,
Outgoing Interface, Source, Destination, Schedule, Service, Action.

@ Dashboard > New Policy

‘Q‘ (N ELCLET AT By Sequence

Bytes

NX Security Fabric
I FortiView

*l-‘ Network

¥ System

B Policy & Objects

IPv4 Palicy
Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Traffic Shapers
Traffic Shaping Policy
& Security Profiles
O VPN
& User & Device
& WiFi & Switch Cantroller

Name @ & Online Help &

Incoming Interface

Qutgoing Interface

|
|
|
Source | +
|
|
|

Destination
Schedule always -
Service

+
Action L seagl © DENY

Firewall / Network Options

NAT

©
IP Pool Configuration RUSIeNEGRIARCECR LGNS Use Dynamic IP Pool

Security Profiles
AntiVirus

Wehb Filter

DNS Filter
Application Control (¢
SSL Inspection »

6o
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- Action: ap dung cac hanh déng trong policy
e Cac lua chon trong Action:
o Accept (cho phép)
o Deny (cam)

@ Dashboard > New Palicy
B Security Fabric > & Online Help =
i FortiView > Name €@
& Network > Incoming Interface ~
43 System > Qutgoing Interface v
B Policy & Objects v Source +
IPv4 Policy ¥ Destination +
Addresses Schedule (@ always -
Wildcard FQDN Service

+
Addresses Action V¥ eeaul @ DENY

Internet Service Database

Services Firewall / Network Options
Schedules NAT [ o)
Virtual IPs IP Pool Configuration Use Dynamic IP Pool
IP Pools
Traffic Shapers Security Profiles
Traffic Shaping Policy AntiVirus »
& Security Profiles Web Filter >
DNS Filter »

O VPN

& User & Device

= WIFi & Switch Confroller
Q

Application Control (B

>
>
>
>

- Dudi day la cach khai bdo mot s6é théng s6 trong policy:

+ Source Address va Destination Address: C6 thé chon 1 dia chi hodc 1a mdt nhém
dia chi IP dugc dinh nghia bdng “Address” nham don gian hda cac policy. P& tao
mot dia chi mang ta thuc hién:

Policy & Objects -> IPv4 Policy -> Create New -> Address.

@ Dashboard

+ Create New ~
Address
Address Group

LT Auuress W

# Edit | TR Clone I Delete | Search Q

¥& Security Fabric
Type Details Interface Visibility Ref.

i FortiView

'{* Network
& System
I B Policy & Objects
IPv4 Policy

< v v v v v

%

Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Traffic Shapers
Traffic Shaping Policy
@ Security Profiles
0 VPN
& User &Device
B WiFi & Switch Controller

N




Khai bao cac théng s6 cho mot Address.

Chuy:

& Dashboard

-‘3_\‘ Security Fabric

i FortiView

& Netwark

£ System

I B Policy & Objects

|Pv4 Policy
Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Traffic Shapers
Traffic Shaping Policy
& Security Profiles
O VPN
& User &Device
= WiFi & Switch Contraller

Cho phép tao subnet, day IP, hoac 1 dia chi.
khi tao 1 dia chi thi subnet la 32.

New Address

Name ‘ ‘

Color B | Change

Type ‘ Subnet

Subnet /1P Range ‘ ‘
‘ O any

©

Static Route Configuration (B

Comments ‘ y

Interface

Show in Address List

Tags
© Add Tag Category

Cancel

Services: Fortinet firewall d3 dinh nghia sdn rat nhiéu dich vu (predefined) va
nhém dich vu dudc st dung phd bién.

Service Any dai dién cho tat ca cac services (ports).
Group service va services phuc vu cho viéc lap chinh sach truy cap.

Group service va services gilp lap chinh sach rd rang, chinh xac.

Nhirng Service da dinh nghia trudc dugc liét ké chi tiét.

@ Dashboard

B Security Fabric

i FortiView

& Network

¥ System

I B Policy & Objects

1Pv4 Policy
Addresses

Wildcard FQDN
Addresses

Internet Service Database

+ CreateNew~ & Edit W Clone [0 Delete = % Category Settings ‘ Search ‘ Q | Alphabetically
Service Name Category Details IP/FQDN | Show in Service List | Ref.
o ALL General ANY ] 1
I ALLICMP General ICMP/ANY o 0
Il ALL_TCP General TCP/1-65535 0.0.00 [V} o]
I ALL_ UDP General UDP/1-65535 0000 @ 0
o HTTP Web Access TCP/80 0000 @ 1
o HTTPS Web Access TCP/443 0000 © 2

TECIH

Services 4 File Access (8)
Schedules ) AFS3 File Access TCP/7000-7009 UDP/7000-7009 0.0.00 (] 0
Virtual IPs m FTP File Access TCP/21 0000 @ 0
1P Poals © FTP_GET File Access TCP/21 0000 @ 0
Traffic Shapers ® FTP_PUT File Access TCR/21 0000 0
Traffic Shaping Policy )
I NFS File Access TCP/111 TCP/2049 UDP/111 UDP/2049 0000 @ 0
& Security Profiles >
I SAMBA File Access TCP/13% 0.0.00 (] 1
L VPN >
& User & Device , @sms File Access TCP/445 0000 @ 1
= WiFI & Switch Contralier > 7 ® TFTP File Access UDP/69 0000 @ 0
—_—
«RIZON 13/6e
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Ngoai nhitng services dudc dinh nghia sin ta cé thé tao thém béng “Create

",
new .
@ Dashboard [+ CreateNew~| # Edict T Clone Delete | 4 Category Settings | Search Q | IENETEE Alphabetically

v . 5 .
Nx Security Fabric Service e Category Details IP/FQDN | Show in Service List | Ref.

R Y

I Fortiview Service Group
& Network Category General ]
% System @ ALL ICMP General ICMP/ANY ] 0
Ia Policy & Objects T mawtce General TCR/1-65535 0000 ® 0
1Pv4 Policy
@ ALL_UDP General UDP/1-65535 0.0.0.0 [V}
Addresses

Web Access (2)
Wildcard FQDN

Addresses W HTTP Web Access TCP/80 0000 @
Internet Service Database @ HTTPS Web Access TCP/443 0.000 -]
Services ¥7 |§| File Access (8)
Schedules @ AFS3 File Access TCP/7000-700% UDP/7000-7009 0.000 ] 0
Virtual IPs I FTP File Access TCP/21 0000 @ 4]
IP Pools W FTP_GET File Access TCR/21 0000 ® 0
Traffic Shapers @ FTP_PUT File Access TCR21 0000 © 0
Traffic Shaping Policy §
@ NFS File Access TCP/111 TCP/2049 UDP/111 UDP/2049 0.0.0.0 V] 0
& Security Profiles >
I SAMBA File Access TCP/13% 0.0.0.0 ] 1
0O VPN >
& User &Device ;@B File Access TCP/445 0000 @ 1
= WiFi & Swifch Controller > 7 @ TFTP File Access UDP/69 0000 © 0

4

2.6: NAT (Virtual IP)

- NAT tinh
e Mbét IP ngudn dudc chuyén thanh dia chi mét IP dich trong bt ky thdi gian
nao.
- NAT dong
e IP nay thay d6i trong cac thdi gian va trong cac két ndi khac nhau.

- VIP (Virtual IP): M6t dang cua Destination NAT. Cho phép ngudi dung bén ngoai truy
cap nhirng dich vu vao mang bén trong. M3 port dé di vao giao ti€p vdi dia chi IP bén
trong va port ciia né.

Tao policy tr WAN -> Internal vdi source address tur any -> VIP address.

@ Dashboard | + createNew~ || # Edit W Clone @ Delete | Search Q e Gl Alphabetically
%4 Security Fabric
i FortiView
 Network
£ System

I B Policy & Objects v

1Pv4 Policy
Addresses

Virtual IP Details Interface Services Ref.
Virtual IPGroup  f§found

vov v v v

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs w
IP Pools
Traffic Shapers
Traffic Shaping Policy
& Security Profiles
O VPN
& User & Device

Moov v v

= WiFi & Switch Controller

TECI H<RIZoN



External IP Address/Range: IP Wan
Mapped IP Address/Range: IP Local

Mac dinh la dang Nat 1 - 1, néu chi mudn cho st dung 1 port hoac 1 range port

thi tick vao “Port Forwarding” va dién thong tin port vao.

@ Dashboard

%X Security Fabric

>

>

s FortiView >
4+ Network >
L System >

I& Policy & Objects v

IPv4 Policy

Addresses

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
IP Pools
Traffic Shapers
Traffic Shaping Policy
@ Security Profiles
0 VPN
& User & Device

Mow v

= WiFi & Switch Controller

New Virtual IP

Name
Comments

Color @ | Change

Network

Interface O any
Type Static NAT
External IP Address/Range | 0.0.0.0
Mapped IP Address/Range | 0.0.0.0

Qptional Filters

Port Forwarding @

Protocol L& UDP  SCTP | ICMP

External Service Port | 0
Map to Port 0

-| 0.000

2.7: Log va Report

e Log dé& ghi lai nhitng thao tac vao ra cua traffic.

e Report cho phép ngudi quan tri xuat bao cdo va tinh trang traffic.

e Cau hinh trong Log & Report -> Log Setting.

e Cho phép ghi log mét cach chi tiét v&i nhiéu Iua chon.

e Log dudc ghi trén RAM hay Disk hoac vdi thi€t bi Forti-Analyzer cta hang

Fortinet.

Forward Traffic
Local Traffic

Sniffer Traffic
System Events
Router Events

VPN Events

User Events
Endpoint Events
HAEvents

Security Rating Events
WiFi Events
AntiVirus

Web Filter

DNS Query
Application Control

Anomaly
Log Settings o
Threat Weight

Email Alert Settings
& Monitor >

Q

Log Settings
Local Log

Memory @

Remote Logging and Archiving

Send logs to FortiAnalyzer/FortiManager (B
Send Logs to FortiCloud
Send Logs to Syslog (B

Log Settings

Event Logging

Customize
Local Trafficlog  All

Log Allowed Traffic
Log Local Out Traffic

GUI Preferences

Resolve Hostnames €@ [ &)
Resolve Unknown Applications @ @

Log Denied Unicast Traffic
Log Denied Broadcast Traffic

Apply
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@ Dashboard » 2 & [© AddFilter| | M- @ Details
e . .
¢ Security Fabric ’ # | Date/Time Level User Message
& FortiView > 1 07-2523:47 W DHCP server sends a DHCPACK -
o-b Networl > 2 07-252346 Wi admin Administrator admin logged in successfully from http(192.168.10.125)
£ System 5 3 07-252342 mrooi] admin Administrator admin logged in successfully from console
4 07-2523:42 mm FortiGuard Message Service controller server is not-registered
B Policy & Objects > & €
5 07-252342 mrooi interface port1 gets a DHCP lease, ip:192.168.10.130, mask:255.255.255.0, gateway:192.168.10.254, lease ex|
& Security Profiles > 16 07-2523:42 memmEEE Delete 40 old report files
S VPN > 17 07-2523:42 memmmEm Delete 89 old report files
& User &Device > 8 07-252342 mmoo0) Disconnected from FortiAnalyzer
Im Log & Report o 9 07-252342 mrooi Fortigate started
10 07-2503:13 mEEm] Link monitor: Interface port10 was turned down
Forward Traffic
11 07-2503:13 mEEm ] Link monitor: Interface port% was turned down
Local Traffic 12 07-2503:13 mEmEm ] Link monitor: Interface port8 was turned down
Sniffer Traffic 13 07-2503:13 mEmmoo0) Link monitor: Interface port7 was turned down
System Ev P d 14 07-2503:13 mmEEEEED] Link monitor: Interface port6 was turned down
TEnEr s 15 07-2503:13 mmmEEEn] Link monitor: Interface port5 was turned down
VPN Event 16 07-2503:13 mmmEEET] Link monitor: Interface port4 was turned down
vents
17 07-2503:13 mmmmEoT] Link monitor: Interface port3 was turned down
User Events 18 07-2503:13 mmmEEin] Link monitor: Interface port2 was turned down
Endpoint Events 19 07-2503:13 mmmEEET] Link monitor: Interface port1 was turned down
HA Events 20 07-2503:13 EEEEEEE admin User admin shutdown the device from console.
" ; 21 07-2503:13 m admin Administrator admin logzed in successfullv from console T
Security Rating Events 7 D

2.8: Backup va

Q

€|/ ¢<| 1 /11| > | »  [Total:503]

- S dung dé& Iuu trit du phong va phuc hdi cdu hinh tét nht khi can thiét.

- DE& backup va restore ta lam nhu hinh:

I @ Dashboard

2 Main

¥& Security Fabric

& FortiView
+ Network
& System

-
(%
#

>
>

>

B Policy & Objects >

& Security Profiles >

S VPN
& User & Devi

ce >

& WiFi & Switch Controller >
Ll Log & Report >

€ Monitor

A

& | © AddFilter

Date/Time

> No matching entries found

Source

FortiGate 80E

p— I ) v6.0.1build0131(GA)
Destination Application Name Securitly Events
£ System »
[ Backup | ) Configuration  *
O Restore & Change Password
Revisions ® Logout
|| </|0O /0 » [Total:0]
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3. FortiView

FortiGate firmware 5.2 tré l1én hd trg tinh ndng FortiView gilp ngudi quan
tri ¢ thé monitor hé théng chi tiét hon, cu thé bao gdm thdng tin chi tiét vé
Source, Destination, Application, dung lugng data ma ngudi dung si dung, tu do
admin sé dua ra cac chinh sach phu hgp cho tirng user.

- FortiView cung cap cho nguGi quan tri cac bo loc bao gom:

e Sources e All

e Applications e Sessions
e Cloud e System
e Applications e Events

e Destinations e Admin

e Web e Logins

e Sites e« VPN

e Threats

- Khoang thdgi gian ma ngudi dung cé thé xem dudc trong FortiView ti da 1a 24
gid cho cac thiét bi model 100D trd Ién.

i Duashboard ¥ 8 | O AddFaer System Events  Failed Authentication m O Mhours~ | 1 Eﬁ

Iﬁ Fortivies o

Proysical Tegeslogy

Logical Topology

Soairgies

Deessinistions User Name Duration Logins Falled Logging Configuration Changes
Applications sdmin b T G 3

Clhosed Applicat bons
Weh Sibes
Threats

Traftss Shaping

Sources
SRS
The sty

Endpoint Welesrabity
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4. Anti-Virus

Bai lab nhdm muc dich do tim va ngdn chdn cac ndi dung bi nhiém virus.

Virus Infected File

Internet

A

m

FortiGate

Internal Network

4.3: Cau hinh

B1: Cau hinh Interface

@ Dashboard >
” ) 5 i FortiGate 80E LAN
NX Security Fabric > WANT 1
s FortiView » I " L
[~ -
|'*‘ Network @ .
DNS + CreateNew~ | 4 Edit 7D Al ByRole Alphabetically
SD-WAN Status Name Members IP/Netmask Type Access Ref.
Performance SLA Hardware Switch (1)
SD-WAN Rules 1
N N PING HTTPS SSH HTTP FMG-Access
Static Routes lan 10.22.2.1 255.255.255.0 =2 Hardware Switch (12) CAPWAP
L System >
B policy & Objects 4 Physical (4)
& Security Profiles ’ ° dmz 10.10.10.1255.255.2550 M8 Physical Interface SATHES A (LT (G 0
...... CAPWAP
O VPN >
(] ha 0.0.0000.00 B Physical Interface 0
& User&Device g [+ wanl 192.168.1.65255.255.2550 B Physical Interface PING FMG-Access 1
= WiFi & Switch Controller e ) wan2 0.0.0.000.00 ¥ Physical Interface PING FMG-Access 0
liil Log & Report >
& Monitor >
Q




B2: Tao Policy dé di internet

@& Dashboard > Edit Policy
SX Security Fabric 3 D
I FortiView > Name € default :
“ Network > Incoming Interface | =2 lan - Last used
£ System > Qutgoing Interface | M wanl - geserondtloeg
B Policy & Objects ~ Source =all x First used
4 minute(s) ago
1Pv4 Policy o * s
Destination Dall x o
Addresses Hit count
* 76
Wildcard FQDN Schedule 06 always -
Addresses
Service o AL x
Internet Service Database &
SIRIEE Action v accerT [ENg
Schedules _
otal bytes
Virtual IPs Firewall / Network Options 18.28 MB
IP Pools NAT [ o}

Current bandwidth
Traffic Shapers IP Pool Configuration UESLeNE0 -4l stteRat Gl Use Dynamic |P Pool 3168/

Traffic Shaping Policy

@ Security Profiles > Security Profiles
S VPN » AntiVirus » e =
& User & Device > Web Filter »

= WiFi & Switch Controller > 7 B
a EETEE o

B3: Scan Virus: tao Profile Scan ta cé thé chon quét mac dinh béng céach check hét vao virus

scan hay theo yéu cau cua ngudi quan tri.

Ta cb thé chon quét theo 2 ché& dd: Proxy-base hodc Flow-base.

System -> Settings -> System Operation Settings -> Proxy.

@ Dashboard > System Settings
noul S W s .
B Security Fabric >
e HTTPS port 443
i FortiView >
+ Network > A Port conflicts with the SSL-VPN port setting
I & System ~
Administrators SSH port 22
Admin Profiles Telnet port 23
Firmware Idle timeout 5 Minutes (1-480)
Settings i
HA Password Policy
SNMP Password scope @ Admin | IPsec Both
Replacement Messages
View Settings
FortiGuard
Advanced Language English -
Feature Visibility Linesperpage | 50 (20- 1000)
Theme Green hd
Tags
B Policy & Object: >
= roley lects System Operation Settings
@ Security Profiles >
Inspection Mode  Flow-based [E{08%
0 VPN >
& User & Device >

Q Apply




Tao Profile Scan.

Security Profiles -> AntiVirus.

@ Dashboard > Edit AntiVirus Profile
-\}’S Security Fabric >
Name default
& FortiView >
Comments Scan files and block viruses. 2| 29258
 Network >
Detect Viruses Monitor
£ System >
& Policy & Objects ’ Inspected Protocols
& S ity Profil &
SMTP @©
Web Filter POP3 ©
DNS Filter IMAP ©
Application Control MAPI (B
FortiClient Compliance TP ©
SSL/SSH Inspection
Web Rating Overrides APT Protection Options
Web Profile Overrides Content Disarm and Reconstruction >
Custom Signatures Treat Windows Executables in Email Attachments as Viruses @O
0O VPN > Use Virus Outbreak Prevention Database @& (e ]
& User &Device > Include Mobile Malware Protection ©

= WiFi & Switch Controller >

il Log & Report >

Q

B4: Ap dung Profile Scan vao Policy:
Trudc hét, enable Multiple Security Profile.
System -> Feature Visbility -> enable Multiple Security Profiles.

Dashboard > Feature Visibility
XX Security Fabric > { @ icap J
Changes ©
i FortiView > [ @ Implicit Firewall Policies ]
® Multiple Security Profiles
*# Network > [ (@ Load Balance [+] ]
I¢ Systen v [ (@ Local In Policy ]
Administrators
([ @ Multicast Policy |
Admin Profiles
[EmETD { (@ Multiple Interface Policies w
Settings | [ @Mulﬂple Security Profiles ] |
HA [ @ Policy-based IPsec VPN J
SNMP [ © SD-WAN Interface ]
Replacement M
[ (B SSL-VPN Personal Bookmark [+] ]
FortiGuard
Advanced [ @ ssLvPNReaims |
[— e [ © Threat Weight Tracking ]
Tags [ @ Traffic Shaping [+] ]
B Do .
¥ Policy & Objects > [ o voIp ]
& Security Profiles >
[ B Wireless Open Security ]
0O VPN >
& User &Device >

Q




Ap dung vao Policy: Policy & Objects -> IPv4 Policy -> enable Antivrus.

& Dashboard > Edit Policy
e i i > -
" Security Fabric Firewall / Network Options 1D
i FortiView > 1
NAT ©
 Network > ) - - Last U
IP Pool Configuration EUESHOMeGT AN GUEWRNIGEE Use Dynamic IP Pool 1 minute(s) ago
£ System > . N
Proxy Options default - | &
E Policy & Objects v First used
" 22 minute(s) ago
1Pv4 Policy Security Profiles
Hit count
addics== AntiVirus © | [l default - # 175
Wildcard FQDN Web Filter (e ] ‘ Qsearch ‘ +
Addresses Active sessions
X DNS Filter @ | N default 4 12
Internet Service Database
Application Control (B | [T wifi-default
Services .
SSL Inspection certificate-inspection - & o : -
Schedules _
otal byt:
Virtual IPs Logging Options 19.10MB
IP Pools .
Log Allowed Traffic @0 [EClIaEney All Sessions Current ban
Proxy Options 1.09kB/s
Traffic Shapers Comments | Writeacomment... A o022

Traffic Shaping Policy

@ Security Profiles > Enable this palicy @ & QOnline Help £y

0 VPN >

& User & Devire > 7
5 T

Kiém tra: badng cach download file chua Virus tai Day.

High Security Alert!

“You are not perrmitted to download the file "eicarcom” because itis
infected with the virus "EICAR_TEST_FILE"

URL: hitp:iwer gicar org/downloadieicarcom
File guarantined as: [disabled]

hittpe e fortinet comie?n=EICAR TEST FILE
ClientIP: 192.168.1.84

ServerIP: 213.211.198.62

User narne:

Group name

Xem log: Log & Report -> AntiVirus.

 Network > c & ‘ © Add Filter ‘ M- | [ Detsis
& System > #| Date/Time Service Source File Name Virus/Botnet User Details Action
B Policy & Objects > 1 14:36:28 HTTP 10.10.10.2 eicar.com EICAR_TEST_FILE host: 213.211.198.62 blocked
& Security Profiles N 2 14:36:23 HTTP 10.10.10.2 eicar.com EICAR_TEST_FILE host: 213.211.198.62 blocked
0 VPN >
& User & Device >

I il Log & Report ~

Forward Traffic

Local Traffic

Sniffer Traffic

System Events

Router Events

VPN Events

User Events

HA Events

Security Rating Events
WAN Opt. & Cache Events
Web Filter

DNS Query -
Q < 1 /1 [Total: 2]



http://www.eicar.org/85-0-Download.html

5. Application Control

e Application Control dugc st dung dé do va kiém tra cdc hanh ddng cla cic 'ng
dung phat sinh trén mang. Dua trén giao thirc IPS decoders, application control cé
thé log va quan ly cdc hanh ddng clia cac ‘ng dung: phéan tich hé th6ng mang dé

xac dinh cac &’ng dung chay cé ding port va chuén giao thirc khéng.

e FortiGate xac dinh cac 'ng dung phat sinh trén hé th6ng mang bang cach st dung
Application Control (AP) sensor. Thdng qua AP sensor dé tuy chinh va quan ly cac

hanh déng cua cac 'ng dung khi da ap dung vao firewall policy.

e Ta co thé diéu khién dudc truyén tai mang thdng thudng bang dia chi nguén va
dich, hay port, s6 lugng va cac thudc tinh truyén tai dugc gan bdi firewall policy.
NE&u muén kiém tra luu lugng clia clia 1 ing dung chi dinh thi phudng phap nay
khéng thé dam bao dugc yéu cau.

o Dac diém cua Application control 1a kiém tra cic ‘ng dung phat sinh trén mang
thong qua signature, khéng can dén dia chi server hay port. Application Control

c6 cac signature bao gébm han 1000 (*'ng dung, dich vu va giao thuc.

i Yy
pp cation

/— _[:] // Internet
4 ¢ A

Application FortuGate
Internal Network Control

Cam User st dung Firefox trong hé thong.
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Security Profiles -> Application Control.

NX Security Fabric >
I FortiView >
"}‘ Network >
& System >
B Policy & Objects >
I & Security Profiles ~
AntiVirus
Web Filter
DNS Filter

Application Control v

FortiClient Compliance

SSL/SSH Inspection

Web Rating Overrides

Web Profile Overrides

Custom Signatures
0O VPN >
& User & Device >
# WiFi &Switch Controller >
il Log & Report >
@& Monitor >

Q

Edit Application Sensor

Name default
Comments | Monitor all applications.
Categories

~ | All Categories

@ ~ Business (143, &3 6)

Application Overrides

+ Add Signatures # Edit Parameters

Application Signature

No matching entries found

o 97 Cloud Applications require deep inspection.

0 palicies are using this profile.

default ~- O

[View Application Signatures]

2 251255
@~ | Cloud.IT (43) @ ~ | Collaboration (260, & 10)
@ ~ Game (78) @ ~ GeneralInterest (228, & 6)

W Delete

Category

@~ PP (84
@ ~ | Social.Media (120, £ 31)

@ - Unknown Applications

Action

Apply

- Categories: c6 thé Allow, Block hodc Monitor theo cac categories ma Fortinet

da dinh nghia san.

- Application Overrides: Trong trudng hdp mudn ap dung cho 1 &ng dung cu thé

ta vao Application Overrides -> Add Signatures. Trong vi du chling ta sé Block

'ng dung Firefox.

Block Firefox:

Security Profiles -> Application Control -> Application Overrides -> Add Signatures.

NA& Security Fabric

i FortiView >
& Network >
1} System >
B Policy & Objects >
| & Security Profiles v
AntiVirus
Web Filter
Application Control w

Intrusion Prevention
Anti-Spam

Data Leak Prevention
SSL/SSH Inspection
‘Web Rating Overrides
‘Web Profile Overrides

Custom Signatures

O VPN >

& User & Device >

Ll | og & Report >

& Monitor >
Q

Edimpplicacr#
- | Al Caf

®

Busing

®

Email

®

Mobilg

]

Proxy

]

Storag

]

VolP (

Application O

+ Add Signi

Firefox.Up
HTTRBRA
HTTPBRA

HTTPS.ER

Filter Overridg

Add Signatures

x

O Select All || % Name: firefox @ Add Filter

x‘ Ul Cloud Selected:0/2414

Name

Firefox.Update Update

Use Selected Signatures

Category

Technology Popularity Risk

Client-Server WEEEE
Browser-Based [ [}

1 /1 [Total: 2]

Cancel
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Chon cac dich vu Firefox can Block.
Action -> Block.

=
Security Fabric > i ————— l,jVEfau“ o m
b FortiView > @~ WebClient (18) @ ~ Unknown Applications
'*’ Network >
Application Overrides
& System > PP
B Policy & Objects > + Add Signatures = #° Edit Parameters | [l Delete
I & Security Profiles e Application Signature Category Action
S Firefox.Update Update @ Block ~
venrier HTTPEROWSER Firefox WebClient @ Block
Application Control *d
Intrusion Prevention Filter Overrides
Anti-Spam
+ AddFilter &' Edit = T Delete
Data Leak Prevention
. Filter Details Action
SSL/SSH Inspection
No matching entries found
Web Rating Overrides
Web Profile Overrides Options
GrmSpries Allow and Log DNS Traffic ©
O VPN > auic @ T Elock |
& User &Device ’ Replacement Messages for HTTP-based Applications @0
il Log & Report >
@ Monitor >

Q Apply

Ap dung Application Control d& dinh nghia vao Policy.

Policy & Objects -> IPv4 Policy -> enable Application Control.

@ Dashboard > Edit Policy
3 . . N
% Security Fabric Firewall / Network Options D
s FortiView > i
NAT ©
& Network b ) = 5 Last used
IP Pool Configuration  [REELOINEGH EANCHEWRLLIEES Use Dynamic IP Pool 49 d(s)
£ System 3y second(s) ago
Proxy Options default ~| &
B Policy & Objects ~ Firstused
n 41 minute(s) ago
IPv4 Policy Security Profiles
Hit count
filvees AntiVirus o) 291
Wildcard FQDN Web Filter »
Addresses
DNS Filter e ]
Internet Service Database -
Application Control @l I default - &
Services
SSL Inspection certificate-inspection - &
Schedules -
otal byt
Virtual IPs Logging Options 29.36 MB
IP Pools » " P R
Log Allowed Traffic €0 [EEElgVAaUIEl All Sessions Current bandwidth
Proxy Options 59B/s
Traffic Shapers Comments Write a comment... A oroz3
Traffic Shaping Policy
& Security Profiles > Enable this policy @ & Online Help &

0 VPN >

& User & Device > 7 | ok | Cancel
Q




Xem log:

Log & Report -> Application Control.

SEEnEETS 2| & | o addFilter | M- @ Detais
Router Events # | % | Date/Time | Source Destination Application Name Action | Application User | Application Deta
VPN Events 1 14:56:02  10.10.10.2 34.214.191.219 (tiles.services.mozilla.com) block
U= B 2 14:55:54  10.10.10.2 172.217.161.174 (safebrowsing.google.com) block
3 14:55:52  10.10.10.2 35.166.234.151 (self-repairmozilla.org) block
HA Events
. . 4 14:55:48  10.10.10.2 216.58.221.133 (mail.google.com) & block
Security Rating Events 5 14:55:01  10.10.10.2 54.148.233.113 (tiles services.mozilla.com) block
WAN Opt. & Cache Events I3 14:54:54  10.10.10.2 172.217.161.174 (safebrowsing.google.com) block
AntiVirus 7 14:54:53  10.10.10.2 54.69.184.117 (self-repair.mozilla.org) block
Web Filter 8 14:54:49  10.10.10.2 216.58.221.133 (mail.google.com) block
DNS Query 9 14:54:01  10.10.10.2 34.214.191.219 (tiles.services.mozilla.com) block
Web Application Firewall 10 14:53:53  10.10.10.2 172.217.24.206 (google.com) block
— e 11 14:53:53  10.10.10.2 35.166.234.151 (self-repair.mozilla.org) block
Application Control 12 14:53:49 1010102 172.217.24.197 (mail google.com) block
T AT e 13 145301 1010.10.2 34214191219 (tilesservices.mozilla.com) block
Ancmaly 14 14:52:53  10.10.10.2 172.217.24.206 (google.com) block
Anti-Spam 15 14:52:53  10.10.10.2 35.166.234.151 (self-repairmozilla.org) block
Data Leak Prevention 16 14:52:49  10.10.10.2 172.217.24.197 (mail.google.com) block
. 17 14:49:34  10.10.10.2 172.217.24.206 (google.com) block Firefox
Log Settings
18 14:49:34  10.10.10.2 35.197.51.42 (www.fortiguard.com) block Firefox
Threat Weight . )
19 14:49:34  10.10.10.2 208.91.113.48 (url fortinet.net) block Firefox
ErElAEE i 20 1449:3¢  10.10.10.2 208.91.113.48 (urlfortinetnet] block Firefox o
@& Monitor > 5
Q 1 /2| > » [Total:55]

6. Data Leak Prevention

e M6t td chirc dit liéu can dudc bao vé khdng nhitng tir nhitng truy xuét bat hop &
bén ngoai ma con kiém tra nhirng cai bén trong. Ngudi dung khdng thé nhén thirc

dugc cac gia tri khi ma dir liéu bi 10 ra ngoai hay bi s dung bdi ngudi khac.

e The FortiGate Date Leak Prevention(DLP) system bao vé cac dit liéu quan trong
khoi bi danh cdp. Ngudi quan tri xac dinh cac phan tlr di liéu khi di qua FortiGate
s& dugc ki€m tra coi ¢ phu hgp khdéng. Hé thdng DLP dudc cdu hinh

bang cac quy luat riéng biét, két hop quy luat cia DLP sensor va sau do ap dat

cac sensor nay vao profile.

e Cac budc dé kiém tra ma td chirc chéng dif liéu that thoat khuyén céo:
o Quan sat va theo d&i cdc ndi ma dit liéu bi 16 hong.
o Han ché& cac dudng truyén tai co thé xay ra 16 héng.
o Do xét va loai bé du liéu bj I5i.

e Cac loai dir liéu:

o Text, bao gobm cac HTML va néi dung email




o Plaintext, n6i dung PDF
o Cac loai file MS Word
o Cac loai file MS Office

e DLP sensor: st dung loc dit liéu.Thong qua ap dat DLP sensor vao Policy thi dir

liéu sé dudc cho qua hay cam tuy vao cau hinh.

e DLP Filter: M&i DLP sensor cé 1 hay nhiéu bd loc tlly vao c&u hinh. Bd loc kiém tra
truyén tai dit liéu sir dung DLP fingerprint nhu d8i vdéi file 1a ki€m tra tén hay kiéu,
déi vai file 16n thi ki€m tra dung lugng... Cac hanh déng trong bd loc la: Log Only,

Block, Exempt va Quarantine User, IP address, hay Interface.

e Fingerprint: cho phép ban tao mét thu vién file cho FortiGate kiém tra. Diéu nay
nghia 1a nd sé tao 1 checksum fingerprint dé€ xac dinh loai file va khi file chay trén

dudng truyén thi nd sé dudc so sanh vai fingerprint database.

e File Filter: sit dung danh sach loc dé€ kiém tra hé th8ng truyén tai mang d6i véi cac

file c6 phu hgp khong.
e File Size: kiém tra ki€u va dung lugng file.

e Regular expression: FortiGate s& ki€ém tra truyén tai mang vé cac chi dinh giao
thirc théng thudng.

Dé& bao vé dir liéu khdng bi truyén ra ngoai nén phai xac dinh user nao sé gli email dung
lugng trén 5Mb.

P

ensitiv .
Data ZN‘ P glnternet ))

|

FortiGate

Internal Network

Dé cdu hinh DLP, FortiGate Firewall phai chay & ché d6 Proxy-base.
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System -> Setting -> System Operations Settings -> Proxy.

& Dashboard >
XK Security Fabric >
M FortiView >
+ Network >
I§ System ~

Administrators

Admin Profiles
Firmware

HA

SNMP

Replacement Messages
FortiGuard

Advanced

Feature Visibility

Tags
% Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >

Q

System Settings

A Port conflicts with the SSL-VPN port setting

NTUNTLL W
HTTPS port 443
SSH port 22
Telnet port 23
Idle timeout 5

Password Policy

Password scope € Admin

View Settings
Language English
Lines per page 50

Theme Green

System Operation Settings

Inspection Mode

Minutes (1 - 480)

IPsec | Bath

(20 - 1000)

Flow-based

Apply

System -> Feature Visibility -> enable DLP

@ Dashboard >

NX Security Fabric

& FortiView >
& Network >
I & System R

Administrators
Admin Profiles
Firmware
Settings

HA

SNMP

Replacement M

Feature Visibility

Basic Features

Security Features

[ B Advanced Routing ] Feature Set: | Custom -

[ @ 1Pv6 ] O Anti-Spam Filter

[ @ Switch Controller ] © AntiVirus

[© ven ] [(®© Appiication Control

[ © wiri controtier ] | © DLp |

Additional Features

@ Endpoint Control

[ (® Advanced Endpoint Control

@ Explicit Proxy

FortiGuard

Advanced

Tags
B Policy & Objects >
& Security Profiles >
0 VPN b3
& User & Device >

Q

[ B Allow Unnamed Policies

(B Intrusion Prevention

[ B Certificates

® Web Application Firewall

[ (B DNS Database

o|o|o|ao|oja|a)| o

@© Web Filter

[
[
[
[
[ @ DNS Filter
[
[
[
[
[

[+]

[ (® Domain & |P Reputation

[ ® Dos Policy

[ (@ Email Collection

[Fm tiExtender Disabled via CLI

B1: Cau hinh Sensor:

Security Profiles -> Date Leak Prevention -> Add Filter.

@ Dashboard >
NX Security Fabric >
& FortiView >
*l-‘ Network >
¥ System >
B Policy & Objects >
I & Security Profiles v
AntiVirus
Web Filter
DNS Filter

Application Control
n w

FortiClient Compliance

Data Leak Preve

SSL/SSH Inspection
‘Web Rating Overrides
‘Web Profile Overrides

Custom Signatures

O VPN >

& User & Device >

& WiFi & Switch Controller >
Q

D|o|o|o|o| 0| |0

Changes ©
© DLP

Name
Comment New Filter
# Edit Filte
Filter
Seq#
No matching entries found Type Messages
Containing Credit Card # -
® Filesize over 5120 KB

Specify File Types
Regular Expression

Encrypted

Examine the Following Services

Web Access @ HTTP-POST @ HTTP-GET
Email ¥ SMTP # POP3
Others v FTP NNTP
Action
Block -
OK | Cancel

«| IMAP

MAPI
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B2: Ap dung vao Policy.

& Dashboard

NX Security Fabric

b3
>
I FortiView >
“ Network >

>

¥ System
B Policy & Objects ~

1Pv4 Policy w

Addresses

Wildcard FQDN
Addresses

Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Proxy Options

Traffic Shapers

Traffic Shaping Policy
& Security Profiles >
O VPN >
& User & Device >

Ki€m tra: GUi 1 Email dung lugng trén 5Mb ta nhan dudc théng tin trong Log.

Local Traffic Y7 -

Sniffer Traffic

System Events

Router Events

VPN Events

User Events

Endpoint Events

HA Events

Security Rating Events
WiFi Events

AntiVirus

Web Filter

DNS Query

Web Application Firewall
Application Control

Anomaly

DataLeak Prevention w

Log Settings
Threat Weight
Email Alert Settings

Q

Edit Policy

+
Action L seagl © DENY

Firewall / Network Options

NAT ©

IP Pool Configuration RESHeNeGHEANCREWRGGICSE Use Dynamic|P Pool

Praoxy Options default

Security Profiles
AntiVirus
Web Filter

R

DNS Filter
Application Control (¢

DLP Sensor [ o] default
SSL Inspection deep-inspection
Logging Options

Log Allowed Traffic @0 JEalgygsGauiel All Sessions

Comments | Write a comment... A o023

1D
1

Last used
1 minute(s) ago

First used
1 hour(s) ago

Hit count
546

Active sessions

45

Total bytes
64.21MB

Current bandwidth

Q0Bfs

& Online Help &

& & | ©AddFiter

#| % Date/Time | User | Source | Service | URL | Action

1 03:08:03 10.22.2.20 IMAPS

block  FortiOS 5.6_GUIDE Vlpdf 1

[Total: 1]

| M- M Detais
Filter Index | DLP Extra | Filter Type | Filter Category Detaill
5120kB  file-size file host: 74.125

7. Anti-Spam

7.1: Mota

Tinh nang anti-spam nham han ché va ngan chan cac email cé ndi dung khong tGt
va nhirng email khong toén tai. V@i tinh nang nay sé gilp cho hé thong email dugc

bao vé tét han va hoat ddng &n dinh hon.

- Fortiguard Ip address check:

o Fortigate s& gui cac truy van tdi Fortiguard Antispam Service dé xac dinh

Ip address cua client c6 nam trong blacklisk khong. N€u cd, Fortigate sé&

coi mail tur IP do la spam.

- Fortiguard URL check:

TECI H<RIZoN
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e Fortigate truy van tdi FortiGuard Antispam service d& xac dinh URL c6
trong ndi dung mail cd lién quan tdi spam hay khong. Néu cd, Fortigate

xac dinh email nay la spam.

Detect phishing URLs in email:

o Fortigate gli cdc URL links trong email t&i Fortiguard dé xac dinh néu
links co lién quan t8i mot trang phishing nao d6 da dugc xac dinh. Néu
cod, link sé& bi x6a khdi mail. Phan con lai cua URL khéng con la mot

hyperlink kha dung.

FortiGuard email checksum check:

e Fortigate gui moét doan di liéu hash cua email t&i FortiGuard Antispam
Server, d d6 nd sé& dugc so sanh vdi hash cla cac tin nhdn spam dugc
lvu trir trong cd s& dif liéu cha Fortiguard. Néu trung, email bi gan co

spam.

FortiGuard spam submission:

e Spam submission la mdt cach ban cé thé thdng bdo cho Fortiguard vé
mot email khéng phai la spam nhung bi gan cd spam. Khi ban kich hoat
tinh nd8ng nay, Fortigate thém mot link & cudi moi email dugc cho 1a
spam. Ban c6 thé chon link nay dé théng bdo t&i Fortiguard rang email

nay khong phai la spam.
- IP address black/white list check:

e Fortigate so sanh IP address cua client gui email v@i cac Ip address
black/white c6 trong email filter profile. Néu trung, Fortigate sé thuc hién

cac Action da dudgc cau hinh.

HELO DNS lookup:

e Fortigate 1ay cac domain name xac dinh bdi client trong IGi chao HELLO
dudgc gui khi bat dau khdi ddong cac phién SMTP va thuc hién DNS lookup
dé xac dinh néu nhu domain ton tai. Néu lookup that bai, Fortigate xac
dinh rang bat ki tin nhan nao dudc truyén di trong phién SMTP nay déu

la spam.

Email address black/white list check: La muc blacklist tu tao cua nguGi quan tri.

e Fortigate so sanh dia chi ngudi gui email & trong phan MAIL FROM, véi

cac dia chi email black/white list dugc xac dinh trong email filter profile.

TEC FWWﬁN 29/66
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Néu tim thay, fortigate sé thuc hién cac Action tuong 'ng da dugc cau
hinh.

- Banned word check:
e Fortigate chdn cac email dua vao viéc so sanh ndi dung cla tin nhan vai cac

tlr hoac cac dang dudgc lua chon trong spam filter banned word list. Tinh

nang nay chi dudc cau hinh trén command line.

7.2: Mo hinh

Ngan chan mail chi dinh va mail cé ndi dung chi dinh thanh spam mail dé€ user biét va
check mail ko can thiét.

192.168.1.10

Port 25
192.168.1.240/24

Port 27
10.0.0.0/24
GW:10.0.0.254/24

7.3: Cau hinh

DE cdu hinh Anti-Spam, Firewall phai chay & ch& dd Proxy-base.

System -> Setting ->Operations Settings -> Proxy -> Apply.

@ Dashboard > System Settings
AU UL s .
XX Security Fabric >
- HTTPS port 443
i FortiView >
o Network > A Port conflicts with the SSL-VPN port setting
## System v
Administrators SSH port 22
Admin Profiles Telnet port 23
Firmware Idle timeout 5 Minutes (1-480)
Settings xd
HA Password Policy
SNMP Password scape € Admin IPsec  Both
Replacement Messages
View Settings
FortiGuard
P Language English -
Li r 50 20 - 1000,
Feature Visibility nes perpage ( )
Theme Green hd
Tags
% Policy & Object: >
oty Jects System Operation Settings
& Security Profiles b
Inspection Mode  Flow-based Proxy
O VPN >
& User & Device >
Q Apply
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System -> Feature Visibility -> Enable Anti-Spam Filter -> Apply.

% Network >
IQ System v Basic Features Security Features
Administrators
P~ [ @ Advanced Routing ] Feature Set: | Custom hd
min Frofnles
I [ D IPv6 ] | [@] Anti-Spam Filter o
Settings [Swilch Controller Disabled viaCLl 3 ] O AntiVirus [+]
HA [ © VPN ] [ @© Application Control [+] ]
SNMP [ o DLP o ]
Replacement Messages Additional Features [ o ONSFilter o ]
FortiGuard i
[ @ Allow Unnamed Policies ] [ O Endpoint Control o ]
Advanced
@ Certificates .
Feature Visibili nd [ ] [ B Explicit Proxy [+] ]
Tags [ P DNSDatabase ] [ @ Intrusion Prevention [+] ]
Certificates [ O Domain &1P Reputation ] [ (O Web Application Firewall [+] ]
R Policy & Objects > [ @© Dos Policy 5] ] [ © wenrie o ]
& Security Profiles > [ ® Emall Collection ]
m]
= VPN " | [ FortiExtender Disabled via LI |
& User &Device >
| Log & Renort (@ icap o]
Ll Log & Repo >
& Monitor , 1 [ @ molicit Firewall Policies |

Feature Visibility

Changes €

@ Anti-Spam Filter

Q

Vi du: Cau hinh danh dau Spam cac email *@gmail.com

B1: Security Profile -> Anti-spam -> Enable Spam Detection and Filtering.

FortiGate VMé64 FortiGate-VMé64

@ Dashboard > Edit Anti-Spam Profile default v/ © m =
%% Security Fabric >
Name
& FortiView >
Comments Malware and phishing URL
4 Network > filtering. 4 ass
& System > I Enable Spam Detection and Filtering @
B Policy & Objects >
I & Security Profiles « | Spam Detection by Protocol
AntiVirus Protocol | Spam Action Tag Location Tag Format
Web Filts
eoriter IMAP Tog v | [Subject v | Spam

Application Control

Intrusion Prevention POP3 Teg v | Subject ¥ | | Spam

L il v Discard ~| | | Subject || | Spam

SSL/SSH Inspection

Web Rating Overrides FortiGuard Spam Filtering

Web Profile Overrides 1P Address Check 1o )

Custom Signatures URL Check >
2 VPN > Detect Phishing URLs in Email (B¢
& User &Device ” | Email Checksum Check >
i Log & Report > | SpamSubmission (e ]
& Monitor > o

a
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B2: Tao Email list tén la Black-List: cho cac mail cé du6i *@gmai.com va dat
hanh dong la Spam.
Security Profiles -> Anti-Spam -> enable Spam Detection & Filtering.

@~ 0@ @ admin-

@& Dashboard > | Edit Anti-Span| Edit Anti-Spam Black White List Entry x
S& Security Fabric >
HGuA Type IP/Netmask
i FortiGuard Spf
-~ >
e FortiView 1Pv6/Netmask
“ Network > IPAddressCh Email Regular Expression
£ System >  URLCheck Email Wildcard
B Policy & Objects 5 | Detect Phishid | Pattern “@gmail.com
Ia Security Profiles + | Email Checksy | Action Mark as Reject MEEICEREINE Mark as Clear
AntiVirus Spam Submiss| | Status @
Web Filter

Local Spam Fil

Application Control “ Cancel

. . HELO DNS Lo
Intrusion Prevention

Anti-Spam e Return Email

Black White Li
SSL/SSH Inspection

Web Rating Overrides + Create
Web Profile Overrides Type
Custom Signatures Email Wil..
O VPN >
& User & Device >
Ll Log & Report >
€ Monitor >
Q

Enable Black White List.

Spam Action:

e Discard: 1a loai bd mail ma khoéng cé théng bao.

e Tagged: v3i cac email bi xac dinh la spam sé& bi gan nhan va truyén di nhu
thudng, khi nhan dugc email nay ngudi dung sé thady ch& spam trén muc

header ctia mail.

@ Dashboard >  Edit Anti-Spam Profile default | @
¥4 Security Fabric > -
I FortiView s | FortiGuard Spam Filtering
4 Network > IP Address Check o
& System » | URLCheck »
B Policy & Objects s | Detect Phishing URLs in Email (b
I & Security Profiles « | Email Checksum Check (e ]
AntiVirus Spam Submission >
Web Filter

Local Spam Filtering
Application Control

Intrusion Prevention HELO DNS Lookup @

Return Email DNS Check (B
Anti-Spam b

T Black White List [ e}
Web Rating Overrides + CreateNew | & EdiL De
Web Profile Overrides Type Pattern Action Status
Custom Signatures Email Wil *@gmail.com MarkasSp.. & Enable
0 VPN >
& User &Device >
il Log & Report >
@& Monitor >

Q
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B3: Ap dung Anti-Spam vao Policy:

@ Dashboard > Edit Policy
” TTIPPoorConnguration UseDynamic TP Poor | T P
X Security Fabric > R o
Proxy Options default A 4 1
i FortiView >
o+ Network > Security Profiles ;asF l,|ste’:c[ )
minute(s) ago
>

@ System AntiVirus e ]
B Policy & Objects v N Firstused

Y Application Control (B

i Hit count
IPv4 DoS Polict
24 1PS @ ] 6
Addresses Anti-Spam © default | &
N Active sessions

Wildcard FQDN SSL Inspection certificate-inspection ~| &

Addresses

Internet Service Database Logging Options

Services

Log Allowed Traffic © EEESENEY Al Sessions Total bytes

SEiEells Generate Logs when Session Starts (B 448 MB

Ruallis Capture Packets (e ] Current bandwidth

IP Pools 0B/s

Proxy Options Comments | Write a comment... A ooz

Traffic Shapers

Traffic Shaping Policy Enable this policy @ 8 Cnline Help 2
@ Security Profiles >
o . [ o< |

Q Cancel

Kiém tra:

V& Huynh Anh Ta
nti spam 417 PM
25

8. Web Filter & OverRide

8.1: Mota

Tinh nang nay giup Fortigate loc cac luéng traffic HTTP. Ba phan chinh cua chirc
nang loc web la Web Content Filter, URL Filter va FortiGuard Web Filtering Services,
chling sé tudng tac vdi nhau dé€ cung cép su diéu khién 18n nhat vdi bat ki ngudi sir
dung internet nao, tir dé bdo vé mang cua ban trudc bat ki ndi dung nguy hiém nao
cua internet. Web Content Filter chan céc trang web chlra cac tir hoac khuén dang
ma ban d3a xac dinh trudc db. URL filtering si dung URLs va dang URL dé ngan chan
cac trang web tir nhitng ngudn cu thé dd dudc xac dinh trudc. FortiGuard Web
Filtering cung c8p nhiéu categories dé& ban c6 thé Iuva chon st dung dé loc cac ludng

traffic web.
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8.2: MO hinh

C8m user khdng truy cap vao web chi dinh (VD: ngoisao.net) CAm user ko thé
truy cap dugc web cd ndi dung game hay web co tir "game”.

192.168.1.10

Port 25
192.168.1.240/24.

Port 27

\ 10.0.0.0/24
GW:10.0.0.254/24

8.3: Cau hinh

Tao Profiles Web Filter:

@ Dashboard » | Edit Web Filter Profile default «| © Tm iE
$& Security Fabric >
Name
i FortiView >
Comments Default web filtering.
& Netwark
4} System > | @ FortiGuard category based filter
& Policy & Objects >
& g Show| O All h
I GSecurity Bronies v @ Local Categories

AntiVirus €- O Potentially Liable

Web Filter T @ Adult/Mature Content

Application Control --Q Bandwidth Consuming

. @ Security Risk

Intrusion Prevention @ General Interest - Personal

Anti-Spam - @ General Interest - Business

SSL/SSH Inspection @ Unrated

Web Rating Overrides Category Usage Quota @

Web Profile Overrides + CreateNew = & Edit = [ Delete

Custom Signatures Category Quota
o VN N No matching entries found
& User & Device >
il Log & Report N (B Allow users to override blocked categories
& Monitor > | B Search Engines T

a




- C&u hinh cdm cac trang web c6 ndi dung ngudi I6n bang FortiGuard Categories.

Security Profiles -> Web Filter -> enable FortiGuard Category.

@ Dashboard > | Edit Web Filter Profile default O m =
B Security Fabric >
Name
s FortiVi >
ortiview Comments Default web filtering. i 22255
& Network
¥ System > | € FortiGuard category based filter
2 Policy & Objects >
Y show| O Al -
IB Seauity Brofiles v - @ Local Categories
AntiVirus O Potentially Liable
Web Filter b4 I @ Adult/Mature Content %
Application Contral @ Alow ing
Intrusion Prevention @ Block Personal
Anti-Spam Business
. @  Monitor
SSL/SSH Inspection
Web Rating Overrides Cat Warning
Web Profile Overrides + Authenticate [/t Delete
B Quota
Custom Signatures o O Customize "
0O VPN >
& User & Device >
il Log & Report N (B Allow users to override blocked categories
& Monitor > | B SearchEngines T

Dang chd 10.10.6.94. Apply

O day ngudi quan tri s& c6 nhiéu lua chon nhu: Allow, Block, Monitor, Warning,
Authenticate (b3t phai xac thuc mdi cé thé dung)... d€ dp dung cho tirng trudng hop cu
thé, & day ching ta chon Warning cho Games.

- Cau hinh Block Web: facebook.com

Security Profiles -> Web Filter -> Static URL Filter -> Create New.

@ Dashboard > Edit Web Filter Profile default O m =
% Security Fabric > No matching entrie;foimd - -
& FortiView >

b Network > P Allow users to over

Edit URL Filter

>
& System B SearchEngines

B Policy & Objects

Enforce 'Safe Search' on § URL | facebook.con ‘
IB Security Profiles Restrict YouTube Access Type Simple | Reg. Expression
AntiVirus Log all search keywords Action Exempt m Allow  Monitor
Application Control @ Static URL Filter

Intrusion Prevention Block invalid URLs (B

Anti-Spam URL Filter [ @) OK | Cancel

SSL/SSH Inspection

+ Create ¢ Edit @ Delete Q
Web Rating Overrides
i URL Type Action Status
flebioticlch enidey facebook.com Simple @ Block @ Enable

Custom Signatures L . N -
Block malicious URLs discovered by FortiSandbox (B

S VPN
Web Content Filter >
& User & Device >
Ll | og & Report > [ Rating Options
& Monitor > .

ang v 1010854 [ ooly |
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Ap dung Profile vao Policy.

@ Dashboard > = Edit Policy
. T TP POONCONNEUTATIon USe Dynamic 1P Poor r
& Security Fabric > D

Proxy Options default - &
M FortiView 1
b Network 4 Security Profiles \;335[ L‘S‘E'Td( )

second(s) ago

B System ’ AntiVirus o)
B Policy & Objects ~ Web Filter © default - & First used

52 minute(s) ago

IPv4 Policy

Application Control (B

IPv4 DoS Policy IPS »

Addresses Anti-Spam (e )

Wildcard FQDN SSL Inspection certificate-inspection | &

Addresses 3

Internet Service Database

Logging Options
S=ices Log Allowed Traffic © EENIEENEY All Sessions
Scisdules Generate Logs when Session Starts () 1744 M8
pialles Capture Packets @ J Currer
IP Pools oes
Proxy Options Comments | Write a comment.. 4 01023
Traffic Shapers

Traffic Shaping Policy Enable this policy €O

& Online Help &
& Security Profiles > =

0O VPN 3

a TR

Kiém tra:

’The URL you requested has been ... %

€& @ v Facshook.com @ [ Timbiam & ¢ & ® =

@ FortiGuard /=5 71l F:=RTINET.

Powered by FortiGuard

Web Page Blocked!

The page you have requested has been blocked, because the URL is banned,

URL: http: /fwww . facebook. com/

Client IP: 10.10.10.2

Server IP: 157.240.15.38

User name:

Group name:

URL Source: Local URLfilter Block

Xem log:
£ System > T g & || o AddFiter | @- | D Detais
B Policy & Objects ’ # | Date/Time | User | Source | Action URL Category Description | Initiator | Sent/ Received
& Security Profiles > 1 15:22:28 10.10.10.2 blocked www.facebook.com/favicon.ico 315B/0B -
0O VPN > 2 15:22:28 10.10.10.2 blocked www.facebook.com/ 304B/0B
& User & Device N 3 15:21:36 10.10.10.2 blocked www.facebook.com/ 216B/0B
4  15:21:36 10.10.10.2 blocked www.facebook.com/ 208B/0B
|m Log &Report Y5 152106 10.10.102 blocked www.facebook.com/ 216B/08
Forward Traffic 6 15:21:06 10.10.10.2 blocked www.facebook.com/ 208B/08
Local Traffic 7 15:21:05 10.10.10.2 blocked www.facebook.com/ 216B/0B
Sniffer Traffic 8 152105 10.10.10.2 blocked www.facebook.com/ 208B/0B
SEEnEES ? 15:20:38 10.10.10.2 blocked www.facebook.com/ 216B/0B
10 15:20:38 10.10.10.2 blocked www.facebook.com/ 208B/0B
Routegivents 11 151351 10.10.10.2 blocked mail.google.com/ 215B/08
VPN Events 12 15:13:32 10.10.10.2 blocked google.com/ 341B/0B
User Events 13 15:13:29 10.10.10.2 blocked tilesservices.mozilla.com/ 226B/0B
HA Events 14 15:13:29 10.10.10.2 blocked mail.google.com/ 215B/0B
Securlty Rating Events 15 15:13:2%9 10.10.10.2 blocked mail.google.com/ 215B/0B
16 15:13:29 10.10.10.2 blocked tiles.services.mozilla.com/ 218B/0B
BRGNS 17 15:13:27 10.10.10.2 blocked safebrowsing.google.com/ 223B/08
AntiVirus 18 15:13:27 10.10.10.2 blocked safebrowsing.google.com/ 215B/08B
Web Filter v 19 15:13:27 10.10.10.2 blocked fhb.com/ 198B/0B
DNS Query 20 15:113:26 10.10.10.2 blocked mail.google.com/ 207B/0B
211

tiles.services.mozilla.com/ 226B/0B

5 10.10.10.2 blocked
Web Application Firewall - P _ mam L

Q «|l<| 1 /1 > | » [Total: 29]




9. Cau hinh wireless controller dé quan ly thiét bi phat séng

Forti-AP

9.1: Tong quan

Cau hinh Fortigate wirless Controller bao gém 3 thanh phan chinh (mot tuy

chon):

e SSID (Service Set Identifier ~ Network name): Xac dinh moét virtual
wireless network interface, bao gom ca cac tuy chinh bao mat. Mot SSID cé
thé coi Ia mot mang wireless riéng, bat k& cé bao nhiéu Aps da dugc cung
cép. Tuy nhién, néu can cé thé tao ra nhiéu SSID dé cung cdp nhiéu dich
vu hodc ddc quyén cho cac nhém ngudi dung khac nhau. Moi SSID cd mét
policy va su xac thuc riéng biét. Mdi radio trong mot AP cé thé hd trg [&n tdi
8 SSID. SSID can dudc dinh danh dé clients cé thé dé lua chon va st dung.
M&i SSID (wireless interface) dudc cdu hinh s& cé mét field dé dinh danh.
Trong muc cdu hinh quan ly AP ban chon mang wireless bang cac gia tri cta

SSID. Trong phén Policy ban chon wireless interfaces bang tén cua SSID.

e Rogue AP (option): Khi trong viing mang cla ban xudt hién vai APs co thé
cta hang xém, né cé thé gay ra 16 hong bdo mat véi mang ctia ban néu nhu
cac may tinh n6i mang c6 day trong mang ndi bd truy cdp vao cac mang
cua cac AP nay. Vdi lua chon On - Wire Rogue AP Detection Technique,
nd sé so sanh dia chi Mac cua traffic ddng ngG vdi cac dia chi Mac trong
mang. NEu cac wireless traffic téi tir cac AP khong phai cua Fortinet dugc
thdy trong mang wired thi AP d6 bi coi la rogue (dang ngd). Quyét dinh vé
Aps nao bi cho la rogue dudc tao ra trong Rogue AP monitor. Khi da xac
dinh mét AP 1a mdt rogue ta cd thé chdn nd lai. P& chdn cac AP nay,
Fortigate Wifi Controller gui cac gdi tin reset tdi cac AP nay. Ti€p dén, dia
chi Mac cua rogue AP bij blocked trong cac firewall policy. Ta Iuva chon hanh

dong chan trong Rogue AP monitor

e AP Profile: bDinh nghia cac tuy chinh trong radio, nhu dai bang (vd
802.11g) va lua chon kénh. Tén trong AP Profile d€ SSID ap dung vao nd.
Quan li APs cé thé s dung céc profile c6 san hodc hodc cé thé tao cac

custom AP profile

e Managed Access Point: Dai dién cho local wireless Aps trong FortiWiFi va
FortiAP, nhirng thiét bi ma dugc Fortigate nhéan ra. Cé mét Managed AP xac
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dinh cho md&i mot thiét bi AP. Mot AP xac dinh cé thé tu ddng tuy chinh cac
AP Profile hoac chon mo6t custom AP Profile. Khi cac tuy chon trong cac
profile mac dinh dudc sir dung, Managed AP xac dinh chon cac SSID dudgc
mang trong AP.

9.2: Sodo

Fortinet AP c6 thé chay dugc cung lic 2 dai bang tang.

C6 Thé& C&u hinh v3i nhiéu virtual AP véi SSID tudgng (ng véi virtual AP dé:

192.168.100.0/24

192.168.1.0/24 :

Switch interface S
192.168.1.99

Wan1
192.168.100.99/24

172.16.1. 0L24 172, 16.21)[24
GW: 172.16,1.254 GW; 172.16,2.254

B1: Tao SSID

WiFi Controller > WiFi Network > SSID Create New.

@ Dashboard > New
N& Security Fabric >
Interface Name Employee
s FortiView >
Alias
'{* Network >
o Type WiFi SSID -
System >
TrafficMode @ NORIGNEN 25 Bridge =8 Mesh
B Policy & Objects >
& Security Profiles > =
o >
VPN © Add Tag Category
& User &Device >
I = WiFi & Switch Controller Address

Managed FortiAPs

SSID w

IP/Network Mask | 192.168.100.1/255.255.255.0

FortiAP Profiles Administrative Access
WIDS Profiles IPv4 ¥ HTTPS ¥ HTTP © #I PING FMG-Access
Managed FortiSwitch W 55H SNMP FTM
RADIUS Accounting FortiTelemetry
FortiSwitch VLANs
FortiSwitch Ports (B DHCP Server
FortiSwitch Security
Palicies Networked Devices
Ll Log & Report 4 Device Detection @ @ -
Q
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Phan chon Administrator Access d€ bado mét chi nén chon Ping dé€ kiém tra trang

thai, con khong cho truy cap vao.
+ Tao DHCP Server: Tick chon enable.

Trong phan nay ta ciing cé thé sir dung tinh ndng Mac Filter, cho phép permit hay block
user dua vao Mac.

@ Dashboard > New
YA Security Fabric > © DHCP Server h
s FortiView > Address Range
 Network 4 + Create New
& System > Starting IP End IP
E Policy & Objects > 192.168.100.2 192.168.100.254
& Security Profiles > Netmask 255.255.255.0
0 VPN > Default Gateway [EEWEESNCEY I Specify
& User & Device > DNS Server REWEERSTRCIBINEE Same as Interface IP | Specify
I‘f:-‘ WIFi & Switch Controller B Advanced..

Managed FortiAPs

SSID s Networked Devices

FortiAP Profiles Device Detection @ @©

WIDS Profiles Active Scanning >

Managed FortiSwitch

WiFi Settings
FortiSwitch VLANs
SsSID fortinet

FortiSwitch Ports

FortiSwitch Security Security Mode ‘ WPA2 Enterprise - ‘

Policies Client Limit ,, Captive Portal

WPAZ Personal
Il | og & Report > Authentication WPAZ Personal with Captive Portal =
n N 5 v 'WPA2 Enterprise

& Monitor a e . Cancel

Trong phan lua chon Security Mode c6 3 lua chon:
+ WPA/WPA2 - Personal:

- Chi yéu cau preshared key d&i véi clients. C6 thé t&t ddi véi mot ngudi hodc mdt nhém
ngudi dugc tin tudng. Nhung néu sb user tang, s€ la kho khan khi phan phéi key mai va

muc d6 nguy hi€ém cho mang ciling tang l1én.
+ WPA/WPA2 - Enterprise:

- User can xac thuc théng tin, dudc xac dinh thong qua mdét authentication server,
thudng Ia Radius. Hodc FortiOS cé thé chirng thuc WPA - Enterprise user théng qua xay
dung céc user group. User group nay cé thé bao gém Radius server va co thé chon user

bang Radius user group. Cai nay co thé tao ra Role - Based Access Control (RBAC).
+ Captive Portal:

- Bdo mat két ndi user tdi mot giao dién web portal dinh nghia trong Replacement

Message. D& c6 thé vugt qua dudc web portal, user phai xach thuc vdi Fortigate.
+ Block Intra — SSID Traffic:

- Enable néu mud6n ngan can cac giao tiép truc tiép gilta cac client trong mang.
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B2: Tao AP profile hodc st dung profile c6 san:
Wifi & Switch Controller -> FortiAP Profiles -> Create New.

Add cac SSID vao cac AP profile phu hgp.

@ Dashboard

%X Security Fabric

& FortiView

4+ Network

L System

B policy & Objects

& Security Profiles

O VPN

& User & Device

| = wiFi& switch controler

Managed FortiAPs
SSID

FortiAP Profiles

WIDS Profiles

Managed FortiSwitch

FortiSwitch VLANs

FortiSwitch Ports

FortiSwitch Security Policies
Ll Log & Report

@& Monitor

Q

New FortiAP Profile

Mode Disabled Dedicated Monitor

WIDS Profile [ }
Radio Resource Provision (B
Client Load Balancing Frequency Handoff AP Handoff
Band 5GHz | 802.11n/a
Channel Width pllulpry 40MHz
Channels «l 36 w40 v 44
153 157 161

TX Power Control Auto m
SsiDs @ Py Manual |

(=) fortinet (Employee) x

+
UL Zation =

Radio 2

Mode Disabled Dedicated Monitor

WIDS Profile [ )
Radio Resource Provision (B

Client Load Balancing

Frequency Handoff

B3: Tao cac policy cho cac SSID

AP Handoff

48 149
| 165

Cancel

Dau tién nén tao cac address: Firewall Objects> Address

apple Wildcard FQDN

e Widerd DN
Internet Service Database B authgiems FQDN
Services B autoupdate operacom FQDN

Schedules B citrix Wildcard FQDN

Vitilips B dropbox.com Wildcard FQDN

B ecase Wildcard FQDN
IP Pools ”

B employee Subnet
jfameShapess BB firefox update server Wildcard FQDN
Traffic Shaping Policy {3 FIREWALL AUTH_PORTAL_ADDRESS Subnet

@ security Profiles > B rortinet Wildcard FQDN
Qven 5 BB eoogle-drive Wildcard FQDN
= Bes

Add vao Policy:

@& Dashboard

NX Security Fabric
i FortiView

+$ Network

& System

B Policy & Objects

1Pv4 Policy

Addresses

Wildeard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
1P Pools
Traffic Shapers
Traffic Shaping Policy
& Security Profiles
O VPN
& User & Device
& WiFi & Switch Contraller

New Policy
Name @ Wireless
Incoming Interface [ wanl

Outgoing Interface

= fortinet (Employee)

Source Bal

+
Destination Bal

+
Schedule [8 always
Service @ ALL

+
Action + ACCEPT [=RvaNVg

Firewall / Network Options

NAT ©

IP Pool Configuration Use Outgoing Interface LIS Use Dynamic IP Pool

Security Profiles

AntiVirus >
Web Filter (e ]

*apple.com
*appstore.com
authgfxms
autoupdate opera.com
“citrixonline.com
“dropbox.com
*eease.com
192.168.100.0/24
aus*mozilla.org
0.000/0
“fortinet.com

*drive google.com

U any
O any
O any
O any

O any

ployee (Employee)

O any
D any
O any
Q any

& Online Help &'

Cancel

00000000

< <

o
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Kiém tra v8i Employee: Monitor -> Wifi Client Monitor.

Wireless LAN adapter Wi-Fi:

< Refresh
SSID FortiAP User IP Device Channel Bandwidth Tx/Rx Signal Strength/Noise
(«) Employee FP221B3X14008845 (2) 192.168.100.2 S 08:11:96:41:88:a4 6 5kbps | 58dB
14.PNG - Photos

& View all photos | share @ Zoom ) Draw [y} Edit  15) Rotate

10. BYOD: Bring Your Own Device

10.1: Gidi thiéu

Ngay nay s6 lugng cac thiét bi di dong va thiét bi ca nhan thong minh gia tang ngay
cang nhanh, déng nghia véi viéc quan li, ap dung chinh sach an ninh bao mat théng
tin trong mang ndi b6 ngay cang khdé. Nhung v@i FortiOS 5.2 dudgc tich hgp tinh
ndng BYOD gilp viéc ndy tré 1én dé dang haon rat nhiéu: tu dong xac dinh thiét bi
c6 trong mang, tu dong dua vao cac group phu hgp cung vdi dé la smart policy

gitp viéc &p dung cac chinh sach hét strc dé dang, linh hoat.
Viéc cau hinh hét sirc don gian, gom 3 budc chinh: Device Identification,

Access Control, Security Application.

Trong d6 access control thuc hién bang cach thiét Iap cac policy, security application

thuc hién dua vao cac UTM Profile va dudc add vao trong Policy.
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B1l: Device Identity

D& FG tu dong tim kiém cac thiét bj dang dugc sir dung trong mang, can enable

Detect and Identify Devices trong cac interface.

& Dashboard
NA Security Fabric

s FortiView

b= g

SEANNeEon: Qverride internal DNS [ o
Interfaces

DNS
Packet Capture
SD-WAN
Performance SLA
SD-WAN Rules
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast
L System
B Policy & Objects
& Security Profiles
O VPN

Q

Dé& xem két qua

and Groups.

& v v~

Edit Interface

Ueiauit uaLeway 1U.1U.0.7
Retrieve default gateway from server @O

Distance 5

Administrative Access

IPv4 & HTTPS I HTTP # PING FMG-Access
CAPWAP #| SSH SNMP | TELNET
FT™M RADIUS Accounting

Networked Devices

Device Detection @
Active Scanning (B

Miscellaneous

Scan Outgoing Connections to Botnet Sites Block Moniter

Status

Comments

Interface State  AJSIERIENE © Disabled

cac thiét bi dudc FG tu dong xac dinh: User & Device -> Custom Devices

Hodc cb thé tu add thiét bj vao béng cich: User & Device -> Custom Devices and Groups

chon Create New -> Device.

Cling c6 thé thay ddi cac thdng sb cla cac thiét bj da dudc xac dinh nhu thém Mac address,

miéu ta, type, group...bdng cach: User & Device -> Custom Devices and Groups.

@ Dashboard
,\';5 Security Fabric
s FortiView

&+ Network

>
>
>
>
L System >
B Policy & Objects >
& Security Profiles >
VPN >
I & User & Device v
User Definition
User Groups
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings
FortiTokens
Ll Log & Report >
@ Monitor >
Q

+ CreateNew~| 4 Edit W Clone Tl Delete | Search Q

Device Details Comment
i

L3 Mobile Devices Android Phone Android Tablet O BlackBerry Phone [ BlackBerry PlayBook o iPad

8 Member: , Phones, tablets, etc.

S & iPhone =8 Windows Phone &8 Windows Tablet
% Network Devices ___ ) ) ) ) i
y £2f Fortinet Device @ Other Network Device @3 Router/NAT Device Routers, firewalls, gateways, e

3 Members

B Others Gaming Console 3 Media§ . Other devi

2 Members o8 Gaming Console edia Streaming ther devices.




Sau dd, c6 thé tao group va dua cac thiét bi vao hodc sir dung cac group mac dinh cla
FG: User & Device> Custom Devices and Groups -> Create new -> Group

Device.
@ Dashboard 4 CreateNew~ || # Edit | m Clone = @ Delete | Search Q
¥ Security Fabric > WDevice Details Comment
s FortiView > [l Device Group
|
 Network > | &3 Mobile Devices Android Phone @ Android Tablet O BlackBerry Phone O BlackBerry PlayBook @ iPad . "
) ones, tablets, etc.
& System > | 8 Members % iPhone =R Windows Phone 5B Windows Tablet
B Policy & Objects > | && Network Devices ___ . ) ) .
y £2f Fortinet Device @ Other Network Device @3 Router/NAT Device Routers, firewalls, gateways, e.
. 3 Members
& Security Profiles >
% Others
o > i i i i
VPN 2 Members o Gaming Console  J2 Media Streaming Other devices.
I & User &Device v

User Definition
User Groups

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings
FortiTokens
Ll Log & Report >
€ Monitor >
Q

Tao Policy cho tirng Device

@ Dashboard > New Policy
¥ Security Fabric > & Online Help &
& Fortiview > Name €@ Device
o Network > Incoming Interface | ® port2 v
L System > Qutgoing Interface | M portl A
—
B Policy & Objects v Source = all E3
1Pv4 Policy e Android Phone ®
& IP Phone ®
IPv4 DoS Policy A LinuxPC x
Addresses & Mac x
+
Wildcard FQDN
Addresses Destination Dal x
+
Internet Service Database
Schedule [@ always -
Services
Service AL x
Schedules +
Virtual IPs Action L eesyl @ DENY ™ LEARN
IP Pools
Proxy Options Firewall / Network Options
Traffic Shapers NAT [ o]
Traffic Shaping Policy IP Pool Configuration U@ CElw=Rtli (S5l Use Dynamic IP Pool
& Security Profiles > Proxy Options default | &

11. Two Factor Authentication

V8i cdch dang nhép tiéu chudn yéu ciu username va password. Py dudc goi |a one
factor authentication - password ctia ban |a mét phan thdng tin ma ban cén dé

truy cap vao hé thdng.

Vi two factor authentication s& yéu cau thém mét s6 théng tin nita ctia ban dé dang




nhdp thanh cdng. Téng quat lai cé thé ndi two factor 1a mét s thd ma ban biét
(password) va mot s6 thi ban co (certificate, token...). Diéu nay gay trd ngai rat I&n
ddi v8i hacker khi mudn 18y cdp théng tin dang nhap cua ban. Vi du néu ban cé moét
thiét bi FortiToken, hacker s& phai cdn s dung ca nd va biét password cua ban dé

cé thé sir dung account cla ban.

Two - factor authentication cé thé dung cho t&t ca user 1an admin account. Nhung
trudc khi ban s dung tinh nang nay cho administrator account, ban can dam bam
rang ban cé administrator account thr 2 d€ cé thé dang nhap dudgc vao Fortigate khi

ma khong thé xac thuc véi administrator account kia do mot vai li do nao dé.
Co 4 phudng phap ma two - factor authentication s dung:
Certificate:

Yéu cau certificate va password khi xac thuc cho cac PKI users. Certificate da dudc
cai dat trén cac may tinh cua user. Viéc yéu cau moét password ciling bao vé viéc su
dung trai phép may tinh dd. Lua chon nita cho user la c6 thé dién vao code tur

FortiToken cua ho thay vi certificate.
Email:

Two - factor authentication gui mot ddy s cé 6 chit s6 dudc tao ra ngau nhién
cho mét dia chi email cu thé. Users sé& dién code d6 vao khi ddng nhép. Cai token
code nay la hgp |é trong 60s. Néu ban dién code nay sau khoang thgi gian 60s, nd
sé khong dudgc chdp nhan. Lgi ich la né khong yéu cau dich vu di dong khi xac thuc.
Tuy nhién, mot vdn dé tiém tang Ia néu server email cla ban khéng chuyén dudc
mail téi ban trudc 60s thi token dd sé bi hét han. Code dudc tao ra va gui email tai
thdi diém dang nhép, vi vy ban phai ddng nhdp vao email trudc thdi diém cb thé
nhan dudgc code.

SMS:

Two - factor authentication glri mét token code trong mot doan tin nhan sms text
tdi thiét bi di ddng dudc chi dinh dé& dung khi ddng nhap. Token code nay dudgc coi la
hop 1é trong vong 60s. Néu tai thdi diém ban dién code ma qua thdi gian nay, code
sé khéng dugc chap nhan. Lgi ich cia cach nay la n6 khéng yéu su dung dich vu

email trudc khi dang nhap.
FortiToken:

Sinh ra cac one - time password. N6 1a mot thiét bi rdt nho vdi 1 nat bdm dé hién thi

ra mét code gdm 6 chit s6 dung dé xac thuc. Code nay dudc dién vao clng vdi
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usernam va password khi si dung two - factor authentication. Code nay dudgc
hién

thi sau mdi 60s, va khi khéng st dung thi trén man hinh cta né sé hién thi dung
lugng pin. N6 cling la mot Ung dung di dong v@i FortiToken Mobile, thuc hién chiric
nang tudng tu. Tai bat ki thgi gian nao théng tin dudc truyén di béi FortiToken déu
dudc ma hoéa. Khi Fortigate nhan dudc code nd sé so sanh vdi s6 SN cua FortiToken,
truyén va luu gitr né dudi dang ma héa. Diéu nay gilf cho su giao ti€p luén dugc dam
bao an toan & mulc cao. FortiToken cé thé dugc thém vao cac user account trong
mang local, IPSec, SSL VPN va ca Administrator. Mot FortiToken cé thé dugc lién két

v@i duy nhat moét account trong mot thiét bi ForitGate.

NEu mdt user mét thiét bj FortiToken clia ho, né cé thé bi khda bdi FortiGate vi vay
né khdng thé truy cp vao mang cula FortiGate. Sau khi né dudc tim th&y, FortiToken

dd s& dudgc unlock trong FG dé cho phép truy céap lai.

Chu y User trong FortiGate c6 6 loai:

+ Local user: (password luu trong FortiGate) username va password phai phu hgp

vdi user account Iuu trong FortiGate. Xac thuc bang cac chinh sach bdo mét cua FG.

+ Remote user: (password dudc luu trén cac remote server) username phai phu hgp
v@i cac user account luu trén FortiGate va username, password phai phu hgp véi mot
user account luu trén mot remote authentication server vi du nhu LDAP, RADIUS,
TACACS+ server

+ FSSO user: users trong MS Windows hodc Novell cé thé sif dung mang xac thuc
clia ho dé dang nhap vao tai nguyén ma FortiGate bao vé. Truy cap dudgc diéu khién
thong qua FSSO user group cai ma chlra windows hoac Novell user group cung cac
thanh vién.

+ Peer user: Peer user la nhitng ngudi gilt cac digital certificate dé€ xac thuc client.

Khéng cdn méat kh&u trir khi two - factor authen dudc bét.

+ IM user: 13 kiéu user khéng can xac thuc. FortiGate cé thé allow hodc block moi IM
user name thong qua truy cap vao giao thirc IM. Mét chinh sach global cho mdi giao

thic IM sé quan tri viéc truy cap cua nhirng giao thic nay.

+ Guest user: Nhirng user nay ap dung cho ngudi dung khéng thudéc mang local, bi

han ché vé quyén han truy cap.
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Cau hinh xac thuc Local user, remote Radius user:

User & Device -> User Definition.

@ Dashboard

# Edit User m Clone Search Q
Y% Security Fabric
Y User Name Type Two-factor Authentication Ref.
& FortiView guest & LOCAL [x]
& Network
# System
B Policy & Objects
& Security Profiles
O VPN
& User & Device
User Definition
@& Dashboard Users/Groups Creation Wizard
o . .
& Security Fabric @ Login Credentials » @ Contact Info Extra Info
al Use
& Network
Remote RADIUS User
£ System
Remote TACACS+ User
B Policy & Objects Remote LDAP User
@ Security Profiles FSSO
O VPN
& User & Device
User Definition
@& Dashboard Users/Groups Creation Wizard
¥& Security Fabric » —
@ User Type ,» @ Login Credentials ,* @) ContactInfo > @ Extra
[ i —
i FortiView
Username | Uy
& Network
Password sessee
# System
B Policy & Objects
& Security Profiles
D VPN
& User & Device
User Definition
@& Dashboard Users/Groups Creation Wizard
o . . ———————
¥ Security Fabric @ User Type > @ Login Credentials ,+ @ Contact Info ,» @ Extra Info
—
& FortiView
Email Address | truonguymaster@gmail.com
& Network
& System © sMs
B Policy & Objects Country Dial Code | B3 Viet Nam (+84) -
8 Security Profiles PhoneNumber | (090) $00-000000000
0 VPN
& User & Device B Two-factor Authentication
User Definition
@ Dashboard Users/Groups Creation Wizard
S § .
¥ Security Fabric @ User Type ) ® Login Credentials » @ Contact Info
i FortiView
& User Account Status _ (JELY © Disabled
Network
User Group @
& System
B policy & Objects
& Security Profiles
O VPN
& User & Device
User Definition
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Tao lién két FortiToken vs FG: User & Device -> FortiTokens -> Create new.

@ Dashboard New FortiToken

Type REIGRGUGHE Mobile Token

Comments | oiss

¥X Security Fabric
s FortiView

4 Network

v v v v v v v v

£ System Serial Number x
B Policy & Objects o
& Security Profiles X Import
0 VPN
Iﬁ User & Device .

User Definition

User Groups

Guest Management
Device Inventory

Custom Devices & Groups
LDAP Servers

RADIUS Servers

Authentication Settings

Ll | og & Report >
€ Monitor >
Q

Can chu vy, trén giao dién web thi chi chon dugc token, néu mudn chon sms hay email
can cau hinh qua CLI (dudc trinh bay & dudi).

Cau hinh user xac thuc two - factor authentication bang CLI:

User authenticated using email

config user local
edit user6

set type password

set passwd ljt_pj4h7epfdw

set two_factor email

set email-to user6@sample.com
end

User authenticated with a FortiToken

config user local
edit user5

set type password

set passwd ljt_pj2gpepfdw
set two_factor fortitoken
set fortitoken 182937197
end

User authenticated using SMS text message
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config system sms-server
edit "Sample Mobile Inc”
set mail-server mail.sample.com
end
config user local
edit user?7

set type password

set passwd 3ww_pjt68dw
set two_factor sms

set sms-server custom

set sms-custom-server “Sample Mobile Inc”
set sms-phone 2025551234
end

Tao cac PKI user xac thuc bang Certificate

config user peer

edit peerl

set subject E=peerl@mail.example.com
set ca CA_Cert_1

set two-factor enable

set passwd fdktguefheygfe
end

12. VPN - Routed-Based IPsec VPN

Khi c&du hinh Ipsec VPN theo ki€u Route Base, mdt interface Ipsec do s& dudc tao ra
trén Interface vat ly két n6i dén Remote Gateway. Dd6i v&i Route-based VPN, doi hoi
phai tao hai Policy gilra interface Ipsec ao va interface nGi v8i mang internal: Mot
policy v@i Source Interface la interface Ipsec ao va Destination Interface la interface
local va mét policy khac theo chiéu ngudc lai. Tuy chon Action cho ca hai policy nay
la Accept. Viéc tao policy hai chiéu nham dam bao traffic sé dugc théng subt gilra hai
dau VPN.
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HQ
wanl

I | 172.25176.62 P
IPsec VPN

Branch
wanl
1722817746 I | ‘

Internet

FortiGate FortiGate

lan
lan
192168.66. 192.168.13.1
HQ Branch
internal network internal network

B1: Cau hinh IPsec VPN trén HQ

Trén FortiGate site HQ: VPN -> IPsec -> Wizard VPN Setup
- Name: HQ-to-Branch

- Template: Site to Site - FortiGate.

- Chon Next.

@ Dashboard > VPN Creation Wizard
e . .
4+ Security Fabric BN @ voNSsetup > @ Authentication Policy & Routing
I FortiView >
N . Name HQ-to-Branch Site to Site - FortiGate
etworl >
Template Type ENGIGENGE Remote Access  Custom
£ System > .
Remote Device Type
B policy & Objects >
il Internet
@ Security Profiles >
NAT Configuration No NAT between sites
|= ven v This site is behind NAT This FortiGate Remote FortiGate
One-Click VPN Settings The remote site is behind NAT

IPsec Tunnels
IPsec Wizard b4
< Back Next > Cancel

IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings

& User &Device

= WiFi & Switch Controller

Ll Log & Report

voov v

& Monitor

Q




Authentication:

- Remote Gateway nhap thong tin IP Branch FortiGate, trong vi du nay la:

IP: 172.25.177.46
- Outgoing Interface: la Interface két nGi Internet cua site HQ.
- Pre-shared Key : 12345678
- Chon Next.

@ Dashboard > VPN Creation Wizard
e " .
i ST RO Ol @ vpNSeiup > @ Authentication @ Policy & Routing
I FortiView >
Remote Device [BFNGICEE Dynamic DNS HQ-to-Branch: Site to Site - FortiGate
4 Network
IP Address 172.25.177.46
System >
@ 5y Outgoing Interface ¥ wan1 -
. . N
L] Policy & Objects Authentication Method Pre-shared Key ESIEQEITE Internet
i >
& Security Profiles Pre-shared Key 12345678 @
|= ven Y This FortiGate

One-Click VPN Settings

IPsec Tunnels

IPsecWizard r < Back Next » Cancel
¢
|Psec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings
& User &Device >

= WiFi & Switch Controller >
Ll Log & Report >

& Monitor >

Policy & Routing:

- Local Interface: Interface LAN cua site HQ

- Local Subnets: Ldp mang LAN cua site HQ

- Remote Subnets: LEp mang LAN cua site Branch
- Chon Create dé€ hoan thanh tao méi VPN

@ Dashboard > | VPN Creation Wizard
s B .
i Security Fabric Ml © vonseiup > @ Authentication » @ Policy & Routing
s FortiView >
Local Interface =% internal hd HQ-to-Branch: Site to Site - FortiGate
4+ Network >
Local Subnets 192.168.65.0/24
L System > °
& Policy & Objects * | RemoteSubnets | 192.168.12.0/24 Internet
& Security Profiles > °
I S VPN ¥ | Internet Access m Share WAN  Force to use remote WAN This FortiGate

One-Click VPN Settings

IPsec Tunnels

IPsec Wizard b4

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WIiFi & Switch Controller >
llil Log & Report >
@ Monitor >

Q

Remote FortiGate

Remote FortiGate
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Két qua: Tao thanh cong HQ-to-Branch trén FortiGate site HQ.

@ Dashboard

-‘:\‘ Security Fabric

i FortiView

b Network

£ System

B Policy & Objects

@& Security Profiles
I O VPN

VPN Creation Wizard

@ VPN Setup ) @ Authentication » @ Policy & Routing

@ The VPN has been setup

Summary of Created Objects

Phase 1 Interface
Local Address Group
Remote Address Group

Phase 2 Interface

HQ-to-Branch
HQ-to-Branch_local
HQ-to-Branch_remote

HQ-to-Branch

One-Click VPN Settings Static Route 1

IPsec Tunnels Blackhole Route 2

IPsec Wizard b5 Local to Remote Policy 2

IPsec Tunnel Templates Remote to Local Palicy 3

SSL-VPN Portals

SSL-VPN Settings Add Another Show Tunnel List
& User & Device >

+ WiFi & Switch Cantraller »
Ll Log & Report >

@& Monitor >

B2: Cau hinh IPsec VPN trén Branch

Trén FortiGate site Branch: VPN -> IPsec -> Wizard VPN Setup
- Name: Branch-to-HQ

- Template: Site to Site — FortiGate.

- Chon Next.

@ Dashboard > | VPN Creation Wizard
< . N
2 ESE ey FTTE AN @ rnsciup > @ Authentication » @ Policy & Routing
i FortiView >
+ Name Branch-to-HQ Site to Site - FortiGate
Network >
Template Type EIGAGENCE Remote Access  Custom
£ System >
¥ Remote Device Type  [EsLZNser
B Policy & Objects >
Cisco
@& Security Profiles >
NAT Configuration No NAT between sites
IQ VPN ~ This site is behind NAT This FortiGate Remote FortiGate

The remote siteis behind NAT

One-Click VPN Settings
IPsec Tunnels
IPsecWizard g
< Back Next > Cancel
IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings
& User & Device >
= WIFi & Switch Controller >
lhil Log & Report >

& Monitor >
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Authentication:

Remote Gateway: nhap thong tin IP HQ FortiGate, trong vi du nay la:
IP: 172.25.176.62

Outgoing Interface: la Interface két ndi Internet cla site Branch
Pre-shared Key : 12345678
Chon Next.

@ Dashboard > VPN Creation Wizard
o . :
7 Security Fabric Ol @ N Seiup > @ Authentication » @ Policy & Routing
i FortiView >
& Remote Device (GGG Dynamic DNS Branch-to-HQ: Site to Site - FortiGate

Network >

IP Address 172.25.176.62

L System >

¥ Qutgoing Interface M wanl -
& Policy & Objects 4 Detected via routing lookup i
& Security Profiles » | Authentication Method Pre-shared Key JSJEQEITIE] 3

~  Pre-shared Ki 12345678 *@
I’D’ VPN re-shared ey This FortiGate Remote FortiGate

One-Click VPN Settings

IPsec Tunnels

IPsec Wizard fd < Back Next > Cancel
X

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WiFi & Switch Controller >
Ll Log & Report >
@& Monitor >
Q

Policy & Routing:

- Local Interface: Interface LAN cua site Branch
- Local Subnets: L&p mang LAN cua site Branch
- Remote Subnets: L&p mang LAN cua site HQ

- Chon Create dé€ hoan thanh tao méi VPN

@ Dashboard > VPN Creation Wizard
% " .
7 Security Fabric N @ vpnseiup > @ Authentication » @ Policy & Routing
i FortiView >
Local Interface =2 internal hd Branch-to-HQ: Site to Site - FortiGate
o Network >
Local Subnets 192.168.13.0/24
4} System > o
& Policy & Oblects > | RemoteSubnets | 192.168.65.0/24 e —
& Security Profiles > ) §

I_EI_ VPN ™ | Internet Access m Share WAN | Force to use remote WAN This FortiGate Remote FortiGate
One-Click VPN Settings

IPsec Tunnels
IPsec Wizard g < Back Cancel
IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings
& User &Device >
= WiFi & Switch Controller >
Ll Log & Report >

& Monitor >




Két qua: Tao thanh cong Branch-to-HQ trén FortiGate site Branch:

@ Dashboard > VPN Creation Wizard
B Security Fabric >
i FortiView >
@ The VPN has been set up
4+ Network >
Summary of Created Objects
& System > Phase 1 Interface Branch-to-HQ
& Policy & Objects > | Local Address Group Branch-to-HQ_local
& Security Profiles > Remote Address Group  Branch-to-HQ_remote
IE VPN ¥ Phase 2 Interface Branch-to-HQ
One-Click VPN Settings Static Route 1
IPsec Tunnels Blackhole Route 2
IPsec Wizard 4*d  Local to Remote Policy 2
IPsec Tunnel Templates Remote to Local Policy 3
SSL-VPN Portals
SSLVPN Settings Add Another Show Tunnel List

& User & Device >
= WiFi & Switch Controller >
lil Log & Report >

& Monitor >

B3: K&t qua sau khi cau hinh thanh céng trén 2 site:

Ping thanh cong I6p mang giilra hai site.

.| Command Prompt

sUsersstranping 1922.168.65.1 -t

inging 192.168.65.1 with 32 hytes of data:
from 192.168.65.1: hytes=32 time<imsz TTL=254
from 172.168.65.1: bytes=32 time<lms TTL=254
from 192_.168.65.1: bytes=32 time<{lms TTL=254
from 192.168.65.1: hytes=32 time{ims TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 192 _.168.65.1: bytes=32 time<lms TTL=254
from 192 _.168.65.1: hytes=32 time{ims TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 172.168.65.1: bytes=32 time<lms TTL=254
from 192_.168.65.1: bytes=32 time<lms TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 192.168.65.1: hytes=32 time<ims TTL=254
from 172.168.65.1: bytes=32 time<lms TTL=254
from 192_.168.65.1: bytes=32 time<lms TTL=254
from 192.168.65.1: hytes=32 time{ims TTL=254
from 192.168.65.1:
from 192.168.65.1:
from 192 _168.65.1:
from 192 _168.65.1:

bytes=32 time<{ims TTL=254
hytes=32 time<lms TTL=254
hytes=32 time<ims TIL=254
bytes=32 time<{ims TTL=254
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Vao Monitor -> IPsec Monitor kiém tra trang thai két néi VPN d& Up.

@ Dashboard 4 < Refresh Reset Statistics BringUp ~ Bring Down ~

¥4 Security Fabric > .

Name Type Remote ... Incoming... Qutgoin... Phase 1 Phase 2 Selectors

I FortiView >
& Network N © Branch-to-HQ &3 Site to Site - FortiGate  172.25.176.62 263.32kB 52B Branch-to-HQ @ Branch-to-HQ
& System
B Policy & Objects
@ Security Profiles
0 VPN
& User &Device
# WiFi & Switch Controller
Ll Log & Report
Ie Monitor

¢ v v v v v v v

Routing Monitor
DHCP Monitor
SD-WAN Monitor

e

IPsec Monitor
SSL-VPN Monitor
Firewall User Monitor
Quarantine Monitor

FortiClient Monitor

Q 1

13. VPN - Policy-Based IPsec VPN

DaGi véi Ipsec VPN Policy-based, ta chi can tao duy nhat mot policy cho ca hai chiéu
két ndi. O phan dinh nghia Policy Type, ta chon VPN va phan Policy Subtype chon
Ipsec, sau d6 chon VPN Tunnel da tao trong Phasel.

FORTIOS
VERSION

6.0

HQ Branch
wanl! m) wanl
I | \ 172.25.176.62 Y 172.25177.46 | |
6 IPsec VPN Internet E — \
FortiGate = FortiGateJ

- lan

- lan
192168.66. 192.168.13.1
| il
HQ Branch
internal network internal network
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B1: Bat tinh nang Policy-Based VPN trén HQ Forigate.
Trén HQ Fortigate, vao System -> Feature Visbility -> enable Policy-based IPsec VPN.

@ Dashboard > Feature Visibility
S Security Fabric 5 || |FortiExtender Disabled via CLI o =
Changes @
i FortiView > [ & Implicit Firewall Policies ]
@ Policy-based IPsec VPN
b Network > [ B Load Balance ]
Iﬁ Sz v [ B Local In Policy ]
Administrators
A Prof ([ @ Multicast Policy J
min Profiles
Eirmware [ @ Multiple Interface Policies ]
Settings B Multiple Security Profiles ]
HA @ Policy-based IPsec VPN -]
SNMP Configure policy-based IPsec tunnels.

‘When turned on, an option will be added

Replacementilessapes when creating phase 1 IPsec tunnels to

FortiGuard determine if they are interface based or
policy based. There will also be an option
Advanced added under Policy & Objects > |Pv4 Policy
to select IPsec as a subtype for VPN
cature policies, and an option to select the IPsec
Tags tunnel to use.
B Policy & Objects > © SD-WAN Interface |
& Security Profiles > [ B SSL-VPN Personal Bookmark ]
O VPN >
([ ssLveN Realms J
& User & Device > M

Q

B2: Cau hinh IPsec VPN Phasel va Phase 2 trén HQ

VPN -> IPsec Wizard.
Chon Custom VPN Tunnel (No Template) -> Next.

@ Dashboard > VPN Creation Wizard

o . .

N3 Security Fabric > @ VPN Setup

& FortiView >

& Name HQ-to-Branch

Network >
Template Type | SitetoSite = Remote Access

& System >

B Policy & Objects >

& Security Profiles > Bac Next > Cancel
|2 ven v

One-Click VPN Settings

IPsec Tunnels

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WIFi & Switch Controller >
il Log & Report >

@& Monitor >




o Disable IPsec Interface Mode.
o Interace: chon Interface két ndi Internet cua site HQ.
o IP Address: dién dia chi IP cua FortiGate site Branch.

o Pre-shared Key: nhdp ma key dé& xac thuc gilra 2 thiét bi FortiGate.

@ Dashboard » | NewVPN Tunnel
¥ Security Fabric >
& FortiView 5 | Name HQ-to-Branch
4+ Network » | Comments Comments A wass
& System N IEnabIs IPsec Interface Mode I
& Policy & Objects >
& Security Profiles > Rlezwori
I O VPN o Remote Gateway Static P Address -
IP Address 172.25.177.46

One-Click VPN Settings

¥ wanl -
IPsec Tunnels e Interface

IPsec Concentrator LoczlGateay @
IPsec Wizard todeléontin
IPsec Tunnel Templates NAT Traversal Disable = Forced
SSLVPN Portals Keepalive Frequency 10
SSLVPN Settings Dead Peer Detection Disable  Onldle
& User & Device 4 Authentication
= WiFi & Switch Controller > Method Pre-shared Key hd
il Log & Report > Pre-shared Key 12345678 @
€& Monitor > IKE
Version | 1 1P -

B3: Dinh danh dia chi mang LAN ndi b0 va LAN truy cap tir xa ctia Branch trén HQ.
- Trén HQ Fortigate, vao Policy & Objects -> Address -> Create New -> Address.
- Chung ta phai dinh danh dudc dia chi local cua HQ va dia chi local cua Branch.
- Dinh danh dia chi cho LAN néi b6 cua HQ v8i mang : 192.168.65.0/24

& Dashboard > Edit Address
Sk Security Fabric >
Name Local LAN
i FortiView >
Color ]
% Network > B | Change
Type Subnet -
£ System > e
Subnet /1P Range 192.168.65.0/255.255.255.0
I! Policy & Objects v
Interface O any -
1Pv4 Policy
Show in Address List ©

Addresses g

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules
Virtual IPs
IP Poals
Traffic Shapers
Traffic Shaping Policy
@ Security Profiles
O VPN
& User & Device

Moov v v

= WiFi & Switch Contraller

Static Route Configuration (B

Comments

Tags

© Add Tag Category

Cancel
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- Dinh danh dia chi cho

@ Dashboard >
& Security Fabric >
& FortiView >
b Network >
L System >
I B Policy & Objects v
IPv4 Policy

Addresses w

Wildcard FQDN
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Traffic Shaping Policy

@ Security Profiles >
O VPN >
& User &Device >

B WiFi & Switch Controller >

Edit Address

Name Remote LAN

Color & | Change

Type Subnet -
Subnet/ IP Range 192.168.13.0/255.255.255.0

Interface O any -
Show in Address List ©

Static Route Configuration (B

Comments p o

Tags
© Add Tag Category

B4: Tao mot Policy cho HQ

LAN ndi bé cua Branch véi mang: 192.168.13.0/24

Cancel

A . \ - - -
- Trén HQ Fortigate, vao Policy & Objects -> Ipv4 Policy -> Create New.
@ Dashboard > New Policy
XA Security Fabric > & Online Help (£
i FortiView > Name € HQ-to-Branch
+ Network > Incoming Interface | 22 internal hd
L System > Outgoing Interface | B wan1 -
B Policy & v Source B Local LAN ®
1Pv4 Policy 1 *
Destination B Remote LAN x
Addresses .
Wildcard FQDN Schedule (@ always A
Addresses
Service o1 ALL x
Internet Service Database .
Seiyices Action ¥ ACCEPT | @ DENY
Schedules
Virtual IPs
IP Pools VPN Tunnel
Traffic Shapers VPN Tunnel HQ-to-Branch -
Traffic Shaping Policy Allow traffic to be initiated from the remote site @O
@ Security Profiles >
Security Profiles
O VPN >
AntiVirus
& User &Device > @
\Alah Eiltar [a
= WiFi & Switch Controller > Cancel
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B5. Cau hinh IPsec VPN Phasel va Phase2 trén Branch.

- Dau tién, bat tinh nang Policy-Based VPN trén Branch Forigate.
- Ditéi VPN -> IPsec Wizard.
- Chon Custom VPN Tunnel (No Template) -> Next.

@ Dashboard > | VPN Creation Wizard

% . .

s Security Fabric > @ VPN Seiup

i FortiView >

& Name Branch-to-HQ

Network >
Template Type  Site to Site | Remote Access

4} System >

B Policy & Objects >

& Security Profiles > Next > Cancel
I_IZ_ VPN >

One-Click VPN Settings
IPsec Tunnels
IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings
& User &Device
= WiFi & Switch Controller
Ll | og & Report

R

& Monitor

Disable IPsec Interface Mode.
o IP Address: dién dia chi IP cua FortiGate site Branch.
o Interace: chon Interface két n6i Internet cua site HQ.

o Pre-shared Key: nhdp ma key dé€ xac thuc giira 2 thiét bi FortiGate.

@ Dashboard > New VPN Tunnel
¥X Security Fabric > Name Branch-to-HQ
& FortiView * Comments Comments ) omss
+# Network ’ IEnab\e IPsec Interface Mode I
L System >
B Policy & Objects > Network
& Security Profiles > Remote Gateway Static IP Address h
IE VPN v IP Address 172.25.176.62

COne-Click VPN Settings Interface [® wan1 -

IPsec Tunnels w Local Gateway >

IPsec Concentrator Mode Config

IPsec Wizard NAT Traversal Disable Forced

IPsec Tunnel Templates Keepalive Frequency 10

SSL-VPN Portals Dead Peer Detection Disable Onldle

SSL-VPN Settings

) Authentication
& User & Device >
. . Method Pre-shared Key -
= WiFi & Switch Controller >
Pre-shared Key 12345678 &
lil Log &Report >
IKE

@ Monitor >

Version 2
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B6. Pinh danh dia chi mang LAN noéi bo va LAN truy cap tu xa caa HQ trén Branch

- Trén HQ Fortigate, vao Policy & Objects -> Address -> Create New -> Address.
- Chung ta phai dinh danh dudc dia chi local cua HQ va dia chi local cua Branch.

- Dinh danh dia chi cho LAN néi b6 cua HQ v8i mang : 192.168.13.0/24

@ Dashboard > Edit Address
¥& Secur ity Fabric >
Name Local LAN
& FortiView >
Color ]
+ Network > B Change
Type Subnet v
£ System > v
Subnet / IP Range 192.168.13.0/255.255.255.0
I! Policy & Objects v
Interface O any -
1Pv4 Policy
Showin Address List [ o]
Addresses b4 . .
Static Route Configuration (b
Wildcard FQDN ar2ss
Addresses Comments i

Internet Service Database
Tags
Services

Schedules © Add Tag Category
Virtual IPs
IP Pools —
Traffic Shapers
Traffic Shaping Policy

& Security Profiles >

S VPN >

& User &Device >

= WiFi F.Swifchc;‘.nntm\\sr > T

- Dinh danh dia chi cho LAN néi bd ctia Branch véi mang: 192.168.65.0/24

@ Dashboard > Edit Address
¥X Security Fabric >
Name Remote LAN
i FortiView >
Color i Ct
s Network > B Change
Type Subnet hd
L System > w
Subnet/ IP Range 192.168.65.0/255.255.255.0
I& Policy & Objects v
Interface O any -
IPv4 Policy
Show in Address List o
Addresses i+ _ .
Static Route Configuration (I
Wildcard FQDN ar2ss
Addresses Comments i

Internet Service Database
Tags
Services

Schedules © Add Tag Category
Virtual IPs
IP Pools —
Traffic Shapers
Traffic Shaping Policy

& Security Profiles >

O VPN N

& User &Device >

F WiFi & Swifchc;‘.nnfm\ler > T




B7. Tao mot Policy cho Branch.

- Trén Branch Fortigate, vao Policy & Objects -> Ipv4 Policy -> Create New.

@ Dashboard > New Policy
Security Fabric > & Online Help &'
i FortiView > Name €@ Branch-to-HQ
o+ Network > Incoming Interface >3 internal -
& System > Outgoing Interface [ wan1 -
B policy & Objects v Source Local LAN x
1Pvé Policy *
Destination & Remote LAN x
Addresses .
Wildcard FQDN Schedule [Q always -
Addresses
Service @ ALL x
Internet Service Database +
Services Action v accerT | @ oeny [EENEE
Schedules
Virtual IPs
IP Pools VPN Tunnel
Traffic Shapers VPN Tunnel Branch-to-HQ -

Traffic Shaping Policy Allow traffic to be initiated from the remote site @

& Security Profiles >
Security Profiles

0 VPN >
AntiVirus >

& User &Device > .
\Alah Ciltar =

= WIFi & Switch Contraller )

B8. Két qua.

VVao Monitor -> IPsec Monitor.

@ Dashboard > 2 Refresh
Security Fabric > . ) )
Name Type Remote Gateway Incoming D... Outgoing Data Phase 1 Phase 2 Selectors
s FortiView b
& Network N @ Branch-to-HQ & Custom 172.25.176.62 152B 84B Branch-to-HQ @ Branch-to-HQ
etwor
CLI Console m o B ®
L System >
B Policy & Objects > Connected
& Security Profiles > FG-Branch # execute ping 172.25.176.62
PING 172.25.176.62 (172.25.176.62): 56 data bytes
L VPN ’ bytes from 172.25.176.62: icmp seq=0
& User & Device N bytes from 172.25.176.62: icmp seg=1
bytes from 172.25.176.62: icmp_seq=2
= WIiFi & Switch Controller > bytes from 172. - icmp_seq=3
bytes from 172.25.176.62: icmp_seq=4
Ll Log & Report >
) --- 172.25.176.62 ping statistics ---
Monitor h 5 packets transmitted, 5 packets received, @% packet loss
Routing Monitor round-trip min/avg/max = 0.4/6.5/1.1 ms
DHCP Monitor FG-Branch # execute ping 192.168.65.1
PING 192.168.65.1 (192.168. : 56 data bytes
SD-WAN Monitor bytes from 192.168.65.1 ) s ttl=255

bytes from 192. 1 tt1=255

IPsec Monitor bytes from 192. 1 ttl=255

— bytes from 192.168.65.1: icmp_: tt1=255

SSL-VPN Monitor bytes from 192. 1 tt1=255

Firewall User Monitor . L.

--- 192.168.65.1 ping statisti -

Quarantine Monitor 5 packets transmitted, S packets received, 8% packet loss
round-trip min/avg/max = 0.6/6.6/1.8

FortiClient Monitor

Q

FG-Branch # ||
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14. SSL VPN

14.1: Gigi thiéu

SSL VPN la mot cdng nghé VPN dugc phat trién dua trén nén giao thirc SSL, hoat
déng & tdng 7 cta md hinh OSI. SSL VPN dugc st dung dé két ndi nhitng ngudi
dung di déng, tir xa vao tai nguyén mang cong ty thong qua giao thirc HTTPS.

am FORTIOS

> VERSION

1— 6.0
Internet

11

FortiGate

| ]

s
oY
==

SSL VPN

Remote user https:/172.20.121.26:10443

ey

oo

SysAdminPC
192.168.65.2

Cac budc cau hinh SSL VPN:
B1. Tao SSL-VPN portal.

- Tao Groups SSL VPN: VPN -> SSL-VPN Portals -> Create New (hoéc Edit dé chinh
sura).

@ Dashboard > | 4 CreateNew | ¢ Edit | [ Delete
s : 8

NX Security Fabric 4 Name Tunnel Mode: Web Mode Ref.
i FortiView ? | full-access (] o v

b Network
£+ System

& Policy & Objects

C v v v v

& Security Profiles
I O VPN
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Templates

SSL-VPN Portals w

SSL-VPN Settings

& User &Device
liil Log & Report

@& Monitor

>

>

>
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Enable Tunnel Mode va Web Mode.
Disable Split Tunneling.

@ Dashboard > Edit SSL-VPN Portal

B Security Fabric > =
- Name | full-access

W FortiView

b Network > Limit Users to One SSLVPN Connection at a Time (B

L System >

R Policy & Objects > | €O Tunnel Mode

& Security Profiles > [Enable Split Tunneling € @

ID— VPN ~ | Source IP Pools I SSLVPN_TUNNEL_ADDR1 ®

IPsec Tunnels *

IPsec Wizard

Tunnel Mode Client Options
IPsec Tunnel Templates

i . = Allow client to save password »

y Allow client to connect automatically
SSL-VPN Settings

& User & Device
liil Log & Report

>
5y
@& Monitor > | Enable Web Mode

Portal Message SSL-VPN Portal

Allow client to keep cannections alive ()

DNS Split Tunneling (e )

Theme Blue A

Show Session Information @O

I ST RPN N

a

B2: Tao User & User Group: User & Device -> User Definition -> Create new.

Tao user Jpearson.

Users/Groups Creation Wizard

@ User Type ) @ Login Credentials > @ ContactInfo > @ Extra Info

Remote RADIUS User

Remote TACACS+ User

Remote LDAP User 1
FSSO

Users/Groups Creation Wizard

® UserType ) @ Login Credentials ) ) ContactInfo ) @ Extra Info

Username | jpearson 2

Password sssssase

Users/Groups Creation Wizard

@ UserType ) @ Login Credentials > @ Contact Info > @ Bxtra Info

Email Address | jpearson@example.com

O sMS

(B Two-factor Authentication

Users/Groups Creation Wizard

@ UserType ) @ Login Credentials » @ Contactinfo > @ FxtraInfo
User Account Status  [[A]JSEVENE © Disabled 4

User Group @ ]




User & Device -> User Groups -> Create New.
Tao Group SSL-VPN-user.

@ Dashboard > Edit User Group Select Entries x
%X Security Fabric > | Qearch | +
Name SSL-VPN-user _ ~
s FortiView > 8 USER (2
Type sz
b Network ’ Fortinet Single Sign-On [F$50) s 7
L System > RADIUS Single Sign-On (RSSO) & jpearson
B Policy & Objects > Guest
@ Security Profiles > Members ‘ & jpearson 3
+
L VPN >
I & User & Device ~

User Definition “ Cancel
User Groups v

Guest Management
Device Inventory
Custom Devices & Groups
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
Ll Log & Report >
€ Monitor >

Q Close

B3: Cau hinh SSL VPN:
- Vao VPN ->SSL-VPN Settings.

o Listen on Interface(s): Interface két ndi Internet.

o Listen on Port: Port sir dung cho két nGi SSL VPN, mac dinh 443 c6 thé
bi triing ta nén d6i thanh 10443.

o Restrict Access: Allow access from any host.

o Server Certificate: Fortinet_Factory.

@ Dashboard > SSL-VPN Settings
¥X Security Fabric > | Connection Settings @ -
& FortiView > Listenon Interface(s) ¥ WAN (port1) x
4+ Network > +
£ System ,  Listenon Port 10443
& Policy & Objects ’ © Web mode access will be listening at hitps://172.20.121,26:10443
& Security Profiles >
I; VPN ~  Redirect HTTP to SSLVEN (B
IPsec Tunnels Restrict Access GELES i ED Gl Limit access to specific hosts
IPsec Wizard Idle Logout ©
IPsec Tunnel Templates Inactive For 300 Seconds
SSL-VPN Portals Server Certificate Fortinet_Factory -
SSLVPN Settings i You are using a default built-in certificate, which will not be able to verify
& User & Device 5 your server's domain name (your users will see a warning). It is
recommended to purchase a certificate for your domain and upload it for
Ll Log & Report > use
& Monitor >

Click here to learn more
Require Client Certificate (b

Tunnel Mode Client Settings @ -

a
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IEL VPN ~  Tunnel Mode Client Settings @
IPsec Tunnels Address Range Automatically assign addresses SV A H G EN
IPsec Wizard IP Ranges I0 SSLVPN_TUNNEL_ADDR1 x

*
IPsec Tunnel Templates
SSLVPN Portals DNS Server Same as client system DNS IE9I

Specify WINS Servers e ]

SSL-VPN Settings %4
Allow Endpoint Registration (B
& User & Device >
i >
s Log &Report Authentication/Portal Mapping €@
€ Monitor >
+ CreateNew & Edit | Delete
Users/Groups Portal
& SSL-VPN-user full-access
All Other Users/Groups A NotSet

Q Apply

Authentication/Portal Mapping: thém céc user hodc group dé xac thuc khi két n&i VPN.

SSLVPN Settl] New Authentication/Portal Mapping Select Entries x
Users/Groups | B SSL-VPN-user x [QEearch | +
* 8 USER(2)
Portal full-access - Local (2
& guest &
& jpearson
Require Client 8 USER GROUP (2)
Guest-group
Tunnel Mode i SSL-VPN-user
SSLVPN Settil Edit Default Authentication/Portal Mapping x

Users/Groups  All Other Users/Groups

Portal full-access -
| QJsearch

full-access

Require Client]

Authentication/Portal Mapping €

+ CreateNew | # Edit [ Delete

Users/Groups Portal
&8 SSLVPN-user full-access

All Other Users/Groups full-access

B4

Thém Address cho Policy.
Policy & Objects -> Address -> Create New.

@ Dashboard > New Address
%X Security Fabric >
Name Local-Network
s FortiView >
Color i Ch:
4+ Network > = ange
Type Subnet -
L System > P
Subnet/IP Range 192.168.65.0/24
I B Policy & Objects
Interface O any -
IPv4 Policy
Show in Address List ©

IPv4 Do$ Polic:
¥ Static Route Configuration (B

Comments

Wildcard FQDN
Addresses

Tags
Internet Service Database
X © Add Tag Category
Services
Schedules
IP Pools
Proxy Options
Traffic Shapers
Traffic Shaping Policy
& Security Profiles >

O VPN >

Q I
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B5: Tao Policy dé sir dung SSL.

Policy & Objects -> IPv4 Policy -> Create

Tao Policy di Internal.

@ Dashboard > ) New Policy

¥ Security Fabric > Name € SSL-VPN-to-Internal-Network

s FortiView > Incoming Interface ) SSL-VPN tunnel interface (ssl.root +

& Network > Outgoing Interface [ LAN (port2) -

¥ System > Source B all x

R Policy & Objects v = SSLVPN-user . x
RS0y Destination = al x
1Pv4 DaS Policy +
Addresses Schedule [0 always -
Wildcard FQDN Service AL x
Addresses s
Internet Service Database Action @ DENY ™ LEARN
Services
Schedules Firewall / Network Options
Virtual IPs NAT ©
1P Pools IP Pool Configuration Use Dynamic IP Pool
Proxy Options Proxy Options default +| &
Traffic Shapers

Security Profiles

Traffic Shaping Policy

@& Security Profiles >

0O VPN

AntiVirus >
Weh Filter fe

Q ' [ ok |

Tao Policy di Internet.

@& Dashboard > New Policy

‘,’\ Security Fabric >

I FortiView > Name €@ SSLVPN-to-Internet

“+ Network > Incoming Interface @) SSLVPN tunnel interface (ssl.root =

£ System > Qutgoing Interface [# WAN (port1) M

B Policy & Objects ~ Source Eall x
1Pv4 Policy . *
IRADEAT ) Destination = all x
Addresses +
Wildcard FQDN Schedule (@ always v
Addresses Service AL x

Internet Service Database

+
Action Ceeayl @ DENY ™ LEARN

Services

Schedules

Virtual IPs Firewall / Network Options

1P Pools NAT [ o]

Proxy Options IP Pool Configuration Use Dynamic IP Pool
Traffic Shapers Proxy Options default - &

Traffic Shaping Policy

Security Profiles

& Security Profiles >

0O VPN

Aekidhirie s

’ (o |
Q 0K

New.

& Online Help &'

Cancel

& Online Help &

Cancel
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B6: Két qua.
- Login bang giao dién Web:

C | D https//172.20.121.1:10443/remote/login?lang =en -]
E®B™mMmE Kirigami Tools Network Job g Ipsec vpn - Vietnam
|jpearson |

€ Quick Connection

& - >

HTTPHTTPS FTP ROP
SMB/CIFS VNC Telnet
Citrix Port Forward
Ping
Host | 3

cus
Login bang FortiClient:

VPN » Add Connection

VPNType () SSLVPN IPsec VPN
Connection Name Work VPN
Description
Remote Gateway 172.20.121.26
Customize Port
Client Certificate None s

Authentication Save Login

Username

£ Cancel | Add

TECI H<RIZoN



L
L
4

VPN Name Work VPN

Username

Password

Connect

15. VPN IPSec CLIENT-TO-GATEWAY

Ciling gi6bng nhu SSL VPN, IPSEC VPN Client sé tao mot tunnel giita client va mang
riéng cla cong ty, tat ca traffic s& dugc ma hda trén kénh két ndi nay. Di€m khac
nhau gilta SSL VPN va IPSec VPN la giao thic két néi va tang hoat dong trong
mo6 hinh OSI.( IPSec hoat dong & I6p Network con SSL VPN hoat dong & I8p

Application).

FORTIOS
VERSION

6.0

Internet

Remote FortiClient user

111

FortiGate

Internal Network

TECIHEAZO
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B1: Tao User Definition va User Groups.

- Dinh nghia User & Group: User & Device -> User Definition -> Create new.

Tao user jpearson

Users/Groups Creation Wizard
@ User Type > @ Login Credentials > @ Contact Info > @ Extra Info 1

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User
FSSO

Users/Groups Creation Wizard

& User Type @ Login Credentials ® Contact Info @ ExiraInfo 2

Username jpearson

Password sessesse

Users/Groups Creation Wizard

& User Type » @ Login Credentials » @ Contact Info > @ Extra Info 3

Email Address jpearson@example.com

» sMs

@ Two-factor Authentication

Users/Groups Creation Wizard

@ User Type » @ LoginCredentials > @ ContactInfo » @ Extralinfo 4
User Account Status L JIEEN © Disabled

User Group (e ]

- Tao Groups IPsec client-to-gateway:

User & Device -> User Groups -> Create new.

FortiGate VMé4 FortiGate = I @ L@ (@ admin-
& Dashboard > EditUser Group Select Entries x
¥ Security Fabric > [Qearch | +
Name VPN |Psec Client-to-gateway N ~
s FortiView > B USER(2)
Type 1o
b Network 4 Fortinet Single Sign-On (FSSO) & suest ’
L System > RADIUS Single Sign-On (RS50) 2
Jpearson
E Policy & Objects > Guest
& Security Profiles ,  Members | & Jpearson X
+
O VPN >
I & User & Device v
User Definition Cancel
User Groups 4
Guest Management
Device Inventory
Custom Devices & Groups
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
lml | og & Report >
& Monitor >

Close

Q




B2: Tao Address.

Policy & Objects -> Addresses -> Create New.

FortiGate VM64 Fo

@ Dashboard > New Address
¥4 Security Fabric >
Name Local-Network
8 FortiView >
Colar i Ch:
b Network > = ange
Type Subnet
& System > P
Subnet /IP Range 192.168.65.0/24
I B Policy & Objects v
Interface O any
1Pv4 Policy
Show in Address List ©

IPv4 DoS Policy

Static Route Configuration (B

Addresses

Wildcard FQDN
Addresses

%

Comments

Tags
Internet Service Database

Services
Schedules
Virtual IPs
IP Pools
Proxy Options
Traffic Shapers
Traffic Shaping Policy
@ Security Profiles >

0O VPN > T

Q

© Add Tag Category

B3: C3u hinh VPN Ipsec FortiGate bang Ipsec VPN Wizard.
- Ditéi VPN -> IPsec Wizard.

- Name: Dat tén cho két ndi VPN.

- Template: Reamote Access.

- Next.

@ Dashboard > VPN Creation Wizard
%X Security Fabric >
& FortiView >
Name
4 Network >
Template Type
£ System > i
Remote Device Type
B Policy & Objects >
& Security Profiles >
|2 ven -

IPsec Tunnels
IPsec Wizard w
IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User &Device >
Ll Log & Report >
¢ Monitor >
Q

VPN

e —————————————————
Site to Site Custom

Client-based BN
& FortiClient i

@ VPNSetup ) @ Authentication > @ Policy & Routing » @ Client Options

Dialup - FortiClient (Windows, Mac OS, Android)

Internet

This FortiGate

FortiClient

Next > Cancel
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- Incoming Interface: Interface dé User quay VPN vao.

- Preshared Key: Nhidp ma khda xac thuc dé xac thuc két ndi VPN gilta

FortiClient vs FortiGate.
- User Group: Chon group hoac user da tao budc 1.

- Next.

@ Dashboard > | VPN Creation Wizard
% Security Fabric >
-~ ® VPN Setup » @ Authentication ® Policy & Routing > @ Client Options
& FortiView > —
Incoming Interface M WAN (port1) - VPN: Dialup - FortiClient (Windows, Mac OS, Android)
“ Network >
Authentication Method Pre-shared Key ERIEGQENIE]
£ System >
Pre-shared Key 12345678 >
B Policy & Object > ==
= Poliey Jects User Group &2 VPN IPsec Client-to-gateway - Internet
& Security Profiles > —_—
|2 ven v This FortiGate FortiClient
IPsec Tunnels
IPsec Wizard r
< Back Next > Cancel

IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings

& User & Device >

.l Log & Report >

€ Monitor >
Q

- Local Interface: Interface két n6i mang LAN cua FortiGate.

- Local Address: LGp mang cho phép Client VPN truy cap tdi.

- Client Address Range: dia chi IP cap cho client khi két n6i VPN thanh cong.
- Subnet Mask: Subnet cua dia chi IP cap cho Client.

- DNS Server: C6 thé dung DNS cla hé théng hodc DNS do ngudi dung cdu hinh
bang tay.

- Enable Ipv4 Split Tunnel: Enable tuy chon nay sé cho phép cac traffic thong
thudng cua client (vd: Internet) sé di theo dudng route thong thudng, khéng
di qua Gateway cua VPN. Diéu nay giup giam bang thong cho dudng truyén.
- Next.

& Dashboard » | VPN Creation Wizard
e " .
A Security Fabric Ml @ VPN setup > @ Authentication » @ Policy & Routing > @ Client Options
& FortiView > —
Local Interface M LAN (port2) - VPN: Dialup - FortiClient (Windows, Mac OS, Android)
++ Network > E
Local Address = Local-Network x
L+ System > +
B, Policy & Objects > i ¥
Y ) Client Address Range 10.10.10.2-10.10.10.200 S—
@ Security Profiles > Subnet Mask 255.255.255.0 —
I; VPN ~ | DNSServer Use System DNS [T This FortiGate FortiClient

IPsec Tunnels Enable IPv4 Split Tunnel >

IPsec Wizard g*d Allow Endpoint Registration @O

IPsec Tunnel Templates

SSL-VPN Portals

< Back Next > Cancel
SSL-VPN Settings
& User & Device >
Ll Log & Report >
€ Monitor >
Q
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- Cac tuy chon thém cho Client khi quay VPN.

- Create.
@ Dashboard > VPN Creation Wizard
B Security Fabric > — " " " "
@ VPN Setup ) @ Authentication » @ Policy & Routing » @ Client Options
W FortiView >
Save Password [ o] VPN: Dialup - FortiClient (Windows, Mac OS, Android)
4+ Network >
Auto Connect e J
L System >
¥ Always Up (Keep Alive)
B Policy & Objects > termet
ntermne
& Security Profiles >
I VRN v This FortiGate FortiClient
IPsec Tunnels
IPsec Wizard w
IPsec Tunnel Templates < Back I| Cancel
SSL-VPN Portals
SSL-VPN Settings
& User & Device >
liil Log & Report >
@ Monitor >
Q
nr \ . 4 A Ars
B4: Cau hinh Policy cho phep két noi VPN.
. 7, - - -
- Di tdi Policy & Objects -> IPv4 Policy -> Create New.
@ Dashboard > = New Policy
8K Security Fabric > Select Entries "
i FortiView ’ Name & |Psec-to-nternet User | Device | Internet Service
o Network > Incoming Interface | & VPN - ‘QEearch | +
4} System > Outgoing Interface | [ WAN (port1) -
B Policy & Objects v Source VPN_range ® =5 all P
1Pv4 Palicy * & autoupdate.opera.com
Destination 2 all x ] -
IPv4 DoS Policy . g fzzilz‘zﬂm
Addresses Schedule e always - “@ none
Wildcard FQDN Service m ALL ® & swscan.apple.com
B diiesses + & update.microsoft.com
BiEpERs=yiENatabass Action PEeeagll @ DENY = LEARN I vPN_range
Services
Schedules Firewall / Network Options
Virtual IPs NAT ©
IP Pools IP Pool Configuration [RUEENEGEANGEEREGLESN Use Dynamic IP Pool
Proxy Options Proxy Options default - &
Traffic Shapers
Traffic Shaping Policy SZEITE AT & al
ose

& Security Profiles > AntiVirus e ]

e ’ [ o< |
Q OK Cancel




B5: C4u hinh trén phan mém FortiClient d& quay VPN.
M@ phan mém FortiClient: Remote Access -> Configure VPN -> IPsec VPN.
- Connection Name: Tén két ndi VPN

- Type: loai két nGi VPN la SSL hoac IPsec.
- Remote Gateway: IP cua cong két ngi Internet trén FortiGate

- Pre-Shared Key: Nhap ma xac thuc da cau hinh trén FortiGate

New VPN Connection
VPN [ sstvPN |

Connection Name |test

Description |

Remote Gateway [172.20.121.26
+Add Remote Gateway

Authentication Method | Pre-shared key

= Authentication (XAuth) ) Promptonlogin () Sawelogin () Disable
& REMOTE ACCESS

4+ Advanced Settings

B6: Két qua.
- Remote access véi Username: jpearson
Password(pre-share key): 12345678

VPN Connected

G

Ll REMOTE ACCESS

VPN Name VPN
IP Address 10.10.10.10
Username jpearson
Duration 00:00:18
Bytes Received O KB
Bytes Sent 9927 KB




- Kiém tra Log & Report.

& Dashboard > | ¢ Refresh
& Security Fabric > . ) )
nume $ T Type Remote Gateway User Name Incoming Data Qutgoing Data Phase 1 Phase 2 Selec
s FortiView >
& Network , O Custom  172.20.121.156 13270kB 2408 VPN © VPN
L System >
B policy & Objects >
& Security Profiles >
O VPN >
& User & Device >
Ll Log & Report >
I Monitor v

Routing Monitor

DHCP Monitor

SD-WAN Monitor

FortiGuard Quota

IPsec Monitor b4

SSLVPN Monitor

Firewall User Monitor

Quarantine Monitor

Q 1 il




