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Virtual LAB - NAT, ACL
(CCNA Routing & Switching)
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PHAN 1 - YEU CAU CO BAN

- Xba ciu hinh, khéi dong lai tat ca thiét bj véi cau hinh tring

- Thiét lap so' @6 nhw hinh minh hoa

- Pit hostname, gan dia chi IP twong wng cho cac thiét bi

- Céu hinh telnet khong password trén tit ca céc thiét bi

- C4u hinh cau lénh chéng trdi dong Iénh “logging synchronous”
R(config)# line console 0
R(config-line)# logging synchronous

- CAu hinh céu 1énh bé qua co ché phén giai tén mién
R(config)# no ip domain-lookup

PHAN 2 — YEU CAU CHINH
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1. PAT

- CAu hinh PAT tai router NAT cho phép cac mang 10.0.1.0/24 & 10.0.2.0/24 c6 thé

ping dugc Internet 8.8.8.8.
2. NAT

- Tai router ISP cép dia chi 111.0.0.1 xudng cho router NAT bang cau I¢nh “ip route
111.0.0.1 255.255.255.255 9.0.1.1”.

- Céu hinh Static NAT Port tai router NAT chuyén hwéng lwu lweng telnet tir
111.0.0.1 cho telnet server 10.0.9.2.

- Tai PCX thuc hi¢n cau lénh “telnet 111.0.0.1 23” dé kiém tra két néi telnet téi telnet
server 10.0.9.2:23.

- Céu hinh Static NAT Port tai router NAT chuyén hwéng lwu lwong http tir 111.0.0.1
cho http server 10.0.8.2.

- Tai PCX thuc hi¢n cau lénh “telnet 111.0.0.1 80” dé kiém tra két néi http téi world
wide web 111.0.0.1:80.

3.ACL

- (1) Céu hinh ACL tai DS1 sao cho cac PC ndi by khdng thé giao tiép dwec véi nhau
nhung van cé thé truy cap dwoc téi cac server (telnet server, http server), truy cap
dwogc Internet (ping dwoc t6i 8.8.8.8).

- (2) Cau hinh ACL tai DS1 sao cho telnet server 10.0.9.2 khong thé giao tiép dwoc téi
http server 10.0.8.2 nhung van cho phép tat ca cac thiét bi con lai co thé giao tiép véi
2 hé thong server nay.

- (3) Céu hinh ACL tai DS1 va router NAT sao cho chi cho phép cac PC ¢6 dia chi ip
10.0.1.2 & 10.0.2.2 méi co thé telnet vao 2 thiét bi nay. PC1 thay doi dia chi thanh
10.0.1.3 xem c6 con telnet hoac http téi cac server dwgc nira hay khéng. PC2 thay
ddi dia chi thanh 10.0.2.3 xem c6 con telnet hodc http téi cac server dwoc nira hay
khéng.

- (4) Cau hinh ACL tai router NAT va 4p dung theo chiéu di vao cong g1.10 khong
cho phép céc PC ndi b ping téi 9.0.2.1; van co thé ping dwoc téi cac thiét bi con lai.

- (5) Céu hinh ACL tai router NAT va ap dung theo chiéu di vao ¢dng g1.9 sao cho
PCX chi ¢ thé http vao http server 10.0.8.2; PCX khong thé telnet téi telnet server
10.0.9.2.

- (6) Céu hinh ACL tai DS1 sao cho chi cho phép luu lweng telnet téi téi telnet server
10.0.9.2. PC1 vs PC2 va céc thiét bi con lai khong thé ping dwoc téi telnet server.
C&c PC vin c6 thé telnet dwoc téi telnet server 10.0.9.2.

- (7) Céu hinh ACL tai DS1 sao cho chi cho phép hru lwgng http téi téi http server
10.0.8.2. PC1 vs PC2 va cac thiét bi con lai khdng thé ping hoic telnet dwoc téi http
server. C4c PC van c6 thé http dwoc téi http server 10.0.8.2.

PHAN 3 - GOl Y CAU HINH

I CAu hinh trén router DS1
hostname DS1
interface g1

no shutdown
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exit
interface g1.1
encapsulation dotlq 1 native
ip address 10.0.1.1 255.255.255.0
no shutdown
exit
interface g1.2
encapsulation dotlq 2
ip address 10.0.2.1 255.255.255.0
no shutdown
exit
interface g1.8
encapsulation dotlq 8
ip address 10.0.8.1 255.255.255.0
no shutdown
exit
interface g1.9
encapsulation dotlq 9
ip address 10.0.9.1 255.255.255.0
no shutdown
exit
interface g1.10
encapsulation dotlqg 10
ip address 10.0.10.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 10.0.10.1
no ip domain-lookup
linevty 04
privilege level 15
no login
exit
line console 0
logging synchronous
exit

I Cau hinh trén router telnet server
hostname telnet_server
interface g1
no shutdown
exit
interface g1.29
encapsulation dotlq 29
ip address 10.0.9.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 10.0.9.1
no ip domain-lookup
linevty 04
privilege level 15
no login

Website: www.vnpro.vn | Forum: www.vnpro.org | Blog: www.vnpro.org/blog | Video: www.dancisco.com




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

- TRUNG TAM TIN HQC VNPRO

\ ”Pﬂ‘f@ PC: 149/1D Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
A

DT: 08-35 124 257 | Fax: 08-35 124 314 | Email: vnpro@vnpro.org

exit

line console 0
logging synchronous
exit

I Cau hinh trén router http server
hostname http_server
interface g1
no shutdown
exit
interface g1.28
encapsulation dotlq 28
ip address 10.0.8.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 10.0.8.1
ip http server
ip http authentication local
username cisco privilege 15 password cisco
no ip domain-lookup
linevty 04
privilege level 15
no login
exit
line console 0
logging synchronous
exit

I Céu hinh trén router PC1
hostname PC1
interface g1
no shutdown
exit
interface g1.1
encapsulation dotlq 1 native
ip address 10.0.1.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 10.0.1.1
no ip domain-lookup
linevty 04
privilege level 15
no login
exit
line console 0
logging synchronous
exit

I C4u hinh trén router PC2
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hostname PC2
interface g1
no shutdown
exit
interface g1.2
encapsulation dotlq 2
ip address 10.0.2.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 10.0.2.1
no ip domain-lookup
linevty 04
privilege level 15
no login
exit
line console 0
logging synchronous
exit

I Céu hinh trén router PCX
hostname PCX
interface g1
no shutdown
exit
interface g1.8
encapsulation dotlq 8
ip address 9.0.2.1 255.255.255.252
no shut
exit
ip route 0.0.0.0 0.0.0.09.0.2.2
no ip domain-lookup
linevty 04
privilege level 15
no login
exit
line console 0
logging synchronous
exit

| Céu hinh co ban & PAT trén router NAT
hostname NAT
interface gl
no shutdown
exit
interface g1.9
encapsulation dotlq 9
ip address 9.0.1.1 255.255.255.252
ip nat outside
no shutdown
exit
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interface g1.10

encapsulation dotlqg 10

ip address 10.0.10.1 255.255.255.0

ip nat inside

no shut

exit
ip route 0.0.0.0 0.0.0.09.0.1.2
ip route 10.0.1.0 255.255.255.0 10.0.10.2
ip route 10.0.2.0 255.255.255.0 10.0.10.2
ip route 10.0.8.0 255.255.255.0 10.0.10.2
ip route 10.0.9.0 255.255.255.0 10.0.10.2
ip nat inside source list 1 interface g1.9 overload
access-list 1 permit 10.0.1.0 0.0.0.255
access-list 1 permit 10.0.2.0 0.0.0.255
access-list 1 permit 10.0.8.0 0.0.0.255
access-list 1 permit 10.0.9.0 0.0.0.255
access-list 1 permit 10.0.10.0 0.0.0.255
no ip domain-lookup
linevty 04

privilege level 15

no login

exit
line console 0

logging synchronous

exit

ip nat inside source static tcp 10.0.9.2 23 111.0.0.1 23
ip nat inside source static tcp 10.0.8.2 80 111.0.0.1 80

I Céu hinh trén router ISP
hostname ISP
interface g1
no shutdown
exit
interface g1.9
encapsulation dotlq 9
ip address 9.0.1.2 255.255.255.252
no shut
exit
interface g1.8
encapsulation dotlq 8
ip address 9.0.2.2 255.255.255.252
no shut
exit
interface loopback 0
ip address 8.8.8.8 255.255.255.255
no shut
exit
ip dhcp pool WAN1
network 9.0.1.0 255.255.255.252
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default-router 9.0.1.2
dns-server 8.8.8.8
exit
ip dhcp pool WAN2
network 9.0.2.0 255.255.255.252
default-router 9.0.2.2
dns-server 8.8.8.8
exit
ip dhcp excluded-address 9.0.1.2
ip dhcp excluded-address 9.0.2.2
ip route 111.0.0.1 255.255.255.255 9.0.1.1

ip http server
ip http authentication local
username cisco privilege 15 password cisco
no ip domain-lookup
linevty 04

privilege level 15

no login

exit
line console 0

logging synchronous

exit
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